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Introduction -What is FIDO2
FIDO stands forFast IDentityOnline. FIDO2 is the latest evolutionof acutting-edge
authentication standarddesigned toenhance security and simplify the loginprocess
acrossbothmobile anddesktopenvironments. It allowsusers to utilizedevices suchas
theFido2CertifiedCryptnoxcard toauthenticate toonline serviceswithout relyingon
traditional passwords. In addition toonline services, it can also authenticate in
environments suchasAppleIDonan IphoneorMacOS,or awork/school accountona
MicrosoftWindowsdesktop.

TheFIDO2specifications include twoprimary components: theWorldWideWeb
Consortium’s (W3C)WebAuthentication (WebAuthn) specification and theFIDO
AlliancecorrespondingClient-to-Authenticator Protocol (CTAP). Together, these
specificationsenable secure andeasy-to-useauthenticationexperiences.

HowFIDO2Works

In thecaseofCryptnoxCard, it operates as a hardwareSecurity Keyusingpublic key
cryptography.During the registrationprocesswith anonline service, theCryptnoxCard
creates a newpublic-private keypair. Theprivate key is stored securely,while thepublic
key is sharedwith theonline service. For authentication, the user provespossessionof
theprivate keyby signingachallengewithin theCryptnoxCard,which is verifiedby the
service using the storedpublic key.

FIDO2authentication is versatile andcanbeused in various authentication scenarios.
Byorder ofpopularity,wecanmention two-Factor Authentication (2FA), Passwordless
Authentication, andCredential LessAuthentication (Resident Login). Thesewill be
described later in this guide.

Examples of FIDO2Applications

● CorporateSecurity:Manyorganizations implement FIDO2 to secure access to
corporate applications andnetworks, ensuring that only authenticatedusers can
access sensitive information.

● OnlineBanking: Banks andfinancial institutions are increasingly adoptingFIDO2
to secureonlinebanking transactions, providingcustomerswith a secure and
convenientway toaccess their accountswithoutpasswords.

● GovernmentServices: Variousgovernment agenciesworldwideare
implementingFIDO2 to secure access to services, ensuring that citizens can
safely interactwithgovernmentplatforms.
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● VariousPersonalOnlineAccounts: FIDO2 is already implementedonwell known
websites suchasGoogle, Facebook, X (Twitter),Gitlab andmanymore,
expandingeveryday. It ismostly usedas a second factor authentication, but
passwordless implementation is becomingmoreandmorepopular.

● Usecases are alsoexpanding intomore specificenvironments, suchasSecure
Shell (SSH) connections andblockchain smart contracts.

Formore informationonFIDO2, visit the FIDOAlliancewebsite at
https://fidoalliance.org/fido2.
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FIDO2 startupguide

Notebefore you start:

There is no specificFIDO2software installation required.

Compatiblebrowsers andoperating systems includebuilt-in support for FIDO2
devices (noneed to install anyCryptnox software).

Compatibility
FIDO2authentication is a technology that is entering itsmaturity phase, and is still
evolving. Thecompatibility characteristics listed in this guideare validonly asof its
publicationdate, andwill expand in the future.

Android and IOSMobile Phones

Communication

TheCryptnoxCard supportsNFCcommunicationwithNFCenabled
iPhoneandAndroiddevices. TheFIDO2NFCcommunication functionality
is alreadybuilt in, there is no software installation required.

Mobile browserswebsite login

● Android:
Forwebsites loginonmobilephones (viaNFC),major
mobilebrowsers are compatibleonAndroid.

● iOS:
OnlySafari is compatible
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MobileOS login

Only iOS is supported. It canbeusedas ahighly secure2FA for
loggingan IPhone into anAppleID.

WindowsandMacOSdesktops

Communication

TheCryptnoxCard requires a smartcard reader tocommunicatewith the
operating systemand thebrowser. It caneither bean integrated reader,
or anexternal reader connected viaUSB.

Thecardcanbeusedwith:
● Acontactless reader (mustbe ISO 14443Compliant (13.56Mhz)
● Contact reader (mustbe ISO7816compliant) if thecard is

designedwith acontactmodule.

Desktopbrowserswebsite login

● Windows:
TheCryptnoxCard is currently supportedonMicrosoft
Windowswithmostbrowsers suchasGoogleChrome,
Mozilla Firefox,Microsoft Edge.

● AppleMacOS
Safari andFirefox are supported.

DesktopOS login

● Windows:
ACryptnoxCardcanbeusedasSecurity key sign-in into a
Windowscomputerwith aworkor school account. Awork
account canbe implementedwith aMicrosoftWindows
365Business subscription.Note:with aMicrosoft Personal
account, aCryptnoxCardcan still be used to log in to a
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Microsoft online accountwith abrowser, but not to log into
thecomputer itself.

● MacOS:
ACryptnoxCardcanbeusedas ahighly secure2FA for
loggingaMacOS into anAppleID.

Different Server Implementations

FIDO2authenticationcanbe implemented server side in various configurations
dependingon the security requirements. Theuser has no influenceon the
implementation, it is fully dependenton the server. Here’s abreakdownof the various
options:

Method Explanation

Two-Factor
Authentication

(2FA)

In thismode, FIDO2authentication serves as a2FA. Theuser first
logs in using its usernameandpassword, and thenuses aCryptnox
Card for 2FA. This greatly enhances security by addinganadditional
layer that requiresphysical possessionof aphysical device.

Passwordless
Authentication

Thismodeallowsusers to log inwithout theneed for passwords.
Authentication is achievedusingausernameand theCryptnox
Card. This approach simplifies the loginprocesswhile increasing
security, as it eliminates the vulnerabilities associatedwith
passwords.

2FAor
Passwordless

Someservers allowCryptnoxCard registration for either
Passwordlessor 2FAauthentication. If it is used for Passwordless
authentication, the userwill beprompted touseanalternate
method for 2FA.

ResidentKey
Thismode involves storing theusernameon the internalmemoryof
theCryptnoxCard,which is thenprovidedautomatically to the
server during theauthenticationprocess. In this case, all the
necessary authenticationdata is providedby thecard. Thenumber
ofmaximumusernames storedbyaCryptnoxCard is 32 for the
certifiedFIDO2version2.0, and64 for certifiedFIDO2Version2.1.
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WithPINorWithout PIN

ACryptnoxCardcanoperatewithorwithout aPIN.OnceaPIN is set, it is notpossible to
disable itwithout a full reset (andcorresponding lossof credentials). If a card is tobe
registeredon sitewith a “PINRequired”policy, setting aPINduring theprocesswill be
necessary.

Method Explanation

WithPIN
In thismode, itmayormaynotbe required toenter aPIN toperform
authenticationwith a registeredCryptnoxCard (seeServer PIN
Policybelow). ThePIN is local to thedevice, enhancing security by
combining something theuser knows (thePIN)with something the
user has (theCryptnoxCard).

Without PIN
Thismodedoesn't require theuser toenter aPIN, simplifying the
process. Theauthentication relies solely on thepossessionof the
CryptnoxCard. If the server PINpolicy is set to “Required”, card
registration is onlypossible if a PIN is irreversibly set.

Server PINPolicy

The following threedifferent server implementations for PINpolicy arepossible. Eachof
thesemodesenhances security in differentways andcanbeadoptedbasedon the
security needsandusermanagementpracticesof theorganization.

Server PIN
policy

Explanation

PIN
Required

Thismeans that theenvironmentor site always requiresPIN input
whenever thecard is used. PIN input ismandatory for authentication,
and itwill notbepossible toproceedwithout aPIN set.

PIN
Optional

Thismeans that theenvironmentor sitewill only ask for aPIN if onehas
been seton thecard. If noPIN is set, therewill be no request toenter
one.However, if a PIN is set, itwill be required for authentication.
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Server PIN
policy

Explanation

PINnot
required

Thismeans that theenvironmentor sitedoesnot require aPIN,
whether one is set or not.Only thecard itself is necessary for
authentication,with noPIN requirement.

PopUpNotifications

The request toconnectwith theCryptnoxCard is displayedas apop-upnotification
with the “tap your Security Keyon the reader”mention.

Seeexamplesbelow:
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With anNFCor contact reader
Simply removeand replace theCryptnoxCard from the reader.

With aPhone
Simply select the “Security key”option and then tap theCryptnoxCardat thebackof

thephone.
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PINmanagement andReset
PINcanbemanaged (set ormodify) andaCryptnoxCardcanbe fully resetwith a
WindowsDesktop/laptopconnected toacard reader.Go toSettings ->Accounts ->
Sign InOptions ->Security Key ->Manage.

Follow instructions andchoose tomanage thePINor reset card. 

Resetting thecardwill return it to the factory setting anddelete all credentials.

It is alsopossible to use theCryptnox FIDO2Application tomanage thePINand fully
reset thecard (availableonly on IOS).
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MaxPIN Try

Important:

After three failedattempts, thecardwill need tobedisconnectedand reconnected
before further attempts.

In anycase, themaximumnumber of attempts to enter thePIN is eight. If thecorrect
PIN is not enteredwithin theseattempts, theCryptnoxCardwill be locked, requiring a
full reset.

These rules are a requirementof theFIDO2 technical specifications.
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Anoteon the terms “Security Key” and“Passkey”

The term “Passkey” is ageneral catch-all termused for any FIDO2authentication
solution. They includeboth hardwaredevices (crossplatform) suchasCryptnoxCards
aswell as virtual keys (platform),which aregeneratedandstoredonanoperating
system itself.Windows,MacOS/IOSandAndroidoperating systemscanall generate
virtual “Passkeys” that are linked to thedevice itself or the user account in thecaseof
AppleID. Their FIDO2authentication functionality is identical, themaindifference is that
theexternal hardware key is portable, andcanbeusedonanydevice.Generally, the
term “Passkey”will be used todescribeboth virtual “platform” keys, aswell as external
hardware “crossplatform” keys. The term “Security Key”will generally refermore
specifically toexternal hardware security keys suchas theCryptnoxCard.
Oneadvantageof hardware security keys is that they arecompatible everywhere. As
they areconsideredmore secure, somehigh security implementations (suchas
governmentor financial institutions)will only allow the registrationof hardware security
keys, andblock virtual keys. In addition, for environment logins intoAppleIDorWindows
Desktop, only hardware security keys suchas theCryptnoxCardcanbeused.
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NFCphone location

Important:

CARDPOSITIONINGONPHONESFORNEARFIELDCOMMUNICATION(NFC)VARIES
ACCORDINGTOBRANDSANDMODELS.

It is important toplace it in thecorrespondingNFCantenna location for optimal
operation.Whenpromptedby theapplication, thecardmustbeheld firmlywithout
movement until theendof the scanningprocess.Check the list below to identify the
correct location for your phone, or look into thecorresponding instructionsmanual.

NFCarea 1
Antennaecanbe foundon theback-sideof thephone, on the toparea.

Applicable to the followingphones: iPhone 14, iPhone 13, SamsungGalaxy Fold, etc.
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NFCarea 2
Antennaecanbe foundon theback-sideof thephone, in themiddle section.

Applicable to the followingphones: SamsunggalaxyS23,GooglePixel 6a,GooglePixel
7 pro.

NFCarea 3
Antennaecanbe foundon theback-sideof thephone, on the toparea.

Applicable to the followingphones:Other pixels phones.
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HowtoProperly Select theCryptnoxCard for Login

When thepasskeyoption showsupduring the log-inprocess, thechoiceof aCryptnox
Cardas anexternal hardwareSecurity Keymight notbepresentedas afirst option,
especially fromanenvironmentwith virtual Passkey availability suchasWindowsOS.
Herebelow ispresented theprocessof logging into anAmazonaccount as anexample.
TheAmazon server implementation is Passwordless, and thePINpolicy is Required

Step 1
Enter your email address and select “Continue”.
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Step2
If a Passkey/Security Key is registered, aPasswordless sign-in optionwill bedisplayed

as “Sign inwith apasskey”,whichmustbe selected.
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Step3
If thewebsiteoffersmultiple sign-in options, 'User another device' optionmustbe

selected from thepop-upmenu.
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Step4
Then select “Security key” from thepop-upmenu.

Step5
The systemwill prompt themessage to set up theSecurity Key.While theprompt is

opening, place thecardon thecontactless reader.
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Step6
Enter thePIN for thecard to log in to thewebsite successfully.
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Testing
CryptnoxCard registration and loggingcanbe testedon the following “test”websites: 

https://fido2.cryptnox.tech Or https://webauthn.io

If thebox “Authenticator Type” appears, choose “CrossPlatform”,whichwill direct the
browser to theexternalCryptnoxCard.Whenchoosing “Platform”, itwill direct to
systemvirtual key if enabled.

Sites accepting FIDO2andU2F

The information about acceptingFIDO2authentication is generally displayed in theuser
account settingsofwebsites. If theydo, theygenerally have specific instructions. 

AAGUID
In some rare cases,whitelistingof theAAGUID is required to register aCryptnoxCard.

For FIDO2V2.0, it is: 

9c835346–796b-4c27–8898-d6032f515cc5

For FIDO2V2.1, it is:
1d1b4e33-76a1-47fb-97a0-14b10d0933f1

https://fido2.cryptnox.tech
https://webauthn.io


GoogleAccount

Herewewill present how to register aCryptnoxCardas aSecurity Key for aGoogle
account.

Usecase:
Website login (GoogleAccount). Note: can alsobeused toconnect aGoogle account
to anAndroidphone.

Server implementation:
Theconfiguration here is, interestingly, either Passwordlessor TwoFactor
Authentication (2FA). Thismeans that a usernamemustbeprovided in anycase, but if a
CryptnoxCard is registered, it canbeusedeither as an alternative toprovidinga
password, or as a2FAoption if 2FA is activated. In case it is used for Passwordless
authentication, another optionwill have tobe selected for 2FAauthentication. The
server implementationwill not allow theuseof aCryptnoxcard for both.

PINpolicy:
ThePINpolicyon this site is Required,whichmeans that aPINwill be required in all
cases. If theCarddoesnot haveaPINalready set, the userwill beprompted to setone,
whichwill be askedevery timeat every login.
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Steps:
Step 1

Log in to yourGoogle account first in thebrowser andSelect “ManageyourGoogle
Account”.

Step2
Then “Security” and select “Passkeys andSecurity Keys”.
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Step3
Select “Create apasskey”.

Step4
TwoWindowsSecurity pop-upswill appear.Click 'OK' onboth tocontinue.
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Step5
Select “Security key” from thePasskeyoptions.

Step6
The systemwill prompt themessage to setup theSecurity Key.While theprompt is

opening, place theCryptnoxCardon thecontactless reader.
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Step 7
Once thecard is registeredproperly, the systemwill ask toenter thePIN.

Then select “Continue”.

Step8
ACryptnoxCardhasbeen successfully set upas aSecurity Keyon theGoogle account.
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AppleID account

Herewepresent how to register aCryptnoxCardas aSecurity Key for 2FAonAppleID
onan Iphone. Aminimumof twocards is required.

Usecase:
Environment andWebsite login (IOS+MacOSAppleID&WebsiteAppleID login)

Server implementation:
Theconfiguration here is TwoFactor Authentication (2FA). Thismeans that if cards are
registeredas “Security Key” and2FA is activatedonanAppleIDaccount, tappingoneof
themat thebackof thephonewill be required to log into anAppleIDaccount.

PINpolicy:
ThePINpolicy isOptional. Thismeans that if apin is set, enteringapinwill be required. If
nopin is set, nopin is required.

Steps:

Readyyour phoneandcards
Aminimumof twoCryptnoxCards is required for set up.
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Step 1
Opensetting, taponusernameand tapon “Sign-in&Security”.

Step2
Tapon Two-Factor Authentication and tapSecurity Keys.
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Step3
Tap “AddSecurity Keys” and tap “Continue”

Step4
Enter your phonepasscode.
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Step5
Tap the 1stCryptnoxCard from thebackof thephone, give a name for thecardand tap

“Next”.

Step6
Tap the2ndCryptnoxCard from thebackof thephone, give a name for thecardand tap

“Next”.
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Step 7
CryptnoxCardhave successfully been set upwith theAppleID.
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WindowsSign In
Herewepresent how to register aCryptnoxCardas aSecurity Key for Passwordless
AuthenticationonaMicrosoft account. After registration, it canbeused forwebsite
loginonapersonal,workor school accounts. For usewith environment login (login into
WindowsDesktop), aworkor school account is required.

Usecase:
Environment andWebsite login (WindowsDesktopSign in&WebsiteMicrosoft account
login)

Server implementation:
Theconfiguration here is Passwordless. Thismeans that a usernamemustbeprovided,
and theCryptnoxCardcanbeusedas analternative toprovideapassword.

PINpolicy:
ThePINpolicyon this site is Required,whichmeans that aPINwill be required in all
cases. If theCarddoesnot haveaPINalready set, the userwill beprompted to setone,
whichwill be askedevery timeat every login.
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Steps:
Step 1

Log in to yourMicrosoft account first andgo to “Security info”.

Step2
In theSecurity info, select “Addsign-inmethod”.
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Step3
The systemwill prompt you to select amethod.Choose “Security Key” and select

“Add”. In the next popup, select “NFCdevice”.

Step4
Select “Security key” from thePasskeyoptions.
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Step5
The systemwill prompt themessage to set up theSecurity Key.While theprompt is

opening, place thecardon thecontactless reader.

Step6
Before thecard is properly registered, the systemwill ask for thePIN. After that, select

“Continue” and in thenext popup, select “OK” again.
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Step 7
Security key setup successfully.

Step8
NowaCryptnoxCardcanbeused for Passwordless login into your online account. The
process is similar tootherwebsites. If youare usingaworkor school account, youcan
also use it to log into your desktop. For this, restart your computer and in the login

screen, select the “Security key” icon.
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Step9
Place thecardon the reader andenter thepasskey you set for thecard to log in.
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Cryptnox FIDO2Appon theApple Store

Howtocheck thegenuinity of aCryptnoxCard

CryptnoxCard
An iPhone is requiredalongwith theCryptnoxCard.

CryptnoxCardManagement application
Ensure that the application is installedon the IPhone.
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Step 1
Open theCryptnoxCardManagement apponyourphoneandpress “Get Info”.

Step2
Scan theCryptnoxCardby tapping it on thebackof thephone.
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Step3
Select “ViewRetrievedData”

Step4
Select the “GenuineCheck”buttonand then youwill have toenter thePIN you set for

thecard.
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Step5
Youwill have to scan theCryptnoxCardby tapping it on thebackof thephone.

Step6
Youhave successfully retrieved thedata.
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Other features of theCryptnox FIDO2application

TheCryptnox FIDOapplicationoffers a rangeof features, including:

● Settingup theCryptnoxCard
● CreatingaPIN for theCryptnoxCard
● Resetting thePIN for theCryptnoxCard
● Changing thePIN for theCryptnoxCard

Discovermoreabout theCryptnox FIDOapplication here:
https://cryptnox.com/tutorials-for-fido2-products/
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ChipSpecification

Note:
FIDO functionality availableonother chips upon request.MIFAREDESFireonly onNXP
chips.

44

Category Details

Provider NXP

Model P71

JCOPPlatform JCOP4 / JCOP4.5

Capacitances available 17PF / 56PF / 69PF

Available functionalities
fromCryptnox

FIDO2V2.0 /V2.1
MIFAREDESFire EV1/EV2/EV3 memory2kb -32kb

ChipCertifications
CommonCriteria EAL6+
NIST FIPS 140-2

Communication
Contact: ISO/IEC7816
Contactless: ISO/IEC 14443 (13,56Mhz)

FormFactorsAvailable
● Printable contact andcontactless smartcard
● Printable contactless smartcard (NFConly, no

contactmodule)
● Keyknob

Unique Identifier EachChipcontain a readable unique identifier (Card ID)



FIDO2 v2.1 Specifications
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Category Details

ExecutionEnvironment
JCOP4 /4.5 fromNXPwith ECCmodule (other chipson
request) - JCOP4 /DESFire EV2-J
Applet Size: 68 kb (with 64credential slots)

AppletCertification
FIDO2.1, Level1
Note : higher certifications availableon request

Applet characteristics
● U2Fv2, FIDO2.0andFIDO2.1 standards
● NFC ISO 14443contactless and ISO7816contact

interfaces
● ECDigital Signature (ECDSA)withNISTP256

(256R1) parameters
● 32bits signature counter, reset to0upon

authenticator reset
● Multiple accountsper RelyingParty
● Resident keys credentials (64credential slots)
● CredManagement commands

AppletOptions
● HmacSecret
● CredProtect
● CredBlob for Resident-Keys
● minPinLength: stores up to4authorizedRPs

ClientManagement
Application

IOSmobile application (PIN&configuration
management)

AAGUID 1d1b4e33-76a1-47fb-97a0-14b10d0933f1
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MIFAREDESFire

Overview

MIFAREDESFire is a family of contactless smart cardsdevelopedbyNXP
Semiconductors. Thesecardsoperate at a frequencyof 13.56MHzandarebasedon
openglobal standards for both air interfaceandcryptographicmethods. TheDESFire
product line is designed formulti-application use,where security, speed, anddata
integrity areparamount. They arecommonly employed in applications suchaspublic
transportation, access control, and secure IDmanagement.

ApplicationAreas

Due to their robust security andadaptability,MIFAREDESFire cards are ideally suited
for:

● Public Transport: E-ticketing inmetro, bus, andother formsofpublic
transportation.

● AccessControl: Secure access tobuildings, rooms, and IT assets.
● Cashless Payment: For canteens, vendingmachines, and stores.
● Loyalty Programs: Storageof loyalty points,membershipdata, etc.

Mifare Technical Specifications onCryptnoxCard
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Category Details

Versions ● EV2

Memory ● 4KB

Capacitance ● 17pF



About FIDOAlliance
TheFIDOAlliance is anopen industry associationwith a focusedmission: reduce the
world’s relianceonpasswords. Toaccomplish this, the FIDOAlliancepromotes the
developmentof, useof, andcompliancewith standards for authentication anddevice
attestation.

Learnmoreabout FIDOAllianceat: https://fidoalliance.org/overview/

AboutMifare
MIFARE is abrandname fromNXPSemiconductors, referring toa seriesof chipswidely
used in contactless smart cards andproximity cards. Today,MIFAREproducts are used
in a varietyof applicationsbeyond transit systems, includingaccesscontrol, school and
campuscards, and loyalty programs.

MIFARE'swidespreadadoption is due to its easeof integration, cost-effectiveness, and
the secure natureof the technology,making it apopular choice for electronic smart
card solutionsglobally.

LearmoreaboutMIFAREat: https://www.mifare.net

AboutCryptnox
CryptnoxSA is aSwiss company specializing in secure smartcards solutions for
authentication andblockchain applications. Theyofferproducts like hardwarewallets
andFIDO2smartcards, tailored for both individuals andbusinesses.

LearnmoreaboutCryptnox at: https://cryptnox.com
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