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Introduction - What is FIDO2

Introduction - Whatis FIDO2

FIDO stands for Fast IDentity Online. FIDOZ2 is the latest evolution of a cutting-edge
authentication standard designed to enhance security and simplify the login process
across both mobile and desktop environments. It allows users to utilize devices such as
the Fido2 Certified Cryptnox card to authenticate to online services without relying on
traditional passwords. In addition to online services, it can also authenticate in
environments such as ApplelD onanlphone orMacOS, orawork/schoolaccountona
Microsoft Windows desktop.

The FIDOZ2 specifications include two primary components: the World Wide Web
Consortium’s (W3C) Web Authentication (WebAuthn) specification and the FIDO

Alliance corresponding Client-to-Authenticator Protocol (CTAP). Together, these
specifications enable secure and easy-to-use authentication experiences.

How FIDO2 Works

Inthe case of Cryptnox Card, it operates as a hardware Security Key using public key
cryptography. During the registration process with an online service, the Cryptnox Card
creates a new public-private key pair. The private key is stored securely, while the public
key is shared with the online service. For authentication, the user proves possession of
the private key by signing a challenge within the Cryptnox Card, whichis verified by the
service using the stored public key.

FIDO2 authenticationis versatile and can be used in various authentication scenarios.
By order of popularity, we can mention two-Factor Authentication (2FA), Passwordless
Authentication, and Credential Less Authentication (Resident Login). These will be
described laterin this guide.

Examples of FIDO2 Applications

e Corporate Security: Many organizations implement FIDOZ2 to secure access to
corporate applications and networks, ensuring that only authenticated users can
access sensitive information.

e Online Banking: Banks and financial institutions are increasingly adopting FIDO2
to secure online banking transactions, providing customers with a secure and
convenient way to access theiraccounts without passwords.

e Government Services: Various government agencies worldwide are

implementing FIDO2 to secure access to services, ensuring that citizens can
safely interact with government platforms.

CRrRYPTNOX 3
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e Various Personal Online Accounts: FIDO?2 is already implemented on well known
websites such as Google, Facebook, X (Twitter), Gitlab and many more,
expanding every day. It is mostly used as a second factor authentication, but
passwordlessimplementationis becoming more and more popular.

e Usecasesare also expanding into more specific environments, such as Secure
Shell (SSH) connections and blockchain smart contracts.

Formore information on FIDO2, visit the FIDO Alliance website at
https://fidoalliance.org/fido2.

CRrRYPTNOX 4
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FIDO2 startup guide

Thereis no specific FIDO2 software installation required.

Compatible browsers and operating systems include built-in support for FIDO2
devices (no needtoinstall any Cryptnox software).

Compatibility

FIDOZ2 authenticationis a technology thatis entering its maturity phase, and is still
evolving. The compatibility characteristics listed in this guide are valid only as of its
publication date, and will expandin the future.

Android and IOS Mobile Phones

Communication

The Cryptnox Card supports NFC communication with NFC enabled
iPhone and Android devices. The FIDO2 NFC communication functionality
is already builtin, there is no software installation required.

Mobile browsers website login

e Android:
Forwebsites login on mobile phones (via NFC), major
mobile browsers are compatible on Android.

e iOS:
Only Safariis compatible

CRrRYPTNOX 6
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Mobile OS login

Only iOSis supported. It canbe used as a highly secure 2FA for
logging anIPhoneinto an ApplelD.

Windows and MacOS desktops

Communication

The Cryptnox Card requires a smartcard reader to communicate with the
operating system and the browser. It can either be anintegrated reader,
or an external reader connected via USB.

The card can be used with:
e Acontactlessreader(mustbelSO 14443 Compliant (13.56 Mhz)
e Contactreader(mustbelSO 7816 compliant)if the cardis
designed with a contact module.

Desktop browsers website login

e Windows:
The Cryptnox Card is currently supported on Microsoft
Windows with most browsers such as Google Chrome,
Mozilla Firefox, Microsoft Edge.

e Apple MacOS
Safariand Firefox are supported.

Desktop OS login

e Windows:
A Cryptnox Card can be used as Security key sign-ininto a
Windows computer with awork or school account. Awork
account can be implemented with a Microsoft Windows
365 Business subscription. Note: with a Microsoft Personal
account, a Cryptnox Card can stillbe usedtologintoa

CRrRYPTNOX 7
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Microsoft online account with a browser, but not tologinto
the computeritself.

e MacOS:
A Cryptnox Card can be used as a highly secure 2FA for
loggingaMacOS into an ApplelD.

Different Server Implementations

FIDOZ2 authentication can be implemented server side in various configurations
depending on the security requirements. The user has no influence onthe
implementation, itis fully dependent on the server. Here’s a breakdown of the various
options:

Method Explanation

In this mode, FIDO2 authentication serves as a 2FA. The user first
Two-Factor | |ogsinusingits username and password, and then uses a Cryptnox
Authentication | Card for 2FA. This greatly enhances security by adding an additional

(2FA) layer that requires physical possession of a physical device.

This mode allows users to log in without the need for passwords.

Passwordless | Authenticationis achieved using a username and the Cryptnox
Authentication | Card. This approach simplifies the login process while increasing
security, asit eliminates the vulnerabilities associated with
passwords.

Some servers allow Cryptnox Card registration for either

2FAor Passwordless or 2FA authentication. If it is used for Passwordless
Passwordless | authentication, the userwillbe prompted to use an alternate
method for 2FA.

This mode involves storing the username on the internal memory of
ResidentKey | the Cryptnox Card, whichis then provided automatically to the
server during the authentication process. In this case, all the
necessary authentication datais provided by the card. The number
of maximum usernames stored by a Cryptnox Cardis 32 for the
certified FIDO2 version 2.0, and 64 for certified FIDO2 Version 2.1.

CRrRYPTNOX 8
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With PIN or Without PIN

A Cryptnox Card can operate with orwithout a PIN. Once a PINis set, it is not possible to
disable it without a full reset (and corresponding loss of credentials). If a card is to be
registered on site with a “PIN Required” policy, setting a PIN during the process will be
necessary.

Method Explanation

In this mode, it may or may not be required to entera PIN to perform
With PIN authentication with aregistered Cryptnox Card (see Server PIN
Policy below). The PINis local to the device, enhancing security by
combining something the user knows (the PIN) with something the
user has (the Cryptnox Card).

This mode doesn't require the user to entera PIN, simplifying the
Without PIN | process. The authentication relies solely on the possession of the
Cryptnox Card. If the server PIN policy is set to “Required”, card
registrationis only possible if a PINisirreversibly set.

Server PIN Policy

The following three different serverimplementations for PIN policy are possible. Each of
these modes enhances security in different ways and can be adopted based on the
security needs and user management practices of the organization.

Server PIN Explanation
policy

This means that the environment or site always requires PIN input
PIN whenever the card is used. PIN input is mandatory for authentication,
Required | anditwillnotbe possible to proceed without a PIN set.

This means that the environment or site will only ask fora PIN if one has
PIN been set onthe card. If no PINis set, there will be no request to enter
Optional | one.However, if aPINis set, it will be required for authentication.

CRrRYPTNOX 9
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ServerPIN Explanation
policy

This means that the environment or site does not require a PIN,
PINnot | whetheroneis set ornot. Only the carditself is necessary for
required authentication, with no PIN requirement.

Pop Up Notifications

The request to connect with the Cryptnox Card is displayed as a pop-up notification
with the “tap your Security Key on the reader” mention.

See examples below:

& Windows Security

Tap your security key on the reader or insert
it into the USB port. Continue setup

Tap your security key on the reader or insert it
into the USB port.

Cancel

CRrRYPTNOX 10
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With an NFC or contactreader
Simply remove andreplace the Cryptnox Card from the reader.

CRYPTNOX CRYPTNOX

CrRYPTNOX
CrRYPTNOX

With aPhone
Simply select the “Security key” option and then tap the Cryptnox Card at the back of
the phone.

2Sign In 9

Choose how you'd like to sign in to “google.com”.

iPhone, iPad, or Android device
= K

Set Up Security Key

o Security key
To set up a security key for “google.com’, insert
and activate your security key. If you have an

NFC key, bring it near the top of this iPhone.
Continue

CRrRYPTNOX 11
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PIN management and Reset

PIN can be managed (set ormodify) and a Cryptnox Card can be fully reset with a
Windows Desktop/laptop connected to a cardreader. Go to Settings -> Accounts ->
SignIn Options -> Security Key -> Manage.

ii% Security Key PIN
* Creating a PIN for your security key helps keep you secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Follow instructions and choose to manage the PIN orreset card.
Resetting the card will returnit to the factory setting and delete all credentials.

Itis also possible to use the Cryptnox FIDO2 Application to manage the PIN and fully
reset the card (available only on 1OS).

CRrRYPTNOX 12
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Max PIN Try

After three failed attempts, the card will need to be disconnected and reconnected
before further attempts.

In any case, the maximum number of attempts to enter the PIN is eight. If the correct

PINis not entered within these attempts, the Cryptnox Card will be locked, requiring a
full reset.

Theserules are arequirement of the FIDO2 technical specifications.

CRrRYPTNOX 13
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A note on the terms “Security Key” and “Passkey”

The term “Passkey” is a general catch-all term used for any FIDO2 authentication
solution. They include both hardware devices (cross platform) such as Cryptnox Cards
as well as virtual keys (platform), which are generated and stored on an operating
systemitself. Windows, MacOS/IOS and Android operating systems can all generate
virtual “Passkeys” that are linked to the device itself orthe useraccountin the case of
ApplelD. Their FIDO2 authentication functionality is identical, the main difference is that
the external hardware key is portable, and can be used on any device. Generally, the
term “Passkey” will be used to describe both virtual “platform” keys, as well as external
hardware “cross platform” keys. The term “Security Key” will generally refer more
specifically to external hardware security keys such as the Cryptnox Card.

One advantage of hardware security keys is that they are compatible everywhere. As
they are considered more secure, some high security implementations (such as
government or financial institutions) will only allow the registration of hardware security
keys, and block virtual keys. In addition, for environment logins into ApplelD or Windows
Desktop, only hardware security keys such as the Cryptnox Card can be used.

CRrRYPTNOX 14
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NFC phone location

CARD POSITIONING ON PHONES FOR NEAR FIELD COMMUNICATION(NFC) VARIES
ACCORDING TO BRANDS AND MODELS.

ltisimportant to placeitinthe corresponding NFC antenna location for optimal
operation. When prompted by the application, the card must be held firmly without
movement until the end of the scanning process. Check the list below to identify the
correctlocation foryour phone, orlookinto the corresponding instructions manual.

NFC areal
Antennae can be found on the back-side of the phone, onthe top area.
Applicable to the following phones: iPhone 14, iPhone 13, Samsung Galaxy Fold, etc.

CrYPTNOX
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NFC area 2
Antennae can be found on the back-side of the phone, in the middle section.
Applicable to the following phones: Samsung galaxy S23, GooglePixel 6a, GooglePixel
7 pro.

XONLdAYD)

NFC area 3
Antennae can be found on the back-side of the phone, onthe top area.
Applicable to the following phones: Other pixels phones.

@)
el
=<
=
52
(o]
<
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How to Properly Select the Cryptnox Card for Login

When the passkey option shows up during the log-in process, the choice of a Cryptnox
Card as an external hardware Security Key might not be presented as a first option,
especially from an environment with virtual Passkey availability such as Windows OS.
Here below is presented the process of logging into an Amazon account as an example.
The Amazon serverimplementation is Passwordless, and the PIN policy is Required

Step1
Enteryouremail address and select “Continue”.

amazon

Continue

By continuing, you agree to Amazon's Conditions o
Use and Privacy Notice

» Need help?

Buying for work?
Shop on Amazon Business

CRrRYPTNOX 17
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Step 2
If a Passkey/Security Key is registered, a Passwordless sign-in option will be displayed
as “Signinwith a passkey”, which must be selected.

amazon

Signin
How-To Geek Change

Password Forgot your password?

Sign in

Keep me signed in. Details ~

Sign in with a passkey

CRrRYPTNOX 18
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Step 3
If the website offers multiple sign-in options, 'User another device' option must be
selected from the pop-up menu.

€ Windows Security
Making sure it's you
Sign in with your passkey to Website.com as

user@email.com

This request comes from the app “chrome.exe” by “Google LLC"

1 forgot my PIN

More choices

I E PN
B vse snoter deice
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Step 4
Then select “Security key” from the pop-up menu.

‘= Windows Security

Choose where to save this passkey

Security key

More choices

iPhone, iPad, or Android device

I Security key

Cancel

Step 5
The system will prompt the message to set up the Security Key. While the promptis
opening, place the card onthe contactless reader.

¥ Windows Security

Continue setup

Tap your security key on the reader or insert it
into the USB port.

CRrRYPTNOX

Cancel
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Step 6
Enterthe PIN for the card to login to the website successfully.

@ Windows Security

Continue setup

“ Cancel

@ Windows Security

Passkey saved

You can now use your security key to sing in to “website

=

CRrRYPTNOX 21
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Testing

Cryptnox Card registration and logging can be tested on the following “test” websites:

https://fido2.cryptnox.tech Or https://webauthn.io

If the box “Authenticator Type” appears, choose “Cross Platform”, which will direct the
browser to the external Cryptnox Card. When choosing “Platform”, it will direct to
systemyvirtual key if enabled.

Sites accepting FIDO2 and U2F

The information about accepting FIDO2 authentication is generally displayed in the user
account settings of websites. If they do, they generally have specific instructions.

AAGUID

In some rare cases, whitelisting of the AAGUID is required to register a Cryptnox Card.

ForFIDO2V2.0, itis:
9c835346-796b-4c27-8898-d6032f515¢cch

ForFIDO2V2.1,itis:
1d1b4e33-76al-47fb-97a0-14b10d093 311


https://fido2.cryptnox.tech
https://webauthn.io
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Google Account

Google Account
Here we will present how to registera Cryptnox Card as a Security Key fora Google
account.
Use case:

Website login (Google Account). Note: can also be used to connect a Google account
to an Android phone.

Serverimplementation:

The configuration here is, interestingly, either Passwordless or Two Factor
Authentication (2FA). This means that a username must be providedin any case, butif a
Cryptnox Cardisregistered, it can be used either as an alternative to providing a
password, oras a 2FA optionif 2FAis activated. In case it is used for Passwordless
authentication, another option will have to be selected for 2FA authentication. The
serverimplementation will not allow the use of a Cryptnox card for both.

PIN policy:

The PIN policy on this site is Required, which means that a PIN will be required in all
cases. If the Card does not have a PIN already set, the user will be prompted to set one,
which will be asked every time at every login.

CRrRYPTNOX 23
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Steps:

Step1
Logintoyour Google account firstin the browser and Select “Manage your Google
Account”.

Gmail Images &

/\

)
Manage your Google Account
Show more accounts

oogle Search

Google Search I'm Feeling Lucky
D search history

Google offered in: nwlng

[ Delete last 15 minutes
43 Interests

@ safesearch

@ Language
Thailand

LN P
About  Advertising  Business  How Search works Privacy  Terms  Settings

Step 2
Then “Security” and select “Passkeys and Security Keys”.

Google Account

Home Recent security activity

T Personal info
Sign-in step removed: Passkey

Data & privacy
New sign-in on Mac

Security

. People & sharing Sign-in step added: Passkey

Payments & subscriptions Review security activity (13)

About

How you sign in to Google

© 2-Step Verification 2-Step Verification is off

2 Passkeys and security keys

=+ Password

s Skip password when possible

Google prompt

] Recovery phone

CRrRYPTNOX 24
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Step 3
Select “Create a passkey”.

Google Account

&« Passkeys and security keys

You're all set!

With passkeys, you can securely sign in to your Google Account using just

your fingerprint, face, screen lock, or security key. Passkeys and security

keys can also be used as a second step when signing in with your password.
nd security keys safe, so only

you can use tnem.

Passkeys can be created on your devices or on security keys. Learn more
+ Create a passkey

Passkeys you created
PASSKEYS
2 iCloud Keychain

in Thung Maha Mek, Sathon, Bangkok, Thailand

Step 4
Two Windows Security pop-ups will appear. Click 'OK' on both to continue.

@ Windows Security

Security key setup

Set up your security key to sign in to website.com

Cancel

©  Windows Security

Continue setup

This will let google.com see the make and model of your security
key.

google.com wants to create a credential on your security key
This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

Cancel

CRrRYPTNOX 25
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Step 5
Select “Security key” from the Passkey options.

== Windows Security

Choose where to save this passkey

Security key

More choices

iPhone, iPad, or Android device
I Security key

Step 6
The system will prompt the message to setup the Security Key. While the promptis
opening, place the Cryptnox Card on the contactless reader.

CRYPTNOX

& Windows Security

Continue setup

Tap your security key on the reader or insert it
into the USB port.

CRrRYPTNOX

Cancel
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Step 7
Once the cardisregistered properly, the system will ask to enter the PIN.
Thenselect “Continue”.

@ Windows Security

Continue setup

Cancel

& Windows Security

Passkey saved

You can now use your security key to sing in to “website’

[

Step 8
A Cryptnox Card has been successfully set up as a Security Key on the Google account.

< Passkeys and security keys

You're all set!
© S e e s e 3

vice

Passkey created on your security key

With passkeys, you can se:
your fingerprint, face, scre
keys can also be used as a
Be sure to keep your scree
you can use them.

Passkeys can be created o

Passkeys you cre

PASSKEYS

iCloud Keychain
Created: June 24, 2023
Last used: Just now, Mac in Thung Maha Mek, Sathon, Bangkok, Thailand

Passkey
Created: Just now
Last used: Not yet used

CRrRYPTNOX 27
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ApplelD account

ApplelD account

Here we present how to registera Cryptnox Card as a Security Key for 2FA on ApplelD
on anlphone. A minimum of two cards is required.

Use case:
Environment and Website login (IOS + MacOS ApplelD & Website ApplelD login)

Serverimplementation:

The configuration here is Two Factor Authentication (2FA). This means that if cards are
registered as “Security Key” and 2FAis activated on an ApplelD account, tapping one of
them at the back of the phone will be required to log into an ApplelD account.

PIN policy:

The PIN policy is Optional. This means that if a pinis set, entering a pin will be required. If
no pinis set, no pinis required.

Steps:

Ready your phone and cards
A minimum of two Cryptnox Cards is required for set up.

CRrYPTNOX

o
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Step 1
Open setting, tap onusername and tap on “Sign-in & Security”.

Apple ID

FIRST NAME LAST NAME FIRST NAME LAST NAME

@R  Apple D, iCloud, Media
&Purchases

Personal Information

Sign-In & Security Airplane Mode [ )

ool Wi-F
Payment & Shipping b

I h
Subscriptions Bluetoot

Cellular

iCloud Personal Hotspot

Media & Purchases VPN

Find My

Notificati
Family Sharing otifications

‘'BEe®"0 @WmeE

Step 2
Tap onTwo-Factor Authentication and tap Security Keys.

Sign-In & Security Two-Factor Authentication

For security, when you sign in to your
firstnamelastname@email.com account on a new device or on the web,
you will need both your password and a
o . second factor, such as a 6-digit code
firstnamelastname@email.com

sent to your devices or your phone
firstnamelastname@email.com numbers, or a security key.

firstnamelastname@email.com

AXXXXXXXXXX

AXXXXXXXXXX

Two-Factor Authentication

Security Keys

Sign in with Apple

N _Account ReComeTy———

CRrRYPTNOX 29
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Step 3
Tap “Add Security Keys” and tap “Continue”

Security Keys
You Need Two

Security Keys

A FIDO® Certified security key is third-
party hardware that you can use for two-
factor authentication when you sign in.
To get started, you need two
compatible security keys. This Strongest account security
makes sure you can always sign in to
your account, even if you lose one.

Replaces verification codes

Continue

Step 4
Enteryour phone passcode.

Enter Your
iPhone Passcode

Enter the passcode you use to unlock
this iPhone to continue.

CRrRYPTNOX 30
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Step 5
Tap the st Cryptnox Card from the back of the phone, give a name for the card and tap
“Next”.

Name Your First
Security Key

Give each key a unique name
so you can tell them apart.

Name Cryptnox FIDO2

Apple ID

Add Security Keys
Insert and activate your first security key. If
you have a compatible NFC key, bring it near
the top of this iPhone.

Step 6
Tap the 2nd Cryptnox Card from the back of the phone, give a name for the card and tap
“Next”.

Name Your Second
Security Key

Give each key a unique name

s0 you can tell them apart.

Name Cryptnox FIDO2-2

Apple ID

Add Security Keys

Insert and activate your second security key.
If you have a compatible NFC key, bring it
near the top of this iPhone.

CRrRYPTNOX 31
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Step 7
Cryptnox Card have successfully been set up with the ApplelD.

Your Security Keys
Have Been Added

Store your security keys separately
and in a safe place. You will need

your Apple ID password and one of

your keys when you sign in to your
account on a new device or on the web.

CRrRYPTNOX 32
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Windows SignIn

Windows Signin

Here we present how to register a Cryptnox Card as a Security Key for Passwordless
Authentication on a Microsoft account. Afterregistration, it can be used for website
login on a personal, work or school accounts. For use with environment login (logininto
Windows Desktop), a work or school account is required.

Use case:

Environment and Website login (Windows Desktop Sign in & Website Microsoft account
login)
Serverimplementation:

The configuration here is Passwordless. This means that a username must be provided,
and the Cryptnox Card can be used as an alternative to provide a password.

PIN policy:

The PIN policy on this site is Required, which means that a PIN will be required in all
cases. If the Card does not have a PIN already set, the user will be prompted to set one,
which will be asked every time at every login.
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Steps:

Step1
Logintoyour Microsoft account first and go to “Security info”.

Security info Password

Step 2
Inthe Security info, select “Add sign-in method”.

Security info
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Step 3
The system will prompt you to select a method. Choose “Security Key” and select
“‘Add”. Inthe next pop up, select “NFC device”.

Add a method

Security key

Security key

Choose the type of security key that you have
8 UsB device

R NFC device

Cancel

Step 4
Select “Security key” from the Passkey options.

@ Windows Security

Choose where to save this passkey

Security key

More choices

iPhone, iPad, or Android device

I Security key
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Step 5
The system will prompt the message to set up the Security Key. While the promptis
opening, place the card onthe contactless reader.

CRYPTNOX

@ Windows Security

Continue setup

Tap your security key on the reader or insert it
into the USB port.

Cancel

CRYPTNOX

Step 6
Before the cardis properly registered, the system will ask for the PIN. After that, select
“Continue” andin the next pop up, select “OK” again.

@ Windows Security

Continue setup

“ Cancel

@ Windows Security

Passkey saved

You can now use your security key to sing in to “website

[
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Step 7
Security key setup successfully.

Security info

Step 8
Now a Cryptnox Card can be used for Passwordless login into your online account. The
process is similarto other websites. If you are using a work or school account, you can
alsouseittologinto yourdesktop. Forthis, restart your computerandinthelogin
screen, select the “Security key” icon.
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Step 9
Place the card on the reader and enter the passkey you set forthe card tologin.

CRYPTNOX

CRrRYPTNOX

Tap your security key on the reader or insert it into the USB port.
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Cryptnox FIDO2 App on the Apple Store

How to check the genuinity of a Cryptnox Card

Cryptnox Card
AniPhoneis required along with the Cryptnox Card.

CrYPTNOX

Cryptnox Card Management application
Ensure that the applicationis installed on the IPhone.

C

20

CRrRYPTNOX 39



Fido2 NFC card

Cryptnox Fido2 App on the Apple Store ManualandSpecifications

Step1
Open the Cryptnox Card Management app on your phone and press “Get Info”.

CrYPTNOX

&

Get Info

Step 2
Scanthe Cryptnox Card by tapping it on the back of the phone.

g8 »

Ready to Scan

Please tap your FIDO card

Ready to Scan

CRrRYPTNOX 40



Fido2 NFC card

Cryptnox Fido2 App on the Apple Store ManualandSpecifications

Step 3
Select “View Retrieved Data”

View Retrieved Data

Step 4
Select the “Genuine Check” button and then you will have to enter the PIN you set for
the card.

8:40

< Menu Retrieved Data

Cryptnox

U2F_V2

PIN required
FIDO_2_0

Please enter PIN
hmac-secret

9c835346796b4c278898d6032f515¢cc5

YES

clientPin: true
rk: true
up: true

629

. qw e r

a sl id) afd kol ihl B

38 | | 1| 1 | K€

123 @ space return
8 Genuine Check
]

¢
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Step 5

You will have to scan the Cryptnox Card by tapping it on the back of the phone.

Ready to Scan

Please tap your FIDO card

Cancel

You have successfully retrieved the data.

Ready to Scan

Success

Cancel

Step 6

8:01

| < Menu Retrieved Data

CRrRYPTNOX

Cryptnox @
ist of supp
U2F_V2
FIDO_2_0
hmac-secret
T ’ )
9c835346796b4c278898d6032f515cc5
YES

up: true

rk: true

clientPin: true

629

1

B Genuine Check
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Cryptnox Fido2 App on the Apple Store

Other features of the Cryptnox FIDO2 application

The Cryptnox FIDO application offers arange of features, including:

Setting up the Cryptnox Card

Creating a PIN for the Cryptnox Card
Resetting the PIN for the Cryptnox Card
Changing the PIN for the Cryptnox Card

Discover more about the Cryptnox FIDO application here:

https://cryptnox.com/tutorials-for-fido2-products/
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Chip Specification

Chip Specification

Category Details
Provider NXP
Model P71
JCOP Platform JCOP4/JCOP4.5

Capacitances available | 17PF/56PF/69PF

Available functionalities | FIDO2V2.0/V2.1
from Cryptnox MIFARE DESFire EV1/EV2/EV3 memory 2kb - 32kb

Common Criteria EAL 6+
Chip Certifications NIST FIPS 140-2

o Contact: ISO/IEC 7816
Communication Contactless: ISO/IEC 14443 (13,56 Mhz)

e Printable contactand contactless smartcard

Form Factors Available e Printable contactless smartcard (NFC only, no
contact module)
e Keyknob
Unique Identifier Each Chip contain areadable unique identifier (Card ID)

FIDO functionality available on other chips uponrequest. MIFARE DESFire only on NXP
chips.
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Fido2 v2.1 Specifications

FIDO2 v2.1 Specifications

Category Details

JCOP 4 /4.5 fromNXP with ECC module (other chips on
Execution Environment request) - JCOP 4 /DESFire EV2-)
Applet Size: 68 kb (with 64 credential slots)

o FIDO 2.1, Levell
Applet Certification Note : higher certifications available onrequest

e U2Fv2,FIDO 2.0andFIDO 2.1standards

Applet characteristics e NFCISO 14443 contactless and ISO 7816 contact
interfaces

e ECDigital Signature (ECDSA) with NIST P256
(256R1) parameters

e 32 bits signature counter, resetto O upon
authenticatorreset

e Multiple accounts per Relying Party

Resident keys credentials (64 credential slots)

CredManagement commands

e HmacSecret
Applet Options e CredProtect
e CredBlob forResident-Keys
e minPinLength: storesup to 4 authorized RPs
Client Management IOS mobile application (PIN & configuration
Application management)
AAGUID 1d1b4e33-76al1-47fb-97a0-14b10d0933f1
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Certification

In recognition of Cryptnox SA's achievement of FIDO2® Authenticator Certification:

Company: Cryptnox SA
Product: Cryptnox Fido 2.1

Specification: FIDO2

Specification Version: CTAP2.1

Implementation Class: Authenticator

Authenticator Level: Level 1 (L1)

Functional Policy Version: 1.3.9

Authenticator Policy Version: 1.4

Security Requirements Version: 1.5
Interoperability Date: June 18, 2024

Conformance Self-Validation Date: May 26, 2024
Vendor Questionnaire Approval Date: August 4, 2024

. Certificate No.
@ﬁdo . FID020(;2024(')1806001

August 6, 2024

U
O AU

7
7

%
Z
Z

Certification

In recognition of Cryptnox SA's achievement of FIDO® U2F Authenticator Certification:

Company: Cryptnox SA
Product: Cryptnox Fido 2.1

Specification Version: 1.2
Implementation Class: Authenticator
Authenticator Level: Level 1 (L1)

Functional Policy Version: 1.3.9

Authenticator Policy Version: 1.4

Security Requirements Version: 1.5
Interoperability Date: June 18, 2024

Conformance Self-Validation Date: May 26, 2024
Vendor Questionnaire Approval Date: August 4, 2024

Certificate No

U2F100020240806001
CERTIFIED Issued
August 6, 2024

CRrRYPTNOX 46



Fido2 NFC card
Manual and Specifications

MIFARE Specifications

MIFARE DESFire

Overview

MIFARE DESFire is a family of contactless smart cards developed by NXP
Semiconductors. These cards operate at a frequency of 13.56 MHz and are based on
open global standards for both airinterface and cryptographic methods. The DESFire
product line is designed for multi-application use, where security, speed, and data
integrity are paramount. They are commonly employed in applications such as public
transportation, access control, and secure ID management.

Application Areas

Due to theirrobust security and adaptability, MIFARE DESFire cards are ideally suited
for:

e Public Transport: E-ticketing in metro, bus, and other forms of public
transportation.

e Access Control: Secure access to buildings, rooms, and IT assets.

e Cashless Payment: For canteens, vending machines, and stores.

e Loyalty Programs: Storage of loyalty points, membership data, etc.

Mifare Technical Specifications on Cryptnox Card

Category Details
Versions o EV2
Memory e 4KB

Capacitance o 1/pF
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MIFARE Specifications

About FIDO Alliance

The FIDO Alliance is an open industry association with a focused mission: reduce the
world’s reliance on passwords. To accomplish this, the FIDO Alliance promotes the
development of, use of, and compliance with standards for authentication and device
attestation.

Learn more about FIDO Alliance at: https://fidoalliance.org/overview/

About Mifare

MIFARE is a brand name from NXP Semiconductors, referring to a series of chips widely
usedin contactless smart cards and proximity cards. Today, MIFARE products are used
in a variety of applications beyond transit systems, including access control, school and
campus cards, and loyalty programs.

MIFARE's widespread adoptionis due toits ease of integration, cost-effectiveness, and
the secure nature of the technology, making it a popular choice for electronic smart
card solutions globally.

Lear more about MIFARE at: https://www.mifare.net

About Cryptnox

Cryptnox SAis a Swiss company specializing in secure smartcards solutions for
authentication and blockchain applications. They offer products like hardware wallets
and FIDO2 smartcards, tailored for both individuals and businesses.

Learn more about Cryptnox at: https://cryptnox.com
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