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JAMES TESTER SPECIMEN
D A T E  O F  B I R T H

01/01/1980
P A S S P O R T  N U M B E R

T22000129
I S S U I N G  C O U N T R Y

UTO
S E L F I E  V E R I F I C A T I O N

Match confirmed
I C A O  N F C  C H I P

YES

The following blockchain public key/address is listed for this attestation:

Public Key / Address (Hex / Bech32 / Base58):

042109a91a21da495ba6b305930fb762fca6e86cf837d16b9271807cdbe454ae1a7df3c2b9fdff548ffefab2ad767812
ff1898f2ac60a67811e44731e479d658aa

C R Y P T N O X  C A R D  S E R I A L

58934210
C A R D  A U T H E N T I C I T Y  C H E C K

OK
K E Y  O R I G I N

Internal — generated on card (single)
P R I V A T E  K E Y  E X P O S U R E

Never in the clear

Signature: A Cryptnox challenge linked to the identity-verification result and certificate metadata was
signed with the private key corresponding to the listed public key/address.

Cryptnox SA confirms that:

Identity-verification data was retrieved from a government-issued electronic identity document.
A selfie and liveness check was performed and matched against the identity-verification result.
The listed public key/address demonstrated cryptographic control by signing the Cryptnox challenge at the
timestamp shown.

Based on the verification performed, Cryptnox SA attests that, at the timestamp shown, the
identified individual demonstrated cryptographic control of the listed public key/address by
signing a Cryptnox challenge with the corresponding private key.

I S S U E R

Cryptnox SA
Avenue Cardinal-Mermillod 36
1227 Carouge GE - Switzerland

https://cryptnox.com
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Cryptnox Blockchain Public Key / Address Control Attestation –
Terms, Scope and Reliance Notice

This document is an automated electronic attestation issued by Cryptnox SA, Avenue Cardinal-Mermillod 36,
1227 Carouge GE, Switzerland.

The Cryptnox electronic seal applied to this document is intended to evidence the authenticity, integrity and
origin of this document as issued by Cryptnox SA. It does not constitute a qualified electronic signature,
qualified electronic seal, regulated electronic seal, qualified electronic attestation of attributes, or an electronic
signature by the person identified in this document, unless expressly stated otherwise.

Limited purpose of this attestation

This attestation certifies only that, at the date and time recorded in this document, the identified natural
person:

1. Completed Cryptnox SA’s identity-verification process, consisting of a government-issued identity
document check and a selfie/liveness verification; and

2. Demonstrated cryptographic control of the blockchain public key or address listed in this document by
signing a Cryptnox challenge with the corresponding private key.

This attestation is limited to the public key or address, blockchain network, challenge, signature, verification
result, verification method and timestamp stated in this document.

What this attestation does not certify

This attestation does not certify, represent, warrant or imply that:

1. The identified person legally owns the private key, public key, address or any related asset;

2. The identified person continues to control the key or address after the recorded verification time;

3. Any asset associated with the key or address is lawful, clean, unencumbered, transferable, recoverable,
valuable or available;

4. The address has any particular balance, transaction history, source of funds, AML status, sanctions
status, tax status, accounting status or risk score;

5. The identified person has signed, approved, accepted or entered into any contract, transaction, transfer,
mandate, declaration or other legal act, other than the technical signing of the Cryptnox challenge for this
attestation; or

6. Cryptnox SA has provided banking, custody, brokerage, exchange, payment, AML, sanctions-screening,
travel-rule, tax, legal, accounting or financial-advisory services.

Moment-in-time nature

Control of a blockchain private key or address may change, cease or become ineffective immediately after
verification, including through loss, compromise, transfer, sharing, delegation, smart-contract logic, key
rotation or other technical or factual circumstances.

This attestation is therefore evidence only of the verification event recorded in this document. It
must not be treated as evidence of continuing control.
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Reliance by third parties

Any person relying on this attestation does so at their own risk and only for the limited purpose described
above. Before relying on this document, the relying party should independently verify the Cryptnox electronic
seal, the document integrity, the listed public key or address, the blockchain network, the challenge, the
signature and the suitability of this attestation for the relying party’s intended legal, regulatory, operational or
technical use.

Cryptnox SA disclaims any reliance for purposes not expressly stated in this document. To the maximum
extent permitted by applicable law, Cryptnox SA excludes liability for indirect, consequential, special, punitive
or similar damages, including loss of profit, loss of opportunity, loss of assets, loss of data, failed or blocked
transactions, regulatory consequences, tax consequences or decisions made by third parties in reliance on
this document. Nothing in this notice excludes or limits liability that cannot be excluded or limited under
mandatory applicable law.

Data processing

For the purpose of issuing this attestation, Cryptnox SA processes identity-verification data, selfie/liveness
verification data, email address, blockchain public key or address data, challenge-signature data, timestamps
and technical security logs.

Cryptnox SA does not retain copies of government identity documents, selfie/liveness images, biometric
templates, or raw verification material after completion of the attestation process, except for transient
technical processing and short-lived security, audit, error, anti-abuse, or email-delivery logs that are strictly
necessary for operating and securing the service.

The sealed attestation may itself contain personal data, including the person’s identity and blockchain public
key or address. The recipient is responsible for storing, forwarding, publishing or otherwise disclosing the
attestation.

Cryptnox SA’s processing of personal data is governed by its applicable privacy notice and the terms
published at cryptnox.com.

Electronic seal text

Electronic Attestation – Terms and Scope

This document is an automated attestation issued and electronically sealed by Cryptnox SA. The Cryptnox
electronic seal evidences only the authenticity, integrity and origin of this document as issued by Cryptnox
SA. This attestation certifies only that the identified natural person completed Cryptnox SA’s
identity-verification procedure and demonstrated cryptographic control of the listed blockchain public
key/address by signing a Cryptnox challenge at the date and time recorded. It is evidence only of that
verification event. It is not evidence of legal ownership, continued control, source of funds, asset value, asset
status, contract consent, transaction approval, or any regulated financial service. Reliance is governed and
limited by the terms published at cryptnox.com.

Electronic Seal:

D I G I T A L L Y  S I G N E D  B Y

Cryptnox SA
Carouge, Geneva, Switzerland

D A T E I S S U E R

SSL.com
Carouge, Geneva, Switzerland

cryptnox.com · info@cryptnox.ch
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