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Description

[0001] The present invention relates to storing and
determining data.
[0002] As information is becoming more and more
electronically accessible, an important task is storing
sensible data in a secure manner. Typically, this is
achieved through encryption techniques. Through en-
cryption, information can be encoded in such a way
that the intelligibility of the data is removed. Thus, even
if the encrypted data are accessed by a third party, the
original information cannot be recovered unless the
data is decrypted.
[0003] Data is typically encrypted using an encryption
algorithm, referred to as a cipher. The cipher uses an
encryption key for encrypting the data. The encryption
key is typically pseudo-random. The cipher and the en-
cryption key are implemented such that, in principle, it
is not possible to decrypt the message without posses-
sing the decryption key. That is, a well-designed en-
cryption algorithm and a properly generated encryption
scheme makes it computationally infeasible to recover
the data without access to the decryption key. However,
an authorized user (i.e. the user comprising the decryp-
tion key) can easily in a computationally feasible man-
ner decrypt the data to recover the original information.
[0004] Although there are many algorithm schemes
developed, they generally belong to either of the two
categories: symmetric encryption and asymmetric en-
cryption.
[0005] In a symmetric encryption scheme, the en-
cryption and decryption key are the same. That is, the
same key is used both for decryption and decryption.
They are also referred to as symmetric-key encryption
schemes. Some examples of symmetric encryption
schemes are: Blowfish designed by Bruce Schneier,
Advanced Encryption Standard (AES) designed by Vin-
cent Rijmen and Joan Daemen, Rivest Cipher 4/5/6
(RC4/5/6) designed by Ron Rivest, Data Encryption
Standard (DES) designed by IBM. The most commonly
used symmetric algorithm is AES with key lengths 128,
192 or 256 bits.
[0006] On the other hand, in an asymmetric encryp-
tion scheme, the encryption and decryption keys are
not the same. More particularly, the asymmetric encryp-
tion scheme involves the generation of a key pair such
that if data is encrypted with one of the keys, the other
key from the pair can be used to decrypt it and vice
versa. Typically, the key pairs are referred to as public
key and private key, and the encryption scheme is also
referred to as public-encryption scheme. As the name
suggests, the public key can be made public (i.e. any-
one can have access to it) without impinging the secur-
ity of the encryption scheme. However, the private key
must be kept secret (i.e. stored securely). Typically,
data can be encrypted with the public key and can be
decrypted only by the private key. As such, anyone can
encrypt data using the public key of a user such that

only that user (possessing the corresponding private
key) can decrypt the data. Furthermore, the public and
private key pair are generated such that knowledge on
the one does not provide any knowledge on the other
key. That is, having one of the keys (e.g. the public
key), it is not computationally feasible to determine
what the other key is (e.g. the private key). This further
ensures that the private key is kept secret even though
the public key can be me published. Popular asym-
metric encryption schemes are Rivest-Shamir-Adleman
(RSA) scheme designed by Ron Rivest, Adi Shamir
and Leonard Adleman and Elliptic Curve Cryptography
(ECC) designed by Neal Koblitz and Victor S. Miller
independently. Asymmetric encryption schemes are
mostly used by typical communications carried over un-
secured channels (e.g. over the Internet).
[0007] Encryption schemes not only provide a secure
way of storing and communicating data, but they also
form the basis of many other algorithms that allow
further tasks to be carried out electronically. One of
such functionalities is the ability to electronically sign
data. This is performed through digital signatures which
can be attached to data. The digital signature allows a
recipient of the data to verify the identity of the sender
of the data as well as whether the data was altered in
transit from sender to recipient. Digital signature algo-
rithms are typically based on asymmetric encryption
schemes. A variant of digital signature algorithms
based on elliptic curve cryptography is the Elliptic
Curve Digital Signature Algorithm (ECDSA).
[0008] A further functionality offered through the use
of encryption schemes is the electronical proof of iden-
tity. This is generally performed through the use of digi-
tal certificates issued by a certificate authority. A certifi-
cate authority is a trusted entity that issues digital certi-
ficates. The holder of a digital certificate can use it to
prove its identity. An example of digital certificates is a
public key certificate (PKC). PKC proves the ownership
of a public key by including information about the public
key, information about the identity of the owner and the
digital signature of an entity that has verified the certifi-
cate’s contents (i.e. the certificate authority). The most
common format for public key certificates is defined by
X.509 standard.
[0009] Although encryption schemes are a powerful
tool for securely storing and communication informa-
tion, they require to securely store of at least one key.
That is, in case of symmetric encryption, the encryp-
tion/decryption key must be kept private and in the
case of asymmetric encryption schemes the private
key must be securely stored. However, securing such
a key can be a challenge as it needs to be ensured that
the key can only be accessed by authorized users and
that the key is not lost.
[0010] Securing keys is a particular problem in block-
chain-based technologies. With the appearance of
blockchain technologies, asymmetric cryptography has
been applied to securing the possession of valuable
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assets. As an example, the detention of a private key
on the Bitcoin blockchain (Elliptic Curve Cryptography
based - curve P256k1) provides control (and therefore
ownership) to all the bitcoins associated with this pri-
vate key. The valuable assets can sometimes repre-
sent a huge economic value. The rights on these as-
sets is exercised by performing a digital signature, typi-
cally Elliptic Curve Cryptographic Digital Signature Al-
gorithm (ECDSA) with the corresponding private key on
an intended transaction. The transaction and its digital
signature are then broadcast on the corresponding net-
work for validation and inclusion in an immutable block.
[0011] Holding such assets represents two problems.
On the one hand, in case of loss or destruction of the
private key, there is no possibility for recovery and as
such the assets become unusable. On the other hand,
in case of just a simple visualization of the private key,
a thief can transfer and sell for their benefit all the cryp-
to assets. Entities, especially big financial institutions,
need to have a solution for these two problems.
[0012] The following documents are prior art:
US2008/095375, US2013/046973, US2019/319792,
US2008/263363.
[0013] The present invention addresses these needs.
That is, it is an object of the present invention to pro-
vide a technology allowing data to be stored in such
manner that allows its recovery, while making it difficult
for third parties to obtain knowledge of the data. These
objects are met by the present technology.
[0014] The invention is provided as defined in the in-
dependent claims. Some preferred embodiments are
described in the dependent claims.
[0015] A first aspect of the present invention relates
to a method which can be used for storing a data ele-
ment. More particularly, in a first aspect, the present
invention relates to a method which can be used to
securely backup a data element. The method can also
be referred to as a backup method, backup process or
initialization phase.
[0016] The method, according to the first aspect of
the preset invention, comprises generating M data ele-
ment shares based on a data element. M is an integer
greater than 1. That is, based on the data element, a
plurality of data element shares can be generated.
[0017] Further, the method comprises a first data pro-
cessing unit encrypting each of the M data element
shares with an encryption key, respectively. That is, M
encryption keys can be provided and each of the M
encryption keys can be used to encrypt a respective
data element share. Thus, M encrypted data element
shares can be generated. Again, each of the M en-
crypted data element shares can be generated by en-
crypting a data element share with a respective encryp-
tion key.
[0018] Each encryption key corresponds to a decryp-
tion key, respectively. That is, a one-to-one mapping
may exist between the M encryption keys and M de-
cryption keys. An encryption key and the corresponding

decryption key can form a key pair. Data encrypted by
the encryption key can be decrypted by the decryption
key corresponding to the encryption key. That is, if data
encrypted by an encryption key can be decrypted using
a decryption key then the encryption key and the de-
cryption key correspond to each other.
[0019] Further, the method can comprise the first
data processing unit outputting the M encrypted data
element shares. As discussed, the M encrypted data
element shares correspond to data element shares in
an encrypted state. As such, the M encrypted data ele-
ment shares can be output without compromising the
security of the data element.
[0020] Thus, instead of simply encrypting and storing
secret data, as is typical for prior art techniques, the
present invention generates a plurality of shares of the
secrets, encrypts each share with a respective encryp-
tion key and outputs the encrypted data element share.
This can allow for the responsibility of maintaining the
secrecy of a data element to be shared.
[0021] For example, M users can be selected for
holding a data element share. The M users can, for
example, be co-owners of the data element. For exam-
ple, the data element may relate to valuable assets
(e.g. cryptocurrency assets, or private key(s) corre-
sponding to cryptocurrencies). Each user may com-
prise (or generate) a cryptographic identity, that is, an
encryption key and a corresponding decryption key. In
other words, each of the M encryption keys with the
corresponding decryption key can correspond to (i.e.
can be owned by) a user. Further, each user can be
provided with the encrypted data element share that
was generated using the user’s encryption key. As
such, each user can store its corresponding encrypted
data element share or at least the respective decryption
keys for decrypting each encrypted data element share
provided that the encrypted data element share is
stored on a memory component, e.g., in a database.
Put simply, each user can be responsible for maintain-
ing the secrecy of only one respective data element
share of the data element. Thus, the method of the
present invention can be particularly advantageous for
storing data related to assets co-owned by multiple
users. A person skilled in the art will understand that
the user of the above example can comprise one or
more user devices that can be configured to comprise
or generate a cryptographic identity, storing an en-
crypted data element share, storing an encrypting key
and storing a corresponding decryption key. Each user
device can for example be a smartphone, tablet, laptop,
pocket computer, cellphone, smart card, contact card
and/or contactless cars (e.g. NFC card).
[0022] Furthermore, the method can be advanta-
geous for increasing robustness against losing the data
element, e.g., by generating redundant shares. Typi-
cally, prior art techniques increase robustness by stor-
ing multiple copies of the data to be kept secret. How-
ever, this sacrifices security. The more copies of secret
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data are stored, the higher the likelihood of one of the
copies being stolen. The present technology increases
robustness against losing the data element without sa-
crificing security. For example, as will be discussed in
the following, the redundant data element shares can
be generated, such that, even if losing one or more
data element shares, the data element can still be re-
covered.
[0023] In addition, the method can provide high se-
curity as the data element may never be output outside
the first data processing unit. As discussed, the method
comprises outputting encrypted data element shares.
However, without the decryption keys, obtaining the
data element shares from the encrypted data element
shares is computationally unfeasible.
[0024] To further increase security, only the encryp-
tion keys can be provided to the first data processing
unit. In fact, the decryption keys may not be present at
all during the execution of the described method. That
is, the first data processing unit and the respective
memory components storing the decryption keys may
be physically separated, i.e., in remote locations rela-
tive to each other. Alternatively or additionally, the re-
spective memory components storing the decryption
keys may be offline, i.e., any communication with a
device external to said memory components may be
blocked by hardware (e.g. a switch) and/or software.
Alternatively or additionally, the respective memory
components may store the respective decryption keys
in a secure manner (e.g. encrypted) and may be con-
figured to decrypt/output the decryption keys during the
method. As such, during the above method the data
element may not be recovered, preferably, even by the
holders of the M encryption keys (i.e. users).
[0025] Further still, the first data processing unit may
comprise a tamperproof secure microcontroller, such
as, a NXP SmartMX secure microcontroller family, e.g.
the NXP SmartMX3 P71D321. The use of secure mi-
crocontrollers can be particularly advantageous for in-
creasing the security of transactions (i.e. data commu-
nications) between the first data processing unit and an
external device. That is, a secure microcontroller can
facilitate hiding the data element even in case of mal-
ware presence. The secure microcontroller can be con-
figured to mitigate side channel attack to discover the
data element, can be sandboxed from the rest of the
first data processing unit, and can be brute force resis-
tant (e.g. self-destroys after a limited number of failed
authentications).
[0026] Preferably, the first data processing unit may
comprise a secure portion (which can also be referred
to as secure enclave). The secure portion can provide
hardware and software protection for maintaining the
secrecy of the data element. The secure portion can
comprise one or more secure microcontroller and one
or more secure memory components. The data ele-
ment and the data element shares (i.e. unencrypted
data) can be processed and stored only inside the se-

cure portion. The secure portion can further be config-
ured to output the data element shares only in an en-
crypted state, i.e., the encrypted data element shares.
[0027] Further, the first data processing unit may
comprise further components external to the secure
portion. These can for example be, a general proces-
sor, general microcontroller, general memory devices
and I/O interfaces. Said components can facilitate re-
ceiving and sending data to/from an external device.
Again, outside the secure portion only encrypted data
can be present.
[0028] Thus, by separating security tasks (e.g. en-
crypting and decrypting) from general tasks (e.g. com-
munication protocols), the security of the data element
can be increased. This, as discussed, can be per-
formed by providing a secure portion of the first data
processing unit which can comprise a secure microcon-
troller (e.g. NXP P71 microcontroller).
[0029] It will be noted that the data element can also
be referred to as a secret and may comprise a master
private key. Similarly, the data element share can also
be referred to as a secret share or share and may refer
to a share of the data element that is in an unencrypted
state. On the other hand, the encrypted data element
share can also be referred to as an encrypted secret
share or encrypted share and refers to a share of the
data element in an encrypted state. A first data proces-
sing unit can also be referred to as a backup device.
Furthermore, the term key refers to a cryptographic
key.
[0030] The data element can be determined with N
unencrypted data element shares, where N is an inte-
ger greater than or equal to 1, and smaller than or
equal to M. That is, the data element shares can be
generated based on the data element such that at least
N data element shares in an unencrypted state are
required to determine the data element. In other words,
the data element shares can be generated such that
some of the data element shares can be redundant.
This can be advantageous because it can increase ro-
bustness against the loss of decryption keys and/or
data element shares. More particularly, at most M-N
decryption keys can be lost and the data element can
still be determined. Similarly, at most M-N encrypted
data element shares can be lost and the data element
can still be determined. In general, it would require M-
N+1 data element shares to be lost in order to not be
able to determine the data element share in a compu-
tationally feasible way. A data element share is consid-
ered lost if the corresponding unencrypted data ele-
ment share is lost and/or if the corresponding decryp-
tion key is lost.
[0031] Each of the M encryption keys can be stored
on a separate encryption key storage unit respectively.
That is, M separate encryption key storage units can be
provided, each storing a respective encryption key of
the M encryption keys. Each of the M encryption key
storage units can correspond to (i.e. be owned by) a
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respective user. For example, each of the M encryption
key storage units can be a user device corresponding
to a user or can be part of (i.e. integrated in or internal
to) a user device corresponding to a user. Each user
device can for example be a smartphone, tablet, laptop,
pocket computer, cellphone, smart card, contact card
and/or contactless cars (e.g. NFC card). That is, M
users can comprise a respective encryption key which
can be stored on the user’s respective encryption key
storage unit or on the user’s respective user device
comprising an encryption key storage unit. Each of the
encryption key storage units can be a stand-alone
memory component that can store an encryption key.
Alternatively, each of the encryption key storage units
can be part of a respective memory component that
can store, among other data, an encryption key of the
M encryption keys. In some embodiments, each en-
cryption key storage unit can be integrated in or com-
prised by a smart card (e.g. a contact or contactless
card, such as, a near field communication (NFC) card).
Furthermore, each smart card can be owned by (i.e.
correspond to) a respective user.
[0032] As discussed, the encrypted data element
shares can be output by the first data processing unit.
After that, the encrypted data element shares can be
stored either in a distributed manner or in a centralized
manner or both.
[0033] That is, the method can comprise storing each
of the encrypted data element shares on separate data
share storage units, respectively. That is, M separate
data share storage units can be provided, each for stor-
ing a respective encrypted data element share of the M
encrypted data element shares. Each of the M data
share storage units can correspond to (i.e. be owned
by) a respective user. For example, each of the M data
share storage units can be a user device corresponding
to a user or can be part of (i.e. integrated in or internal
to) a user device corresponding to a user. Each user
device can for example be a smartphone, tablet, laptop,
pocket computer, cellphone, smart card, contact card
and/or contactless cars (e.g. NFC card). That is, M
users can be provided with a respective encrypted data
element share which can be stored on the user’s re-
spective data share storage unit or on the user’s re-
spective user device comprising a data share storage
unit. Each of the data share storage units can be a
stand-alone memory component that can store an en-
crypted data element share. Alternatively, each of the
data share storage units can be part of a respective
memory component that can store, among other data,
an encrypted data element share of the M encrypted
data element shares. In some embodiments, each data
share storage unit can be integrated in or comprised by
a smart card (e.g. a contact or contactless card, such
as, a near field communication (NFC) card). Further-
more, each smart card can be owned by (i.e. corre-
spond to) a respective user.
[0034] Storing the encrypted data element shares in

respective data share storage units can be advanta-
geous as it can allow sharing the encrypted data ele-
ment shares. For example, M users, each owning a
respective data share storage unit, can be provided
with a corresponding encrypted data element share. It
will be noted that an encrypted data element share can
correspond to a user if the encryption key used to gen-
erate the encrypted data element share also corre-
sponds to the user. Similarly, an encrypted data ele-
ment share can correspond to a user if the decryption
key that can be used to decrypt the encrypted data
element share also corresponds to the user.
[0035] Alternatively or additionally, the method can
comprise storing each of the M encrypted data element
shares on a database. Thus, all the data element
shares can be stored on a database. As the encrypted
data element shares are in an encrypted state, the da-
tabase need not be a secure database. That is, the
database can be a public database.
[0036] Furthermore, it can be advantageous to store
each of the M encrypted data element shares on a
separate data share storage unit and on a database.
That is, the encrypted data element shares can in addi-
tion be backed up on a database. Hence, if one of the
data share storage units gets damaged or lost, then the
respective encrypted data element share stored therein
can be obtained from the database.
[0037] Again, each of the M encryption keys used to
encrypt a data element share and generate an en-
crypted data element share can be stored on a respec-
tive encryption key storage unit. On the other hand,
each encrypted data element share can be stored on a
respective data share storage unit. As each encryption
key is used to generate a respective encrypted data
element share, each encryption key storage unit can
correspond to a data share storage unit. In other words,
a one-to-one mapping can exist between the M encryp-
tion key storage units and M data share storage units,
which mapping indicates which encryption key is used
for generating which encrypted share.
[0038] In some embodiments, pairs of corresponding
encryption key storage units and data share storage
units can be internal to respective data storage units.
More particularly, M separate data storage units can be
provided. Each of the M data storage unit can respec-
tively comprise one encryption key storage unit and on
data share storage unit wherein the encryption key
stored on the encryption key storage unit of the respec-
tive data storage unit is used to generate the encrypted
data element share stored on the respective data share
storage unit of the respective data storage unit. In other
words, each of the data storage units can store a re-
spective encryption key and a respective encrypted
data element share, wherein the encrypted data ele-
ment share is generated using the encryption key. Put
simply, each of the data storage units can store an en-
cryption key and the corresponding encrypted data ele-
ment share.
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[0039] Each of the M data storage units can corre-
spond to (i.e. be owned by) a respective user. For ex-
ample, each of the M data storage units can be a user
device corresponding to a user or can be part of (i.e.
integrated in or internal to) a user device corresponding
to a user. Each user device can for example be a
smartphone, tablet, laptop, pocket computer, cell-
phone, smart card, contact card and/or contactless
cars (e.g. NFC card). That is, each of the M users can
comprise a respective encryption key which can be
stored on the user’s data storage unit or on the user’s
respective user device comprising a data storage unit.
Furthermore, M users can be provided with a respec-
tive encrypted data element share which can be stored
on the user’s respective data storage unit or on the
user’s respective user device comprising a data sto-
rage unit. Each of the data storage units can be a
stand-alone memory component that can store an en-
cryption key and the corresponding encrypted data ele-
ment share. Alternatively, each of the data storage
units can be part of a respective memory component
that can store, among other data, an encryption key
and the corresponding encrypted data element share
of the M encrypted data element shares. In some em-
bodiments, each data storage unit can be integrated in
or comprised by a smart card (e.g. a contact or contact-
less card, such as, a near field communication (NFC)
card). Furthermore, each smart card can be owned by
(i.e. correspond to) a respective user.
[0040] Put simply, an encryption key and the corre-
sponding encrypted data element share can be stored
on separate storage units, i.e., in an encryption key
storage unit and data share storage unit, respectively.
Alternatively, an encryption key and the corresponding
encrypted data element share can be stored on a sin-
gle storage unit, i.e., in a data storage unit.
[0041] Storing an encryption key and the correspond-
ing encrypted data element share in a respective data
storage unit can be advantageous because the corre-
spondence between encryption keys and encrypted
data element shares is indicated by the physical sto-
rage location. That is, if an encryption key and an en-
crypted data element share are stored on the same
data storage unit, then they the encryption key and the
encrypted data element share correspond to each
other, i.e., the encrypted data element share is gener-
ated using that encryption key.
[0042] Furthermore, storing an encryption key and
the corresponding encrypted data element share in a
respective data storage unit may require only one inter-
face with the first data processing unit. Said interface
(i.e. communication channel) can be established be-
tween each data storage unit and the first data proces-
sing unit. Thus, respective interfaces can be used to
provide the encryption key from each data storage unit
to the first data processing unit. Additionally, respective
interfaces can be used to provide the corresponding
encrypted data element share from the first data pro-

cessing unit to the data storage unit.
[0043] For example, each user may provide its re-
spective data storage unit (or user device comprising
the data storage unit). A respective communication
channel can be established between each data storage
unit and the first data processing unit, i.e., each data
storage unit can be connected for data transmission
with the first data processing unit. In some embodi-
ments, all of the M data storage units can be connected
simultaneously with the first data processing unit. Thus,
the first data processing unit may be configured for
simultaneously being connected to M external devices,
such as, M data storage units or M user devices. For
example, the first data processing unit may comprise M
separate interfaces (e.g. M ports, such as, M smart
card readers) and/or less then M separate interfaces
configured for multiplexing multiple connections. Alter-
natively, the M data storage units can be connected
less then M at a time (e.g. one at a time, two a time,
three at a time).
[0044] Each data storage unit can provide the en-
cryption key which it stores to the first data processing
unit. The first data processing unit, using the received
encryption key from a data storage unit, can encrypt a
data element share, thus generating an encrypted data
element share. The first data processing unit outputs
the encrypted data element share to the data storage
unit, wherein the encrypted data element share can be
stored.
[0045] In embodiments, wherein the M encrypted
data element shares can be stored on a database, the
database can be an external database. More particu-
larly, the database can be external to all the encryption
key storage units. Furthermore, the database can be
external to all the data share storage units. That is, the
database can be a stand-alone component. For exam-
ple, the database may be a remote database.
[0046] Thus, the step of the first data processing unit
outputting the M encrypted data element shares can
comprise the first data processing unit providing each
of the M encrypted data element shares to a separate
data share storage unit, respectively. This can be ad-
vantageous, as each of the M encrypted data element
shares can be directly provided to the respective data
share storage unit from the first data processing unit.
[0047] As discussed, in some embodiments, each
data storage unit may be comprised by (i.e. internal to)
a data storage unit. In such embodiments, the step of
the first data processing unit providing each of the M
encrypted data element shares to a separate data
share storage unit, respectively, can comprise the first
data processing unit providing to each data storage unit
of the M data storage units a corresponding encrypted
data element share. Again, an encrypted data element
share of the M encrypted data element shares corre-
sponding to a data storage unit of the M data storage
units means that the encryption key with which the en-
crypted data element share is generated is stored on
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the respective data storage unit, such as, in the respec-
tive encryption key storage unit of the respective data
storage unit. This can be advantageous, as each of the
M encrypted data element shares can be directly pro-
vided to the respective data storage unit from the first
data processing unit.
[0048] Alternatively or additionally, outputting the M
encrypted data element shares can comprise the first
data processing unit providing each of the M encrypted
data element shares to the database. This can be ad-
vantageous, as the M encrypted data element shares
can be directly provided to the database from the first
data processing unit.
[0049] In some embodiments, the step of based on a
data element, generating M data element shares, can
be based on a secret sharing scheme, preferably a
threshold secret sharing scheme with a total number of
shares equal to M and threshold equal to N, such as,
the Shamir’s secret sharing scheme and/or the Berk-
ley’s secret sharing scheme. It will be noted that a se-
cret sharing scheme can also be referred to as secret
sharing, secret splitting or secret splitting scheme.
[0050] Using a secret sharing scheme, such as, the
Shamir’s secret sharing scheme or the Berkley’s secret
sharing scheme, can be advantageous as it can pro-
vide an efficient way for generating the data element
shares based on a data element.
[0051] Furthermore, they can allow the generation of
any number of data element shares (i.e. M can be any
number) and they can also allow the threshold (i.e.
number of data element shares for determining the
data element) to be any number between 1 and M.
Moreover, the data element shares can be generated,
such that, they do not comprise actual parts of the con-
tents of the data element. That is, even if a data ele-
ment share can be obtained (e.g. by decrypting an en-
crypted data element share), contents of the data ele-
ment are not revealed. In other words, a secret sharing
scheme can be configured such that anyone with fewer
than N data element shares can comprise no more
information about the data element than someone with
0 shares, in that, the data element share can be ob-
tained in a computationally feasible way. This can guar-
antee that the data element is secured as long as M-
N+1 data element shares are not obtained.
[0052] For example, the data element shares can be
generated by mapping the data element to a point of a
graph represented by a polynomial, wherein the poly-
nomial has a degree of N‑1 and generating the M data
element shares based on M different points of the
graph represented by the polynomial. Preferably, the
point wherein the data element can be mapped is dif-
ferent from the M different points based on which the M
data element shares can be generated. Thus, the data
element cannot be distributed as one of the data ele-
ment shares. The polynomial can be generated by ran-
domly generating N - 1 coefficients of the polynomial
and calculating the Nth coefficient such that the point

wherein the data element is mapped lies on the graph
represented by the polynomial.
[0053] In some embodiments, the step of based on a
data element, generating M data element shares is car-
ried out by the first data processing unit. Thus, the data
element shares can be generated and encrypted on the
first data processing unit. This can increase security as
the data element shares can live in an unencrypted
state only inside the first data processing unit.
[0054] The method can further comprise providing
each of M encryption keys to the first data processing
unit.
[0055] For example, each of the M encryption keys
stored on a respective separate encryption key storage
unit can be provided to the first data processing unit.
That is, the M different encryption keys can be stored
on or correspond to other devices external to the first
data processing unit and can be provided to the first
data processing unit for encrypting the data element
shares. For example, each of the M encryption keys
can be provided from the respective encryption key
storage unit to the first data processing unit.
[0056] Each of the M encryption keys can be stored
on a respective user device. That is, M separate user
devices can be provided, each storing a respective en-
cryption key of the M encryption keys. Each user de-
vice can for example be a smartphone, tablet, laptop,
pocket computer, cellphone, smart card, contact card
and/or contactless cars (e.g. NFC card).
[0057] Each of the M user devices can comprise a
respective encryption key storage unit that can store
an encryption key. Thus, each of the M user devices
can comprise a corresponding encryption key. The en-
cryption key corresponding to a user device can be
used to increase the security of communication with
the user device. This can be achieved by encrypting
data to be provided to the user device with the encryp-
tion key of the user device before providing the data to
the user device. Hence, data can be provided in an
encrypted state to the user device. For example, the
data element shares can be encrypted with the encryp-
tion key of a user device, before providing it to the user
device. Instead of providing the data element share to
the user device, the encrypted data element share can
be provided. Thus, even if the communication between
the user device and the first data processing unit is
intercepted by a non-authorized user or device, infor-
mation on the content of the data element share cannot
be obtained.
[0058] Alternatively or additionally, each of the M
user device can comprise a respective data share sto-
rage unit. Thus, the encrypted data element shares can
be stored on the user device.
[0059] In some embodiments, each of the M user
devices may comprise a respective encryption key sto-
rage unit and a respective data share storage unit. In
other words, each of the M user device may comprise a
respective data storage unit that can store an encryp-
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tion key (in an encryption key storage unit comprised
therein) and a corresponding encrypted data element
share (in a data share storage unit comprised therein).
[0060] For example, each user may provide its re-
spective user device. A respective communication
channel can be established between each user device
and the first data processing unit, i.e., each user device
can be connected for data transmission with the first
data processing unit. In some embodiments, all of the
M user devices can be connected simultaneously with
the first data processing unit. Thus, the first data pro-
cessing unit may be configured for simultaneously
being connected to M external devices, such as, M
user devices. For example, the first data processing
unit may comprise M separate interfaces (e.g. M ports,
such as, M smart card readers, M receiver antennas)
and/or less than M separate interfaces configured for
multiplexing multiple connections. Alternatively, the M
user devices can be connected less than M at a time
(e.g. one at a time, two a time, three at a time).
[0061] Each user device can provide its correspond-
ing encryption key, which it stores, to the first data pro-
cessing unit. The first data processing unit, using the
received encryption key from a user device, can en-
crypt a data element share, thus generating an en-
crypted data element share. The first data processing
unit can output the encrypted data element share to the
user device, wherein the encrypted data element share
can be stored. Thus, each user device can store an
encryption key, be provided with an encrypted data ele-
ment share obtained using the encryption key of the
user device and store the provided encrypted data ele-
ment share.
[0062] In some embodiments, the step of providing to
the first data processing unit M different encryption
keys comprises providing each encryption key with a
corresponding digital certificate, such as, a X.509 certi-
ficate. Digital certificates are particularly advantageous
for proving the ownership of an encryption key and/or
the authenticity of the sender of the encryption key.
Typically, digital certificates are issued by a third-party
entity, also referred to as a certificate authority (CA)
that is known and trusted by the communicating par-
ties.
[0063] The step of the first data processing unit en-
crypting each of the M data element shares with an
encryption key can be based on an asymmetric encryp-
tion scheme, such as, RSA, ECC P256k1, ECC
P256r1, or X25519. In an asymmetric encryption
scheme two cryptographic keys are used: a private key
and a public key. For secure communication, the public
key of a receiver is used by a sender to encrypt data
and the private key of the received is used by the recei-
ver to decrypt data. Thus, if an asymmetric encryption
scheme is used for encrypting the data element shares,
each of the encryption keys is a public key and each of
the decryption keys is a private key. However, it will be
understood that the above are only some exemplary

encryption schemes that can be used.
[0064] In some embodiments, the method can further
comprise storing each of the M decryption keys corre-
sponding to each of the M encryption keys, respec-
tively, on a separate decryption key storage unit, re-
spectively. Storing the decryption keys on separate de-
cryption key storage units can be a particularly secure
way of storing the decryption keys. It will be noted that
maintaining the secrecy of the data element depends
on maintain the secrecy of the decryption keys. As
such, the separate decryption key storage units can be
a secure memory or part of a secure memory, such as,
a self-encrypted memory. That is, the separate decryp-
tion key storage units can be configured to securely
store the respective decryption key, e.g., by storing the
respective decryption key in an encrypted state.
[0065] Furthermore, storing the decryption keys on
separate decryption key storage units can facilitate pro-
hibiting the provision or use of the decryption keys dur-
ing the method of the first aspect of the present inven-
tion. That is, during the backup of the data element, the
decryption key storage units may not be present or may
not be provided or may be configured not to output the
decryption key in an unencrypted state. As such, during
the backup method the data element cannot be deter-
mined because, as discussed, the decryption key sto-
rage units can be configured to make it difficult or com-
putationally unfeasible to obtain the decryption keys
stored therein.
[0066] In some embodiments, M separate computing
units can be provided each configured to access a re-
spective encryption key storage unit. The computing
unit may be a single processor or a plurality of proces-
sors, and may be, a CPU (central processing unit),
GPU (graphical processing unit), DSP (digital signal
processor), APU (accelerator processing unit), ASIC
(application-specific integrated circuit), ASIP (applica-
tion-specific instruction-set processor) or FPGA (field
programable gate array). Thus, each computing unit
can be provided with the encryption key stored on the
respective encryption key storage unit that the comput-
ing unit can access. In addition, the computing unit can
access a respective data share storage unit that stores
the encrypted data element share which encryption key
is stored on the encryption key storage unit. That is, the
computing unit can be provided with an encrypted data
element share corresponding to the encryption key that
the computing unit can receive from the encryption key
storage unit it can access. Alternatively or additionally,
the computing unit can be configured to access the
database. Thus, the computing unit can be provided
from the database with an encrypted data element
share corresponding to the encryption key that the
computing unit can receive from the encryption key sto-
rage unit it can access.
[0067] Furthermore, each of the M computing units
can be configured to access a respective decryption
key storage unit wherein the decryption key stored
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therein corresponds to the encryption key stored on the
encryption key storage unit that the computing unit is
configured to access.
[0068] Thus, the computing unit can receive an en-
cryption key, the encrypted data element share en-
crypted with said encryption key and the decryption
key corresponding to the said encryption key and that
can be used to decrypt the said encrypted data element
share.
[0069] For each computing unit, the respective com-
puting unit and the respective encryption key storage
unit, that the computing unit is configured to access,
can be integrated into a single device. For example, a
user device may comprise one computing unit and one
encryption key storage unit, wherein the computing unit
is configured to access the encryption key storage unit.
[0070] For each computing unit, the respective com-
puting unit and the respective data share storage unit,
that the computing unit is configured to access, can be
integrated into a single device. For example, a user
device may comprise one computing unit and one data
share storage unit, wherein the computing unit is con-
figured to access the data share storage unit.
[0071] For each computing unit, the respective com-
puting unit, the respective encryption key storage unit
and the respective data share storage unit, that the
computing unit is configured to access, can be inte-
grated into a single device. For example, a user device
may comprise one computing unit and one encryption
key storage unit and one data share storage unit,
wherein the computing unit is configured to access the
encryption key storage unit and the data share storage
unit.
[0072] For each computing unit, the respective com-
puting unit and the respective decryption key storage
unit, that the computing unit is configured to access,
are integrated into a single device. For example, a user
device may comprise one computing unit and one de-
cryption key storage unit, wherein the computing unit is
configured to access the decryption key storage unit.
[0073] In some embodiments, the first data proces-
sing unit may execute an authentication protocol prior
to transferring data with an external device. That is,
before sending data to an external device the first data
processing unit can execute an authentication protocol
to verify the identity of the external device. Similarly,
before receiving data from an external device the first
data processing can execute an authentication protocol
to verify the identity of the external device. The external
device can be each of the encryption key storage units,
each of the data share storage units, the database,
each of the data storage units, each of the user de-
vices, each of the computing units, as discussed in the
respective embodiments above.
[0074] Thus, the first data processing unit can com-
municate only with authenticated devices. As such, an
un-authorized device may not send and/or receive data
to/from the first data processing unit. This can decrease

the risk of an un-authorized device breaching the se-
curity of the first data processing unit.
[0075] Different authentication protocols can be exe-
cuted by the first data processing unit for authenticating
an external device, such as, each of the data share
storage units, the database, each of the data storage
units, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above. That is, the present invention is not limited to a
particular authentication protocol. For example, the
authentication protocol that can be executed by the first
data processing unit can be based on a password
authentication protocol (PAP), challenge-handshake
authentication protocol (CHAP), extensible authentica-
tion protocol (EAP), authentication-authorization-ac-
counting (AAA) architecture protocols, such as, term-
inal access controller access-control system (TA-
CACS), Extended TACACS, TACACS+, remote
authentication dial-in user service (RADIUS), diameter
protocol, Kerberos protocol, RFID authentication proto-
cols, physical unclonable function (PUF) based authen-
tication or any combination thereof.
[0076] Typically, authentication of the external device
by the first data processing unit can be based on a
challenge-response authentication, wherein the first
data processing unit can provide a challenge to the
external device and the external device is required to
provide a valid response to the challenge to be authen-
ticated.
[0077] Similarly, the external device can execute an
authentication protocol (e.g. any of the above-men-
tioned authentication protocols) for authenticating the
first data processing unit before sending and/or receiv-
ing data to/from the first data processing unit. In such
embodiments, the external device can send a chal-
lenge to the first data processing unit and the first data
processing unit is required to provide a valid response
to the challenge to be authenticated.
[0078] In some embodiments, only upon successful
authentication of the external device by the first data
processing unit and/or the first data processing unit by
the external device, communication between the exter-
nal device and the first data processing unit may initi-
ate. Again, for the sake of brevity, the term external
device is used in the above to refer to any of each of
the encryption key storage units, each of the data share
storage units, the database, each of the data storage
units, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.
[0079] In some embodiments, the method can com-
prise storing each of the M encrypted data elements
shares on the first data processing unit. This can be
performed for backup purposes.
[0080] In some embodiments, wherein the data ele-
ment can be determined with N unencrypted data ele-
ment shares, the data element can be equal to 2. That
is, the data element can be determined with at least 2
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of the M data element shares in an unencrypted state.
As will be discussed further below, this can be particu-
larly advantageous for providing a seamless end user
experience for performing digital signatures with the
data element, while at the same time maintaining the
security of the data element.
[0081] In such embodiments, the method can com-
prise storing one of the M data element shares in the
first data processing unit and storing each of the re-
maining M‑1 data element shares in a respective pass-
word protected storage. This can further facilitate pro-
viding a seamless end user experience for performing
digital signatures with the data element, while at the
same time maintaining the security of the data element.
[0082] In some embodiments, the method can com-
prise generating a respective password for each of the
M‑1 password protected storages.
[0083] Each of the M‑1 password protected storages
can allow access to the data stored therein if the corre-
sponding password is provided. This may increase se-
curity against an unauthorized party accessing the data
stored in the password protected storage.
[0084] In some embodiments, storing each of the re-
maining M‑1 data element shares in a respective pass-
word protected storage comprises storing each of the
remaining M‑1 data element shares encrypted with the
password generated for the respective password pro-
tected storage. Thus, even when access to the pass-
word protected storage can be gained, without the re-
spective password of the password protected storage
the data element share cannot be obtained in an unen-
crypted state. This facilitates the password protected
storage allowing access to the data stored therein only
if the corresponding password is provided.
[0085] In some embodiments, generating a respec-
tive password for each of the M‑1 password protected
storages can comprise each of M‑1 users defining a
user defined password for a respective password pro-
tected storage.
[0086] Additionally or alternatively, generating a re-
spective password for each of the M‑1 password pro-
tected storages can comprise generating a respective
computer program specific password and each compu-
ter program specific password can be used by a re-
spective computer program to access the data element
share stored in the respective password protected sto-
rage that the computer program specific password cor-
responds to. Generating a respective password for
each of the M‑1 password protected storages can facil-
itate the automation of receiving a data element share
stored in a respective password protected storage. This
can further facilitate providing a seamless end user ex-
perience for performing digital signatures with the data
element, while at the same time maintaining the secur-
ity of the data element.
[0087] Each of the M‑1 computer programs can be
executed on a respective user device.
[0088] At least one of the computer program specific

passwords may be an app-specific password. In such
embodiments, the computer program can be an appli-
cation software (typically also referred to as app).
[0089] Each of the M‑1 password protected storages
can be part of a respective cloud-based storage. The
cloud-based storage can, for example, be Google Drive
developed by Google LLC.
[0090] Each cloud-based storage can correspond to
a respective user. For example, each user can com-
prise an account with respect to a cloud-based storage
service provider, hence being provided with a storage
space on the cloud-based storage, which the user can
access with a user device.
[0091] For each cloud-based storage, credential data
can be generated and each cloud-based storage can
be accessed only if the correct credential data are pro-
vided. For example, the credential data can be linked to
the account with respect to the user on the cloud-based
storage service provider
[0092] Each of the credential data can comprise a
unique ID and at least one of a password, a one-time
PIN, biometric data of a user, a digital certificate and a
private key.
[0093] In some embodiments, the method can be a
computer implemented method. This can allow the
automation of generating M data element share based
on a data element, encrypting each of the M data ele-
ment shares and thus generating M encrypted data ele-
ment shares and outputting the M encrypted data ele-
ment shares. That is, the method can be implemented
as a set of computer-instructions which can be carried
out by one or more processing devices, one of each
being the first data processing unit.
[0094] In a further aspect, the present invention re-
lates to a first computer program comprising instruc-
tions which, when the program is executed by a first
data processing unit causes the first data processing
unit to encrypt, according to any of the preceding meth-
od embodiments, each of M data element shares with
an encryption key, respectively, and thus generating M
encrypted data element shares, wherein each of the
encryption keys corresponds to a decryption key, re-
spectively.
[0095] Further, the first computer program can cause
the first data processing unit to transmit, according to
any of the preceding method embodiments, each of the
encrypted data element shares to at least one of a
respective encryption key storage unit and database.
[0096] The first computer program can be provided to
first data processing unit, e.g., in a memory component
of the first data processing unit, and can facilitate the
first data processing unit to automatically carry out part
of the steps of the method according to any of the
above discussed embodiments.
[0097] In a further aspect, the present invention re-
lates to a second computer program comprising in-
structions which, when the program is executed by a
first data processing unit causes the first data proces-
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sing unit to carry out or facilitate the steps of the meth-
od according to any of the preceding method embodi-
ments.
[0098] In a further aspect, the present invention re-
lates to a third computer program comprising instruc-
tions which, when the program is executed by an exter-
nal device can cause the external device to provide an
encryption key comprised by the external device to the
first data processing unit. This is particularly advanta-
geous when the M encryption key storage units or the
M data storage units or the M user devices or the M
computing units are provided. For example, the compu-
ter program can facilitate providing the M encryption
keys from the M encryption key storage units, the M
data storage units or the M user devices to the first data
processing unit. For example, each of M user devices
or the M computing units can execute the third compu-
ter program to provide their respective encryption key
to the first data processing unit.
[0099] Alternatively or additionally, the third computer
program, when the program is executed by an external
device, can cause the external device to receive an
encrypted data element share generated using the en-
cryption key. This is particularly advantageous when
the M encryption key storage units or the M data sto-
rage units or the M user devices or the M computing
units are provided. For example, the computer program
can facilitate the M encryption key storage units, the M
data storage units or the M user devices receiving the
M encrypted data element shares from the first data
processing unit. For example, each of M user devices
or the M computing units can execute the third compu-
ter program to receive a respective encrypted share
from the first data processing unit.
[0100] Alternatively or additionally, the third computer
program, when the program is executed by an external
device, can cause the external device to receive M en-
crypted data element shares. This is particularly advan-
tageous when the database is provided. The computer
program can facilitate the database to receive M en-
crypted data element shares from the first data proces-
sing unit.
[0101] In a further aspect, the present invention re-
lates to a system which can be configured for storing a
data element.
[0102] The system comprises a first data processing
unit configured to generate M data element shares
based on a data element, wherein M is an integer
greater than 1. Further, the first data processing unit is
configured to encrypt each of the M data element
shares with an encryption key, respectively, and to thus
generate M encrypted data element shares, wherein
each of the encryption keys corresponds to a decryp-
tion key, respectively.
[0103] Further, the first data processing unit can be
configured to output the M encrypted data element
shares.
[0104] The first data processing unit can comprise a

processing unit, such as, a microcontroller, preferably a
tamperproof (i.e. secure) microcontroller. For example,
the first data processing unit can comprise a microcon-
troller from the NXP SmartMX secure microcontroller
family, e.g. the NXP P71. The use of secure microcon-
trollers can be particularly advantageous for executing
security sensitive tasks, such as, generating the data
element (e.g. generating a random string), generating
based on the data element data element shares and
encrypting the data element shares. This way the data
element and the data element shares can only be pre-
sent (i.e. live) in a secure environment. The secure
microcontroller can be configured to provide hardware
and software solutions to mitigate malware presence.
[0105] For example, the secure microcontroller can
be sandboxed from the rest of the first data processing
unit (e.g. from I/O interfaces of the first data processing
unit). More particularly, the secure microcontroller can
be configured to send/receive data only upon success-
ful authentication of the sender/receiver. Furthermore, it
can be configured to only execute a limited amount of
instructions, e.g., generating the data element (e.g.
generating a random string), generating based on the
data element data element shares and encrypting the
data element shares. Furthermore, it can be configured
to output the data element shares. Furthermore, it can
be configured to receive only encryption keys and pre-
ferably encryption keys with certificates issued by a
trusted certificate authority. Thus, even under malware
presence the secrecy of the data element can be still
preserved. The secure microcontroller can be config-
ured to prevent malware from providing instructions to
the secure microcontroller and/or from receiving the
data element and/or the data element shares in an un-
encrypted state.
[0106] Furthermore, the secure microcontroller can
be configured to mitigate side channel attacks, such
as, through outside electricity consumption measures.
Further still, the secure microcontroller can be config-
ured to be resistant to brute-force attacks. For example,
the secure microcontroller may auto destroy (e.g. reset,
clear all of its memories) after a limited number of failed
authentications.
[0107] It will be understood, that any available secure
microcontroller can be used with the present invention,
such as the NXP P71 secure microcontroller.
[0108] In addition, the first data processing unit may
comprise a general processing unit configured to carry
out general tasks not impacting the security of the data
element, such as, sending and receiving encrypted
data element shares and/or encryption keys to/from ex-
ternal devices that are external to the first data proces-
sing unit.
[0109] That is, the secure microcontroller can be con-
figured to execute tasks related to data from which the
data element can be determined, such as, the data ele-
ment and the data element shares in an unencrypted
state and the general processing unit can be configured
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to execute tasks related to data from which the data
element cannot be determined, such as, the encryption
keys (that can be provided to the first data processing
unit) and the encrypted data element shares. Further-
more, the first data processing unit can be configured
to execute all the tasks related to data from which the
data element can be determined on the secure micro-
controller.
[0110] The first data processing unit may further
comprise a memory device, preferably a secure mem-
ory device, such as, a self-encrypted memory. The use
of a secure memory device can be particularly advanta-
geous for storing the data element and the data ele-
ment shares in a secure manner. For example, the se-
cure memory can be configured to only be accessed by
the secured microcontroller discussed above.
[0111] In addition, the first data processing unit may
comprise a general memory device, which can be con-
figured to store data from which the data element can-
not be determined, such as, encryption keys that can
be provided to the first data processing unit and/or
computer instructions.
[0112] Put simply, the first data processing unit may
comprise a secure portion which can comprise hard-
ware-based and software-based security features. The
secure portion, which can comprise one or more secure
microcontroller and/or one or more secure memory de-
vices, can be advantageous particularly for processing
and/or storing data from which the data element can be
determined. Thus, the secure portion can facilitate hid-
ing the data element.
[0113] The first data processing unit can comprise at
least one hardware accelerator, and is preferably con-
figured to increase the efficiency of executing at least
one of asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC P256r1,
X25519, Shamir’s secret sharing algorithm, Elliptic
Curve Cryptographic Digital Signature Algorithm (ECD-
SA), key derivation algorithm (e.g. adapted KDF - BIP
32) and SHA 1, SHA 256. That is, the first data proces-
sing unit can be customized to efficiently execute cryp-
tographic algorithms.
[0114] The first data processing unit can comprise an
external communication component configured to facil-
itate sending and/or receiving data to/from a device ex-
ternal to the first data processing unit. This can be par-
ticularly advantageous as it can facilitate providing the
M encryption keys to the first data processing unit. It
can further facilitate the first data processing unit out-
putting the M encrypted data element shares. The ex-
ternal communication component may comprise one or
more I/O device or interface.
[0115] The first data processing unit can comprise an
internal communication component which can be con-
figured to allow the internal components of the first data
processing unit to communicate with each other. That
is, the first data processing unit can comprise one or
more processors, one or more microcontrollers, one or

more memory components, one or more I/O devices or
interfaces and one or more accelerators which can
transfer data between each other through the internal
communication component. Typically, the internal com-
munication component can comprise a bus connection
that can interconnect and facilitate synchronizing the
communication between two or more internal compo-
nents of the first data processing unit.
[0116] The first data processing unit may comprise
an input user interface which can facilitate a user of
the first data processing unit to provide at least one
input, e.g. an instruction, to the first data processing
unit. The input user interface may comprise a button, a
keypad, keyboard, number pad, mouse or any combi-
nation thereof.
[0117] The first data processing unit can comprise an
output user interface configured to provide indications
to the user of the first data processing unit.
[0118] The first data processing unit can be config-
ured to execute a data encryption routine, such as, an
asymmetric encryption routine. The data encryption
routine can be a computer program comprising instruc-
tions which, when the program is executed by a com-
puter can cause the computer to encrypt data. Thus,
when the data encryption routine is executed by the
first data processing unit, one or more data element
shares can be encrypted and therefore generating en-
crypted data element shares.
[0119] As discussed, the first data processing unit
may comprise a memory device. The memory device
can be configured to store computer instructions of at
least one data encryption routine. This can facilitate
automating the encryption of the data element shares
by the first data processing unit.
[0120] The first data processing unit can be config-
ured to execute a data splitting routine, such as, a se-
cret sharing scheme, e.g., a Shamir’s secret sharing
scheme. The data splitting routine can for example be
a computer program comprising instructions which,
when the program is executed by a computer, can
cause the computer to split information about determin-
ing the data into multiple parts. Thus, when the data
splitting routine is executed by the first data processing
unit, one or more data element shares can be gener-
ated.
[0121] As discussed, the first data processing unit
may comprise a memory device. The memory device
can be configured to store computer instructions of at
least one data splitting routine. This can facilitate auto-
mating the generation of the data element shares.
[0122] The system can further comprise M separate
encryption key storage units, each configured to store a
respective encryption key. That is, the M encryption
keys can be stored externally to the first data proces-
sing unit.
[0123] The first data processing unit is configured to
at least receive data from each of the encryption key
storage units. This can facilitate the first data proces-
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sing unit receive the M encryption keys.
[0124] The system further comprises a respective
data communication channel between the first data
processing unit and each of the encryption key storage
units. This can facilitate transferring data between the
first data processing unit and the encryption key sto-
rage units.
[0125] The first data processing unit can be config-
ured to receive M encryption keys.
[0126] In one embodiments, the first data processing
unit can be configured to receive a respective encryp-
tion key from each of the M encryption key storage
units, respectively. Thus, the encryption keys can be
stored externally to the first data processing unit and
can be provided to the first data processing unit.
[0127] Further the system can comprise M separate
data share storage units configured to store a respec-
tive encrypted data element share. Thus, the system
can be configured to store the encrypted data element
shares in a distributed manner.
[0128] The first data processing unit can be config-
ured to at least provide data to each of the at least M
data share storage units. This can facilitate providing
each of the M encrypted data element shares to a re-
spective data share storage unit.
[0129] The system can further comprise a respective
data communication channel between the first data
processing unit and each of the data share storage
units. This can facilitate transferring data between the
first data processing unit and each of the data share
storage units.
[0130] The first data processing unit can be config-
ured to provide a respective encrypted data element
share to each of the M data share storage units, re-
spectively. Thus, the M encrypted data element shares
can be generated by the first data processing unit and
can then be distributed among M data share storage
units.
[0131] The system can further comprise a database
configured to store a plurality of encrypted data ele-
ment shares, preferably M encrypted data element
shares. That is, the M encrypted data element share
can be centrally stored on a database.
[0132] The first data processing unit can be config-
ured to at least provide data to the database. Thus, the
plurality of encrypted data element shares can be pro-
vided to the database directly from the first data pro-
cessing unit.
[0133] The system can further comprise a data com-
munication channel between the first data processing
unit and the database. This can facilitate transferring
data from the first data processing unit to the database.
[0134] The first data processing unit can be config-
ured to provide the M encrypted data element shares
to the database. That is, the M encrypted data element
shares can be generated by the first data processing
unit and can be provided to the database.
[0135] In embodiments wherein the M separate en-

cryption key data storage units are provided, each of
the encryption key storage units can be external to the
first data processing unit. That is, the encryption keys
can correspond to devices that are external to the first
data processing unit.
[0136] In embodiments wherein the M separate data
share storage units are provided, each of the data
share storage units can be external to the first data
processing unit. Thus, the encrypted data element
share can be stored on a distributed manner and exter-
nally to the first data processing unit.
[0137] In embodiments wherein the database is pro-
vided, the database can be external to the first data
processing unit.
[0138] Moreover, for each encryption key storage unit
there can be one corresponding data share storage unit
such that the encrypted data element share stored on
the data share storage unit can be generated using the
encryption key stored on the encryption key storage
unit. That is, there can be a one-to-one mapping be-
tween the M data share storage units and the M en-
cryption key storage units.
[0139] Moreover, for each encryption key storage
unit, the respective encryption key storage unit and the
corresponding data share storage unit can be em-
bedded in a single device, such as, in a data storage
unit. That is, the system may comprise M separate data
storage units each configured to store an encryption
key and the encrypted data element share generated
using the encryption key.
[0140] In some embodiments, the data storage unit
can be part of a user device. That is, each of the M
data storage units can correspond to (i.e. be owned
by) a respective user. For example, each of the M data
storage units can be a user device corresponding to a
user or can be part of (i.e. integrated in or internal to) a
user device corresponding to a user. Each user device
can for example be a smartphone, tablet, laptop, pock-
et computer, cellphone, smart card, contact card and/or
contactless cars (e.g. NFC card). That is, each of the M
users can comprise a respective encryption key which
can be stored on the user’s data storage unit or on the
user’s respective user device comprising a data sto-
rage unit. Furthermore, M users can be provided with a
respective encrypted data element share which can be
stored on the user’s respective data storage unit or on
the user’s respective user device comprising a data
storage unit. Each of the data storage units can be a
stand-alone memory component that can store an en-
cryption key and the corresponding encrypted data ele-
ment share. Alternatively, each of the data storage
units can be part of a respective memory component
that can store, among other data, an encryption key
and the corresponding encrypted data element share
of the M encrypted data element shares. In some em-
bodiments, each data storage unit can be integrated in
or comprised by a smart card (e.g. a contact or contact-
less card, such as, a near field communication (NFC)
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card). Furthermore, each smart card can be owned by
(i.e. correspond to) a respective user.
[0141] The data element can comprise digital data to
be protected.
[0142] Alternatively, the data element can comprise
an encryption key used to encrypt digital data to be
protected. This can be advantageous particularly if the
data to be protected comprise a large size. Instead of
securing the entire data, instead they can be encrypted
with an encryption key (which is different from the M
encryption keys discussed above) and the encryption
key can be secured instead.
[0143] The data element can comprise a crypto-
graphic key, such as, a private key associated with a
block within a blockchain. The data element can com-
prise a cryptographic key, such as, a private key asso-
ciated with one or more cryptographic assets. The data
element can comprise a cryptographic key, such as, a
private key associated with one or more cryptocurrency
units.
[0144] That is, the present system can be advanta-
geous for securely storing valuable assets that are co-
owned by multiple owners. Thus, responsibility of se-
curing the valuable assets can be shared among the
co-owners.
[0145] The data element can comprise a crypto-
graphic key, such as, a master private key. The master
private key can be used to derive cryptographic keys.
Additionally or alternatively, the master private key is
used for digital signature functionalities.
[0146] The first data processing unit can be config-
ured to execute an authentication protocol prior to
transferring data with an external device. That is, be-
fore sending data to an external device the first data
processing unit can execute an authentication protocol
to verify the identity of the external device. Similarly,
before receiving data from an external device the first
data processing can execute an authentication protocol
to verify the identity of the external device. The external
device can be each of the encryption key storage units,
each of the data share storage units, the database,
each of the data storage units, each of the user de-
vices, each of the computing units, as discussed in the
respective embodiments above.
[0147] The system can be configured to carry out the
method according to any of the preceding method em-
bodiments. Furthermore, features, advantages and ef-
fects discussed with reference to the above method
embodiments are also valid for the system and vice
versa.
[0148] The first data processing unit can be config-
ured to execute the first computer program discussed
above.
[0149] Alternatively or additionally, the first data pro-
cessing unit can be configured to execute the second
computer program discussed above.
[0150] The user device and/or the database, if pro-
vided, can be configured to execute the third computer

program discussed above.
[0151] The system can further comprise a general
computing device.
[0152] The general computing device can comprise
at least one of a general central processing unit, vola-
tile and/or nonvolatile memories, interfaces configured
to interconnect the internal components of the general
computing device and interfaces for facilitating the con-
nection of the general computing device with external
devices.
[0153] The general computing device can comprise
an interface configured to facilitate a connection for
data transmission between the first data processing
unit and the general computing device.
[0154] The general computing device can be config-
ured to facilitate establishing a communication channel
with at least one user device.
[0155] The general computing device can be config-
ured to facilitate establishing a communication channel
with the database.
[0156] The system can further comprise at least one
password protected storage.
[0157] The at least one password protected storage
can be provided in a respective cloud-based storage.
[0158] The first data processing unit can be config-
ured to store at least one data element share.
[0159] The first data processing unit can be config-
ured to store the M encrypted data element shares.
[0160] In a further aspect, the present invention re-
lates to a first data processing unit configured to en-
crypt M data element shares with an encryption key,
respectively, and to thus generate M encrypted data
element shares, wherein each of the encryption keys
corresponds to a decryption key, respectively, wherein
M is an integer greater than 1.
[0161] The first data processing unit can further be
configured to output the M encrypted data element
shares.
[0162] The first data processing unit can further be
configured to generate the M data element shares
based on a data element.
[0163] The first data processing unit can comprise a
processing unit, such as, a microcontroller, preferably a
tamperproof (i.e. secure) microcontroller. For example,
the first data processing unit can comprise a microcon-
troller from the NXP SmartMX secure microcontroller
family, e.g. the NXP P71. The use of secure microcon-
trollers can be particularly advantageous for executing
security sensitive tasks, such as, generating the data
element (e.g. generating a random string), generating
based on the data element data element shares and
encrypting the data element shares. This way the data
element and the data element shares can only be pre-
sent (i.e. live) in a secure environment. The secure
microcontroller, can be configured to provide hardware
and software solutions to mitigate malware presence.
[0164] For example, the secure microcontroller can
be sandboxed from the rest of the first data processing
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unit (e.g. from I/O interfaces of the first data processing
unit). More particularly, the secure microcontroller can
be configured to send/receive data only upon success-
ful authentication of the sender/receiver. Furthermore, it
can be configured to only execute a limited amount of
instructions, e.g., generating the data element (e.g.
generating a random string), generating based on the
data element data element shares and encrypting the
data element shares. Furthermore, it can be configured
to output the data element shares only in an encrypted
state. Furthermore, it can be configured to receive only
encryption keys and preferably encryption keys with
certificates issued by a trusted certificate authority.
Thus, even under malware presence the secrecy of
the data element can be still preserved. The secure
microcontroller can be configured to prevent malware
from providing instructions to the secure microcontroller
and/or from receiving the data element and/or the data
element shares in an unencrypted state.
[0165] Furthermore, the secure microcontroller can
be configured to mitigate side channel attacks, such
as, through outside electricity consumption measures.
Further still, the secure microcontroller can be config-
ured to be resistant to brute-force attacks. For example,
the secure microcontroller may auto destroy (e.g. reset,
clear all of its memories) after a limited number of failed
authentications.
[0166] It will be understood, that any available secure
microcontroller can be used with the present invention,
such as and preferably, the NXP P71 secure microcon-
troller.
[0167] In addition, the first processing data unit may
comprise a general processing unit configured to carry
out general tasks not impacting the security of the data
element, such as, sending and receiving encrypted
data element shares and/or encryption keys to/from ex-
ternal devices that are external to the first data proces-
sing unit.
[0168] That is, the secure microcontroller can be con-
figured to execute tasks related to data from which the
data element can be determined, such as, the data ele-
ment and the data element shares in an unencrypted
state and the general processing unit can be configured
to execute tasks related to data from which the data
element cannot be determined, such as, the encryption
keys (that can be provided to the first data processing
unit) and the encrypted data element shares. Further-
more, the first data processing unit can be configured
to execute all the tasks related to data from which the
data element can be determined on the secure micro-
controller.
[0169] The first data processing unit may further
comprise a memory device, preferably a secure mem-
ory device, such as, a self-encrypted memory. The use
of a secure memory device can be particularly advanta-
geous for storing the data element and the data ele-
ment shares in a secure manner. For example, the se-
cure memory can be configured to only be accessed by

the secured microcontroller discussed above.
[0170] In addition, the first data processing unit may
comprise a general memory device, which can be con-
figured to store data from which the data element can-
not be determined, such as, encryption keys that can
be provided to the first data processing unit and/or
computer instructions.
[0171] Put simply, the first data processing unit may
comprise a secure portion which can comprise hard-
ware-based and software-based security features. The
secure portion, which can comprise one or more secure
microcontroller and/or one or more secure memory de-
vices, can be advantageous particularly for processing
and/or storing data from which the data element can be
determined. Thus, the secure portion can facilitate hid-
ing the data element.
[0172] The first data processing unit can comprise at
least one hardware accelerator, and is preferably con-
figured to increase the efficiency of executing at least
one of asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC P256r1,
X25519, Shamir’s secret sharing algorithm, Elliptic
Curve Cryptographic Digital Signature Algorithm (ECD-
SA), key derivation algorithm (e.g. adapted KDF - BIP
32) and SHA 1, SHA 256. That is, the first data proces-
sing unit can be customized to efficiently execute cryp-
tographic algorithms.
[0173] The first data processing unit can comprise an
external communication component configured to facil-
itate sending and/or receiving data to/from a device ex-
ternal to the first data processing unit. This can be par-
ticularly advantageous as it can facilitate providing the
M encryption keys to the first data processing unit. It
can further facilitate the first data processing unit out-
putting the M encrypted data element shares. The ex-
ternal communication component may comprise one or
more I/O device or interface.
[0174] The first data processing unit can comprise an
internal communication component which can be con-
figured to allow the internal components of the first data
processing unit to communicate with each other. That
is, the first data processing unit can comprise one or
more processors, one or more microcontrollers, one or
more memory components, one or more I/O devices or
interfaces and one or more accelerators which can
transfer data between each other through the internal
communication component. Typically, the internal com-
munication component can comprise a bus connection
that can interconnect and facilitate synchronizing the
communication between two or more internal compo-
nents of the first data processing unit.
[0175] The first data processing unit may comprise
an input user interface which can facilitate a user of
the first data processing unit to provide at least one
input, e.g. an instruction, to the first data processing
unit. The input user interface may comprise a button, a
keypad, keyboard, number pad, mouse or any combi-
nation thereof.
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[0176] The first data processing unit can comprise an
output user interface configured to provide indications
to the user of the first data processing unit.
[0177] The first data processing unit can be config-
ured to execute a data encryption routine, such as, an
asymmetric encryption routine. The data encryption
routine can be a computer program comprising instruc-
tions which, when the program is executed by a com-
puter can cause the computer to encrypt data. Thus,
when the data encryption routine is executed by the
first data processing unit, one or more data element
shares can be encrypted and therefore generating en-
crypted data element shares.
[0178] As discussed, the first data processing unit
may comprise a memory device. The memory device
can be configured to store computer instructions of at
least one data encryption routine. This can facilitate
automating the encryption of the data element shares
by the first data processing unit.
[0179] The first data processing unit can be config-
ured to execute a data splitting routine, such as, a se-
cret sharing scheme, e.g., a Shamir’s secret sharing
scheme. The data splitting routine can for example be
a computer program comprising instructions which,
when the program is executed by a computer, can
cause the computer to split data into multiple parts.
Thus, when the data splitting routine is executed by
the first data processing unit, one or more data element
shares can be generated.
[0180] As discussed, the first data processing unit
may comprise a memory device. The memory device
can be configured to store computer instructions of at
least one data splitting routine. This can facilitate auto-
mating the generation of the data element shares.
[0181] The first data processing unit can be config-
ured to execute an authentication protocol prior to
transferring data with an external device. That is, be-
fore sending data to an external device the first data
processing unit can execute an authentication protocol
to verify the identity of the external device. Similarly,
before receiving data from an external device the first
data processing can execute an authentication protocol
to verify the identity of the external device. The external
device can be an encryption key storage units, a data
share storage units, a database, a data storage unit, a
user devices or a computing units.
[0182] The first data processing unit can be config-
ured to store at least one data element share.
[0183] The first data processing unit can be config-
ured to store the M encrypted data element shares.
[0184] The first data processing unit can be config-
ured to execute the first computer program discussed
above.
[0185] Alternatively or additionally, the first data pro-
cessing unit can be configured to execute the second
computer program discussed above.
[0186] The first data processing unit discussed
above, can correspond to the first data processing unit

of the above discussed method and system. It will be
understood that, features, advantages and effects dis-
cussed with reference to the above method and system
embodiments related to the first data processing unit
are also valid for the first data processing unit embodi-
ments and vice versa.
[0187] In a further aspect, the present invention re-
lates to a determining method to determine the data
element of the above discussed method. The determin-
ing method comprises providing at least N of M of the
data element shares of the above method in an unen-
crypted state, wherein N is an integer greater than or
equal to 1 and smaller than or equal to M and determin-
ing the data element based on the at least N data ele-
ment shares in the unencrypted state. That is, as dis-
cussed in the first method, based on a data element M
data element shares can be generated. Of the M data
element shares the determining method requires at
least N data element shares for determining the data
element.
[0188] As an initial matter, the determining method
can be advantageous as it allows for the data element
to be recovered. This can be particularly advantageous
if the first data processing unit gets lost, damaged an-
d/or compromised. The determining method can pro-
vide a way to recover the data element without the
need of the first data processing unit.
[0189] Secondly, the determining method allows for
N to be smaller than M, meaning that the data element
can be determined with less than the total number of
data element shares. More particularly, the number of
data element shares required to determine the data
element (i.e. N) can be specified during the generation
of the data element shares during the method accord-
ing to the first aspect of the invention.
[0190] Determining the data element with a subset of
the total number of data element shares can increase
robustness against losing the data element. That is,
even if some data element shares (at most M-N data
element shares) get lost or destroyed, the data element
can still be recovered. On the other hand, with less than
N data element shares it can be impossible (i.e. com-
putationally unfeasible) to determine the data element.
[0191] Further still and particularly if N is smaller than
M, the data element can be determined more conveni-
ently as instead of requiring all the M data element
shares, only N of M are required.
[0192] As such, the data element can be securely
stored (cannot be determined with less than N data
element shares) and at the same time can be robust
against losing the data element (M-N data element
share loses can be tolerated). In addition, the data ele-
ment can be determined in a convenient way, as not all
of the M data element shares may be required during
recovery. This is particularly true if N is smaller then M.
[0193] The step of determining the data element
based on the at least N data element shares can be
performed by a device. Thus, a first data processing
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unit can be used during the method of the first aspect
for generating, encrypting and outputting M data ele-
ment shares of a data element as discussed above.
Then, a device can be used to recover the data ele-
ment based on at least N of M data element shares.
[0194] The first data processing unit and the device
can be different devices. Nevertheless, the first data
processing unit and the device can comprise a similar
architecture.
[0195] Using a device (different from the first data
processing unit) can be particularly advantageous if
the first data processing unit gets damaged, lost or
compromised. As discussed, typically the data element
or the data element shares in an unencrypted state can
be securely stored and/or processed within the first
data processing unit, preferably within a secure portion
of the first data processing unit. Moreover, the first data
processing unit can be configured - for security reasons
- to never output the data element and/or the data ele-
ment shares in an unencrypted state. Furthermore, the
data element can be randomly generated inside the
first data processing unit, meaning that the data ele-
ment never lives outside the first data processing unit.
Thus, if the first data processing unit gets lost or da-
maged or compromised, the data element may become
lost as a result. To mitigate this, the determining meth-
od can allow for a device to facilitate recovering the
secret based on at least N data element shares. Thus,
the device can clone the first data processing unit, with-
out the need of using the first data processing unit.
[0196] Providing at least N of M of the data element
shares in an unencrypted state can comprise providing
each of the at least N data element shares in an en-
crypted state to the device and unencrypting each of
the at least N data element shares in an encrypted
state on the device and thus getting the at least N data
element shares in an unencrypted state. That is, the
determining method can determine the data element
even if the data element shares are in an encrypted
state. In such embodiments, the determining method
can further comprise decrypting the at least N en-
crypted data element shares to obtain at least N data
element shares in an unencrypted state and based
thereon determine the data element.
[0197] This can be particularly advantageous as it
alleviates the need of storing the data element shares
in an unencrypted state. Storing the data element
shares unencrypted can is not as secure as storing the
encrypted data element shares. Furthermore, also the
need of providing the data element shares in an unen-
crypted state can be alleviated. In this case, even if an
authorized party obtains the encrypted data element
shares, still no information about the data element can
be obtained as they are in an encrypted state.
[0198] Further still, determining the data element by
providing encrypted data element shares and decrypt-
ing them, can be advantageous as the data element or
the data element shares (in an unencrypted state) live

only within secure environments, such as, the first data
processing unit (or a secure portion of the first data
processing unit), as discussed above, and/or the de-
vice (or a secure portion of the device). This can in-
crease robustness against, malware, man-in-the mid-
dle attacks and side channel attacks.
[0199] However, providing encrypted data element
shares may require the provision of decryption keys
which can allow the decryption of encrypted data ele-
ment shares in a computationally feasible way.
[0200] Furthermore, the determining method can
comprise storing each of the M decryption keys respec-
tively corresponding to the M encryption keys used to
encrypt the data element shares to generate the en-
crypted data element shares on a separate decryption
key storage unit, respectively. That is, M separate de-
cryption key storage units can be provided, each stor-
ing a respective decryption key of the M decryption
keys. Each of the M decryption key storage units can
correspond to (i.e. be owned by) a respective user. For
example, each of the M decryption key storage units
can be a user device corresponding to a user or can
be part of (i.e. integrated in or internal to) a user device
corresponding to a user. Each user device can for ex-
ample be a smartphone, tablet, laptop, pocket compu-
ter, cellphone, smart card, contact card and/or contact-
less cars (e.g. NFC card). That is, M users can com-
prise a respective decryption key which can be stored
on the user’s respective decryption key storage unit or
on the user’s respective user device comprising a de-
cryption key storage unit. Each of the decryption key
storage units can be a stand-alone memory component
that can store a decryption key. Alternatively, each of
the decryption key storage units can be part of a re-
spective memory component that can store, among
other data, a decryption key of the M decryption keys.
In some embodiments, each decryption key storage
unit can be integrated in or comprised by a smart card
(e.g. a contact or contactless card, such as, a near field
communication (NFC) card). Furthermore, each smart
card can be owned by (i.e. correspond to) a respective
user.
[0201] In some embodiments, providing each of the
at least N data element shares in an encrypted state to
the device can comprise providing at least N encrypted
data element shares to the device. That is, in some
embodiments, the at least N encrypted data element
shares, can be a subset of the M encrypted data ele-
ment shares generate by the first data processing unit.
In other words, the at least N encrypted data element
shares correspond to respective data element shares
that were encrypted using a respective encryption key
of the M encryption keys, as discussed with respect to
the method according to the first aspect of the present
invention.
[0202] As discussed, the M encrypted data element
shares can be stored on M data share storage units,
respectively. In such embodiments, providing each of
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the at least N data element shares in an encrypted
state to the device can comprise providing from each
of at least N data share storage units the encrypted
data element share stored therein to the device.
[0203] Alternatively or additionally, as discussed, the
M encrypted data element shares can be stored all in a
database In such embodiments, providing each of the
at least N data element shares in an encrypted state to
the device can comprise providing from the database at
least N encrypted data element shares stored therein to
the device.
[0204] Further, the determining method comprises
providing at least N decryption keys to the device,
wherein each of the at least N decryption keys corre-
sponds to a respective encryption key used to generate
the at least N encrypted data element shares that are
provided to the device. This can be advantageous for
being able to decrypt the encrypted data element
shares in a computationally feasible way. In some em-
bodiments, first the N encrypted data element shares
can be provided and based thereon the corresponding
N decryption keys can be provided to the device. Alter-
natively, firstly N decryption keys can be provided to the
device and then the N encrypted data element shares
that can be decrypted with the provided N decryption
keys can be provided to the device. Alternatively still,
the N decryption keys and N encrypted data element
shares can be provided in pairs, each pair comprising
one decryption key and the corresponding encrypted
data element share.
[0205] The at least N of M decryption keys can be
provided to the device from the respective decryption
key storage unit.
[0206] Furthermore, the step of providing at least N
decryption keys to the device can preferably comprise
providing each of the at least N decryption keys to the
device through a secure communication channel, re-
spectively. This can increase the difficulty of the de-
cryption keys being received by devices other than the
device.
[0207] For example, in some embodiments, each of
the at least N decryption keys can be provided to the
device in an encrypted state, such that, only the device
comprises the required decryption key. This can miti-
gate the man-in-the middle attacks.
[0208] In some embodiments, the step of providing at
least N decryption keys to the device can comprise
providing each of the at least N decryption keys with a
corresponding digital certificate, such as, a X.509 certi-
ficate. Digital certificates are particularly advantageous
for proving the ownership of a decryption key and/or
the authenticity of the sender of the decryption key.
Typically, digital certificates are issued by a third-party
entity, also referred to as a certificate authority (CA)
that is known and trusted by the communicating par-
ties.
[0209] Further, the determining method may com-
prise providing at least N computing units. Each of the

at least N computing units can correspond to a respec-
tive user or be part of a respective user device corre-
sponding to a respective user. The computing unit may
be a single processor or a plurality of processors, and
may be, a CPU (central processing unit), GPU (graphi-
cal processing unit), DSP (digital signal processor),
APU (accelerator processing unit), ASIC (application-
specific integrated circuit), ASIP (application-specific
instruction-set processor) or FPGA (field programable
gate array).
[0210] Each of the at least N computing units can be
configured to access a respective decryption key sto-
rage unit. Thus, each of the at least N computing units
can be configured to receive a decryption key stored on
the respective decryption key storage unit. This can
facilitate providing at least N decryption keys to the
device and/or the each of the computing units decrypt-
ing a respective encrypted data element share.
[0211] Each of the at least N computing unit can be
configured to access a respective data share storage
unit that that stores the encrypted data element share
which decryption key is stored on the decryption key
storage unit, that the computing unit is configured to
access. In other words, the computing unit can be con-
figured to receive a decryption key from a respective
decryption key storage unit that it can access. In addi-
tion, the computing unit can be configured to receive a
corresponding encrypted data element share by acces-
sing a respective data share storage unit. That is, the
encryption key storage unit and the data share storage
unit that can be accessed by the same processing unit
can be configured to store a decryption key and an
encrypted data element share, respectively, which cor-
respond to each other. This is particularly advanta-
geous if the M encrypted data element shares are
stored on the M separate data storage units.
[0212] Alternatively or additionally, the computing unit
can be configured to access the database and receive
the corresponding encrypted data element share from
the database. This is particularly advantageous if the M
encrypted data element shares are stored on the data-
base.
[0213] In some embodiments, the device can gener-
ate one temporary encryption key and one correspond-
ing temporary decryption key.
[0214] Further, the device can provide the temporary
encryption key to each of at least N out of M data sto-
rage units and/or to the database. This can be advanta-
geous as it can allow a user device (e.g. the computing
unit) to receive the temporary encryption key.
[0215] In general, the device can output the tempor-
ary encryption key. However, the device can be config-
ured not to output the temporary decryption key. Prefer-
ably, the device can be configured to securely store the
temporary decryption key.
[0216] Each of the at least N computing units can
receive from the decryption key storage unit, that the
respective computing unit is configured to access, the
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decryption key stored therein. Each of the at least N
computing units can further receive from the data share
storage unit, that the respective computing unit is con-
figured to access, the encrypted data element share
stored therein. Alternatively, each of the at least N com-
puting units unit can receive from the database an en-
crypted data element share corresponding to the re-
ceived decryption key. Further, each of the at least N
computing units can decrypt the received encrypted
data element share using the received decryption key
to obtain a data element share in an unencrypted state.
Furthermore, each of the at least N computing units
can receive the temporary encryption key generated
by the device. Using the temporary encryption key,
each of the at least N computing units can encrypt the
data element share to generate a respective temporary
data element share.
[0217] This can be advantageous, as the data ele-
ment shares can be provided to the device, without the
need of providing any decryption key to the device.
[0218] Furthermore, the computing unit can comprise
a tamperproof (i.e. secure) microcontroller. For exam-
ple, the computing unit can comprise a microcontroller
from the NXP SmartMX secure microcontroller family,
e.g. the NXP P71. The use of secure microcontrollers
can be particularly advantageous for executing security
sensitive tasks, such as, storing the decryption keys
and/or decrypting the encrypted data element shares
as discussed above. This way the data element shares
in an unencrypted state can only be present (i.e. live) in
a secure environment. The secure microcontroller, can
be configured to provide hardware and software solu-
tions to mitigate malware presence, side channel at-
tacks and brute-force attacks.
[0219] Thus, in some embodiments, providing at
least N of M of the data element shares in an unen-
crypted state can comprise providing at least N tempor-
ary encrypted data element shares to the device, and
unencrypting each of the at least N temporary en-
crypted data element share on the device and thus
obtaining the at least N data element shares in an un-
encrypted state. Again, these embodiments can pro-
vide increased security as they do not require providing
decryption keys to the device. Instead, only encryption
keys (which generally can be made public without com-
promising security) can be transferred.
[0220] In the above, one temporary encryption key
and one corresponding temporary decryption key were
generated. Alternatively, the device may generate at
least N temporary encryption keys and at least N corre-
sponding temporary decryption keys. That is, for each
of the at least N computing units (or user devices) a
respective and unique temporary encryption key can
be generated.
[0221] Similarly, the determining method can com-
prise the device providing a respective temporary en-
cryption key to each of at least N out of M data storage
units and/or to the database. Again, the device can out-

put only the temporary encryption keys while securely
storing the temporary decryption keys.
[0222] Each of the at least N computing units can
receive from the decryption key storage unit, that the
respective computing unit is configured to access, the
decryption key stored therein. Each of the at least N
computing units can further receive from the data share
storage unit, that the respective computing unit is con-
figured to access, the encrypted data element share
stored therein. Alternatively, each of the at least N com-
puting units unit can receive from the database an en-
crypted data element share corresponding to the re-
ceived decryption key. Further, each of the at least N
computing units can decrypt the received encrypted
data element share using the received decryption key
to obtain a data element share in an unencrypted state.
Furthermore, each of the at least N computing units
can receive the temporary encryption key generated
by the device. Using the temporary encryption key,
each of the at least N computing units can encrypt the
data element share to generate a respective temporary
data element share.
[0223] This can be advantageous, as the data ele-
ment shares can be provided to the device, without the
need of providing any decryption key to the device.
[0224] Furthermore, the computing unit can comprise
a tamperproof (i.e. secure) microcontroller. For exam-
ple, the computing unit can comprise a microcontroller
from the NXP SmartMX secure microcontroller family,
e.g. the NXP P71. The use of secure microcontrollers
can be particularly advantageous for executing security
sensitive tasks, such as, storing the decryption keys
and/or decrypting the encrypted data element shares
as discussed above. This way the data element shares
in an unencrypted state can only be present (i.e. live) in
a secure environment. The secure microcontroller, can
be configured to provide hardware and software solu-
tions to mitigate malware presence, side channel at-
tacks and brute-force attacks.
[0225] Thus, in some embodiments, providing at
least N of M of the data element shares in an unen-
crypted state can comprise providing at least N tempor-
ary encrypted data element shares to the device, and
unencrypting each of the at least N temporary en-
crypted data element share on the device and thus
obtaining the at least N data element shares in an un-
encrypted state. Again, these embodiments can pro-
vide increased security as they do not require providing
decryption keys to the device. Instead, only encryption
keys (which generally can be made public without com-
promising security) can be transferred. Furthermore, in
such embodiments, unique temporary encryption and
temporary decryption keys are used for each encrypted
data element share. This can be advantageous as N
decryption keys (instead of one) need to be obtained
by an unauthorized party to obtain the data element.
[0226] As discussed above, in some embodiments of
the method, the data element can be determined with-

5

10

15

20

25

30

35

40

45

50

55



20

37 EP 3 860 038 B1 38

out communicating decryption keys to the recovery de-
vice. This can be achieved by the use of temporary
encryption keys and temporary decryption keys gener-
ated by the recovery device. In other embodiments,
recovering the secret without communicating the de-
cryption keys can be achieved using a factory shared
secret. More particularly, the recovery device and each
of the computing units can comprise a factory shared
secret in common. The factory shared secret can be
provided to the recovery device and to each of the
computing units (or to a device comprising the comput-
ing units, e.g., to the user device) during the manufac-
turing of the recovery device and the computing units.
In addition, the factory shared secret may be provided
to the backup device. In general, the factory shared
secret can be unique to a group of devices, comprising
at least one of the backup device, the recovery device,
the computing units and the user devices. The factory
shared secret can increase security of the communica-
tion between the said devices. More particularly, the
factory shared secret can be used to encrypt data com-
municated from one device to the other, e.g., from the
recovery device to the computing units and vice versa.
For example, a symmetric encryption scheme (e.g.,
AES) can be used.
[0227] This can further alleviate the need to generate
and communicate temporary encryption keys and tem-
porary decryption. Instead, each of the N computing
units may encrypt the respective share with the factory
share secret using a symmetric encryption scheme.
Then, each of the N computing units may provide the
respective factory-secret-encrypted share with the fac-
tory shared secret to the recovery device. The recovery
device, which can already comprise the factory shared
secret, can decrypt the factory -secret-encrypted share
to generate N shares of the secret in an unencrypted
state.
[0228] The factory shared secret can be provided in-
side a respective secure enclave that can be comprised
by the backup device, recovery device, computing units
and/or the respective devices comprising the comput-
ing units. For example, the factory shared secret can
be provided inside a self-encrypted memory and/or
hardware-based key manager.
[0229] In some embodiments, the temporary encryp-
tion keys and the factory shared secret can be used on
top of each other for enhanced security. That is, the
shares can be encrypted using both the temporary en-
cryption keys and the factory shared secret.
[0230] As discussed, the M decryption keys respec-
tively corresponding to the M encryption keys used to
encrypt respective data element shares to obtain the
encrypted data element shares can be stored on re-
spective decryption key storage units. Each of the de-
cryption key storage units can be external to the de-
vice.
[0231] Furthermore, the M data share storage units,
each configured to store a respective encrypted data

element share, can be external to the device.
[0232] Further still, the database configured to store
the M encrypted data element shares, can be external
to the device.
[0233] Further still, each of the at least N computing
units can be external to the device.
[0234] Furthermore, for each computing unit, the re-
spective computing unit and the respective decryption
key storage unit, that the computing unit is configured
to access, are integrated into a single device, such as,
in a user device.
[0235] In some embodiments, the device may exe-
cute an authentication protocol prior to transferring data
with an external device. That is, before sending data to
an external device the device can execute an authenti-
cation protocol to verify the identity of the external de-
vice. Similarly, before receiving data from an external
device the recovery data processing can execute an
authentication protocol to verify the identity of the ex-
ternal device. The external device can be each of the
decryption key storage units, each of the data share
storage units, the database, each of the data storage
units, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.
[0236] Thus, the device can communicate only with
authenticated devices. As such, an un-authorized de-
vice may not send and/or receive data to/from the de-
vice. This can decrease the risk of an un-authorized
device breaching the security of the device.
[0237] Different authentication protocols can be exe-
cuted by the device for authenticating an external de-
vice, such as, each of the decryption key storage units,
each of the data share storage units, the database,
each of the data storage units, each of the user de-
vices, each of the computing units, as discussed in the
respective embodiments above. That is, the present
invention is not limited to a particular authentication
protocol. For example, the authentication protocol that
can be executed by the device can be based on a
password authentication protocol (PAP), challenge-
handshake authentication protocol (CHAP), extensible
authentication protocol (EAP), authentication-authori-
zation-accounting (AAA) architecture protocols, such
as, terminal access controller access-control system
(TACACS), Extended TACACS, TACACS+, remote
authentication dial-in user service (RADIUS), diameter
protocol, Kerberos protocol, RFID authentication proto-
cols, physical unclonable function (PUF) based authen-
tication or any combination thereof.
[0238] Typically, authentication of the external device
by the device can be based on a challenge-response
authentication, wherein the device can provide a chal-
lenge to the external device and the external device is
required to provide a valid response to the challenge to
be authenticated.
[0239] Similarly, the external device can execute an
authentication protocol (e.g. any of the above-men-
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tioned authentication protocols) for authenticating the
device before sending and/or receiving data to/from
the device. In such embodiments, the external device
can send a challenge to the device and the device is
required to provide a valid response to the challenge to
be authenticated.
[0240] In some embodiments, only upon successful
authentication of the external device by the device an-
d/or the device by the external device, communication
between the external device and the device may initi-
ate. Again, for the sake of brevity, the term external
device is used in the above to refer to any of each of
the decryption key storage units, each of the data share
storage units, the database, each of the data storage
units, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.
[0241] In some embodiments, the determining meth-
od can be a computer implemented method. This can
allow the automation of determining the data element.
That is, the determining method can be implemented
as a set of computer-instructions which can be carried
out by one or more processing devices, one of each
being the device.
[0242] In a further aspect, the present invention re-
lates to a forth computer program comprising instruc-
tions which, when the program is executed by a device,
causes the device to determine a data element based
on at least N of M data element shares, wherein N is an
integer greater than or equal to 1, and smaller than or
equal to M and M is an integer greater than 1, accord-
ing to the determining method according to any of the
preceding determining method embodiments.
[0243] In a further aspect, the present invention re-
lates to a fifth computer program comprising instruc-
tions which, when the program is executed by a device
causes the device to carry out or facilitate the steps of
the determining method according to any of the preced-
ing determining method embodiments.
[0244] In some embodiments, providing at least N of
M of the data element shares in an unencrypted state
can comprises providing to the device at least N of M of
the data element shares in an unencrypted state,
wherein N is an integer greater than or equal to 1, and
smaller than or equal to M.
[0245] The method can further comprise the device
carrying out a digital signature functionality using the
data element after determining the data element. In
such embodiments the data element can comprise a
private key.
[0246] In some embodiments, as discussed, the de-
vice can be different from the first data processing unit.
That is, the device can be a recovery data processing
unit.
[0247] It will be noted that for the sake of brevity, the
device can also be referred to as a recovery device.
Throughout the text, the terms recovery device and de-
vice are used interchangeably.

[0248] Alternatively, the device can be the first data
processing unit. That is, the first data processing unit
can be used to facilitate the backup and determining
the data element.
[0249] In such embodiments, providing at least N of
M of the data element shares in an unencrypted state
can comprises providing a data element share from a
respective password protected storage to the first data
processing unit.
[0250] Furthermore, providing a data element share
from a respective password protected storage to the
first data processing unit can comprise a user device
executing a computer program, the computer program
comprising instructions for receiving the data element
share stored in the password protected storage using a
respective computer program specific password, the
user device executing said instructions and receiving
the data element share and the user device providing
the data element share to the first data processing unit.
Thus, the data element shares can be provided auto-
matically to the first data processing unit.
[0251] In some embodiments of the determining
method, providing at least N of M of the data element
shares in an unencrypted state comprises providing to
the recovery data processing unit at least N of M of the
data element shares in an unencrypted state, wherein
N is an integer greater than or equal to 1, and smaller
than or equal to M.
[0252] In a further aspect, the present invention com-
prises a determining system comprising a device con-
figured to obtain at least N of M data element shares in
an unencrypted state related to a data element, where-
in M is an integer greater than 1 and N is an integer
greater than or equal to 1, and smaller than or equal to
M. Further, the device can be configured to determine
the data element based on the at least N data element
shares in the unencrypted state.
[0253] The device can comprise a processing unit,
such as, a microcontroller, preferably a tamperproof
(i.e. secure) microcontroller. For example, the device
can comprise a microcontroller from the NXP SmartMX
secure microcontroller family, e.g. the NXP P71. The
use of secure microcontrollers can be particularly ad-
vantageous for executing security sensitive tasks, such
as, determining the data element based on the at least
N data element shares. This way the data element and
the data element shares can only be present (i.e. live)
in a secure environment. The secure microcontroller,
can be configured to provide hardware and software
solutions to mitigate malware presence.
[0254] For example, the secure microcontroller can
be sandboxed from the rest of the device (e.g. from I/O
interfaces of the device). More particularly, the secure
microcontroller can be configured to send/receive data
only upon successful authentication of the sender/re-
ceiver. Furthermore, it can be configured to only exe-
cute a limited amount of instructions, e.g., generating
the data element based on the at least N data element
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shares. Furthermore, it can be configured to output the
data element shares only in the encrypted state. Thus,
even under malware presence the secrecy of the data
element can be still preserved during recovery. The
secure microcontroller can be configured to prevent
malware from providing instructions to the secure mi-
crocontroller and/or from receiving the data element
and/or the data element shares in an unencrypted
state.
[0255] Furthermore, the secure microcontroller can
be configured to mitigate side channel attacks, such
as, through outside electricity consumption measures.
Further still, the secure microcontroller can be config-
ured to be resistant to brute-force attacks. For example,
the secure microcontroller may auto destroy (e.g. reset,
clear all of its memories) after a limited number of failed
authentications.
[0256] It will be understood, that any available secure
microcontroller can be used with the present invention,
such as the NXP P71 secure microcontroller.
[0257] In addition, the device may comprise a gener-
al processing unit configured to carry out general tasks
not impacting the security of the data element, such as,
sending and receiving encrypted data element shares
and/or temporary encryption keys to/from external de-
vices that are external to the device.
[0258] That is, the secure microcontroller can be con-
figured to execute tasks related to data from which the
data element can be determined, such as, the data ele-
ment and the data element shares in an unencrypted
state and the general processing unit can be configured
to execute tasks related to data from which the data
element cannot be determined, such as, the temporary
encryption keys and the encrypted data element
shares. Furthermore, the device can be configured to
execute all the tasks related to data from which the
data element can be determined on the secure micro-
controller.
[0259] The device may further comprise a memory
device, preferably a secure memory device, such as, a
self-encrypted memory. The use of a secure memory
device can be particularly advantageous for storing de-
cryption keys, temporary decryption key(s), the data
element and the data element shares in a secure man-
ner. For example, the secure memory can be config-
ured to only be accessed by the secured microcontrol-
ler discussed above.
[0260] In addition, the device may comprise a gener-
al memory device, which can be configured to store
data from which the data element cannot be deter-
mined, such as, temporary encryption keys and/or
computer instructions.
[0261] Put simply, the device may comprise a secure
portion which can comprise hardware-based and soft-
ware-based security features. The secure portion,
which can comprise one or more secure microcontroller
and/or one or more secure memory devices, can be
advantageous particularly for processing and/or storing

data from which the data element can be determined.
Thus, the secure portion can facilitate hiding the data
element.
[0262] The device can comprise at least one hard-
ware accelerator, and is preferably configured to in-
crease the efficiency of executing at least one of asym-
metric public/private key algorithm such as, and not
limited to, RSA, ECC P256k1, ECC P256r1, X25519,
Shamir’s secret sharing algorithm, Elliptic Curve Cryp-
tographic Digital Signature Algorithm (ECDSA), key de-
rivation algorithm (e.g. adapted KDF - BIP 32) and SHA
1, SHA 256. That is, the device can be customized to
efficiently execute cryptographic algorithms.
[0263] The device can comprise an external commu-
nication component configured to facilitate sending an-
d/or receiving data to/from a device external to the de-
vice. This can be particularly advantageous as it can
facilitate providing the at least
[0264] N data element shares to the device. The ex-
ternal communication component may comprise one or
more I/O device or interface.
[0265] The device can comprise an internal commu-
nication component which can be configured to allow
the internal components of the device to communicate
with each other. That is, the device can comprise one
or more processors, one or more microcontrollers, one
or more memory components, one or more I/O devices
or interfaces and one or more accelerators which can
transfer data between each other through the internal
communication component. Typically, the internal com-
munication component can comprise a bus connection
that can interconnect and facilitate synchronizing the
communication between two or more internal compo-
nents of the device.
[0266] The device may comprise an input user inter-
face which can facilitate a user of the device to provide
at least one input, e.g. an instruction, to the device. The
input user interface may comprise a button, a keypad,
keyboard, number pad, mouse or any combination
thereof.
[0267] The device can comprise an output user inter-
face configured to provide indications to the user of the
device.
[0268] The device can be configured to execute a
data decryption routine, such as, an asymmetric de-
cryption routine. The data decryption routine can be a
computer program comprising instructions which, when
the program is executed by a computer can cause the
computer to decrypt encrypted data. Thus, when the
data decryption routine is executed by the device, one
or more data element shares in an encrypted state can
be decrypted.
[0269] As discussed, the device may comprise a
memory device. The memory device can be configured
to store computer instructions of at least one data de-
cryption routine. This can facilitate automating the de-
cryption of the data element shares in an encrypted
state by the device.
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[0270] The device can be configured to execute a
data recovery routine based on a secret sharing
scheme, e.g., a Shamir’s secret sharing scheme. That
is, the device can be configured to execute a data re-
covery routine for determining the secret based on at
least N data element shares. In general, the data re-
covery routine can be a computer program comprising
instructions which, when the program is executed by a
computer, can cause the computer to recover the origi-
nal data from N shares generated based on the original
data. Thus, when the data recovery routine is executed
by the device, the data element can be determined
based on the at least N data element shares of the
secret. For example, the recovery routine may be a
routine configured to calculate one or more constants
of a polynomial of degree N‑1, based on at least N
points of the polynomial, and based thereon calculate
a point of the polynomial wherein the data element is
mapped, and based thereon determine the data ele-
ment.
[0271] As discussed, the device may comprise a
memory device. The memory device can be configured
to store computer instructions of at least one data re-
covery routine. This can facilitate automating the deter-
mination of the data element.
[0272] The determining system may further comprise
at least N separate decryption key storage units, each
configured to store a respective decryption key. That is,
the decryption key can be stored on a distributed man-
ner. This can be particularly advantageous as it can
allow each decryption key to be assigned or belong to
a user.
[0273] The device can be configured to at least re-
ceive data from each of the decryption keys storage
units. This can facilitate providing at least N decryption
keys to the device.
[0274] The determining system can further comprise
a secure data communication channel between the de-
vice and each of the decryption key storage units. This
can increase the difficulty of the decryption keys being
received by devices other than the device.
[0275] The device can be configured to receive a re-
spective decryption key from each of the M decryption
key storage units, respectively. This can facilitate the
device decrypting at least N encrypted data element
shares to obtain N data element shares in an unen-
crypted state.
[0276] Further the determining system can comprise
at least N separate data share storage units configured
to store a respective encrypted data element share.
Thus, the determining system can be configured to
store the encrypted data element shares required to
determine the data element in a distributed manner.
[0277] The device can be configured to at least re-
ceive data from each of the at least N data share sto-
rage units. This can facilitate providing each of the at
least N encrypted data element shares to the device.
[0278] The determining system can further comprise

a respective data communication channel between the
device and each of the at least N data share storage
units. This can facilitate transferring data between the
device and each of the data share storage units.
[0279] The device can be configured to receive a re-
spective encrypted data element share from each of
the at least N data share storage units, respectively.
This can facilitate the device obtaining at least N data
element shares.
[0280] The determining system can further comprise
a database configured to store a plurality of encrypted
data element shares, preferably M encrypted data ele-
ment shares. That is, the M encrypted data element
share can be centrally stored on a database.
[0281] The device can be configured to at least re-
ceive data from the database. Thus, at least N en-
crypted data element shares can be received by the
device directly from the database.
[0282] The determining system can further comprise
a data communication channel between the device and
the database. This can facilitate transferring data from
the database to the device.
[0283] The device can be configured to receive at
least N encrypted data element shares from the data-
base.
[0284] The device can be configured to generate at
least one pair of cryptographic keys, wherein each pair
comprises one temporary encryption key and one tem-
porary decryption key.
[0285] Further, the determining system may com-
prise at least N computing units. Each of the at least N
computing units can correspond to a respective user or
be part of a respective user device corresponding to a
respective user. The computing unit may be a single
processor or a plurality of processors, and may be, a
CPU (central processing unit), GPU (graphical proces-
sing unit), DSP (digital signal processor), APU (accel-
erator processing unit), ASIC (application-specific inte-
grated circuit), ASIP (application-specific instruction-set
processor) or FPGA (field programable gate array).
[0286] Each of the at least N computing units can be
configured to access a respective decryption key sto-
rage unit. Thus, each of the at least N computing units
can be configured to receive a decryption key stored on
the respective decryption key storage unit. This can
facilitate providing at least N decryption keys to the
device and/or the each of the computing units decrypt-
ing a respective encrypted data element share.
[0287] Each of the at least N computing unit can be
configured to access a respective data share storage
unit that that stores the encrypted data element share
which decryption key is stored on the decryption key
storage unit, that the computing unit is configured to
access. In other words, the computing unit can be con-
figured to receive a decryption key from a respective
decryption key storage unit that it can access. In addi-
tion, the computing unit can be configured to receive a
corresponding encrypted data element share by acces-
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sing a respective data share storage unit. That is, the
encryption key storage unit and the data share storage
unit that can be accessed by the same processing unit
can be configured to store a decryption key and an
encrypted data element share, respectively, which cor-
respond to each other. This is particularly advanta-
geous if the M encrypted data element shares are
stored on the M separate data storage units.
[0288] Alternatively or additionally, the computing unit
can be configured to access the database and receive
the corresponding encrypted data element share from
the database. This is particularly advantageous if the M
encrypted data element shares are stored on the data-
base.
[0289] Each of the at least N computing units can
configured to receive a temporary encryption key from
the device. This can be advantageous as it can allevi-
ate the need of providing at least N decryption keys to
the device.
[0290] Each of the at least N computing units can be
configured to receive from the decryption key storage
unit, that the respective computing unit is configured to
access, the decryption key stored therein. Each of the
at least N computing units can further be configured to
receive from the data share storage unit, that the re-
spective computing unit is configured to access, the
encrypted data element share stored therein. Alterna-
tively, each of the at least N computing units unit can be
configured to receive from the database an encrypted
data element share corresponding to the received de-
cryption key. Further, each of the at least N computing
units can be configured to decrypt the received en-
crypted data element share using the received decryp-
tion key to obtain a data element share in an unen-
crypted state. Furthermore, each of the at least N com-
puting units can be configured to receive the temporary
encryption key generated by the device. Using the tem-
porary encryption key, each of the at least N computing
units can be configured to encrypt the data element
share to generate a respective temporary data element
share.
[0291] This can be advantageous, as the data ele-
ment shares can be provided to the device, without the
need of providing any decryption key to the device.
[0292] Furthermore, the computing unit can comprise
a tamperproof (i.e. secure) microcontroller. For exam-
ple, the computing unit can comprise a microcontroller
from the NXP SmartMX secure microcontroller family,
e.g. the NXP P71. The use of secure microcontrollers
can be particularly advantageous for executing security
sensitive tasks, such as, storing the temporary decryp-
tion key(s) and/or decrypting the encrypted data ele-
ment shares as discussed above. This way the data
element shares in an unencrypted state can only be
present (i.e. live) in a secure environment. The secure
microcontroller, can be configured to provide hardware
and software solutions to mitigate malware presence,
side channel attacks and brute-force attacks.

[0293] Further, each of the at least N computing units
can be configured to provide the temporary encrypted
data element share that it is configured to generate to
the device. Again, these embodiments can provide in-
creased security as they do not require providing de-
cryption keys to the device. Instead, only encryption
keys (which generally can be made public without com-
promising security) can be transferred.
[0294] In embodiments wherein the decryption key
data storage units are provided, each of the decryption
key storage units can be external to the device. That is,
the decryption keys can correspond to devices that are
external to the device.
[0295] In embodiments wherein the data share sto-
rage units are provided, each of the data share storage
units can be external to the device. Thus, the encrypted
data element shares can be stored on a distributed
manner and externally to the device.
[0296] In embodiments wherein the database is pro-
vided, the database can be external to the device.
[0297] In embodiments wherein the computing units
are provided, each computing unit can be external to
the device.
[0298] Moreover, for each computing unit, the re-
spective computing unit and the respective decryption
key storage unit, that the computing unit is configured
to access, can be integrated into a single device. The
said single devices can be part of a respective user
device.
[0299] The data element can comprise digital data to
be protected.
[0300] Alternatively, the data element can comprise
an encryption key used to encrypt digital data to be
protected. This can be advantageous particularly if the
data to be protected comprise a large size. Instead of
securing the entire data, instead they can be encrypted
with an encryption key (which is different from the M
encryption keys discussed above) and the encryption
key can be secured instead.
[0301] The data element can comprise a crypto-
graphic key, such as, a private key associated with a
block within a blockchain. The data element can com-
prise a cryptographic key, such as, a private key asso-
ciated with one or more cryptographic assets. The data
element can comprise a cryptographic key, such as, a
private key associated with one or more cryptocurrency
units.
[0302] The data element can comprise a crypto-
graphic key, such as, a master private key. The master
private key can be used to derive cryptographic keys.
Additionally or alternatively, the master private key is
used for digital signature functionalities.
[0303] The device can be configured to execute an
authentication protocol prior to transferring data with
an external device. That is, before sending data to an
external device the device can execute an authentica-
tion protocol to verify the identity of the external device.
Similarly, before receiving data from an external device
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the recovery data processing can execute an authenti-
cation protocol to verify the identity of the external de-
vice. The external device can be each of the encryption
key storage units, each of the data share storage units,
the database, each of the data storage units, each of
the user devices, each of the computing units, as dis-
cussed in the respective embodiments above.
[0304] The determining system can be configured to
carry out the determining method according to any of
the preceding determining method embodiments.
Furthermore, features, advantages and effects dis-
cussed with reference to the above determining meth-
od embodiments are also valid for the determining sys-
tem and vice versa.
[0305] The device can be configured to execute the
forth computer program discussed above.
[0306] Alternatively or additionally, the first data pro-
cessing unit can be configured to execute the fifth com-
puter program discussed above.
[0307] The system can further comprise a general
computing device.
[0308] The general computing device can comprise
at least one of a general central processing unit, vola-
tile and/or nonvolatile memories, interfaces configured
to interconnect the internal components of the general
computing device and interfaces for facilitating the con-
nection of the general computing device with external
devices.
[0309] The general computing device can comprise
an interface configured to facilitate a connection for
data transmission between the device and the general
computing device.
[0310] The general computing device can be config-
ured to facilitate establishing a communication channel
with at least one user device.
[0311] The general computing device can be config-
ured to facilitate establishing a communication channel
with the database.
[0312] The system can further comprise at least one
password protected storage.
[0313] The at least one password protected storage
can be provided in a respective cloud-based storage.
[0314] Furthermore, the device being configured to
obtain at least N of M data element shares in an unen-
crypted state can comprise the device being configured
to receive each of at least N data element shares in an
encrypted state and decrypt each of the at least N data
element shares in an encrypted state to obtain the at
least N data element shares in an unencrypted state.
[0315] Further still, the device being configured to
obtain at least N of M data element shares in an unen-
crypted state can comprises the device being config-
ured to receive a respective encrypted data element
share from each of the at least M data share storage
units, respectively, and decrypt each of the at least N
data element shares in an encrypted state to obtain the
at least N data element shares in an unencrypted state.
[0316] In some embodiments, the device can be a

recovery data processing unit. Alternatively, the device
can be the first data processing unit.
[0317] In a further aspect, the present invention re-
lates to a recovery data processing unit configured to
receive M data element shares in an unencrypted state
related to a data element, wherein M is an integer
greater than 1 and determine the data element based
on the at least N data element shares in the unen-
crypted state.
[0318] The recovery data processing unit can com-
prise a processing unit, such as, a microcontroller, pre-
ferably a tamperproof (i.e. secure) microcontroller. For
example, the recovery data processing unit can com-
prise a microcontroller from the NXP SmartMX secure
microcontroller family, e.g. the NXP P71. The use of
secure microcontrollers can be particularly advanta-
geous for executing security sensitive tasks, such as,
determining the data element based on the at least N
data element shares. This way the data element and
the data element shares can only be present (i.e. live)
in a secure environment. The secure microcontroller,
can be configured to provide hardware and software
solutions to mitigate malware presence.
[0319] For example, the secure microcontroller can
be sandboxed from the rest of the recovery data pro-
cessing unit (e.g. from I/O interfaces of the recovery
data processing unit). More particularly, the secure mi-
crocontroller can be configured to send/receive data
only upon successful authentication of the sender/re-
ceiver. Furthermore, it can be configured to only exe-
cute a limited amount of instructions, e.g., generating
the data element based on the at least N data element
shares. Furthermore, it can be configured to output the
data element shares only in the encrypted state. Thus,
even under malware presence the secrecy of the data
element can be still preserved during recovery. The
secure microcontroller can be configured to prevent
malware from providing instructions to the secure mi-
crocontroller and/or from receiving the data element
and/or the data element shares in an unencrypted
state.
[0320] Furthermore, the secure microcontroller can
be configured to mitigate side channel attacks, such
as, through outside electricity consumption measures.
Further still, the secure microcontroller can be config-
ured to be resistant to brute-force attacks. For example,
the secure microcontroller may auto destroy (e.g. reset,
clear all of its memories) after a limited number of failed
authentications.
[0321] It will be understood, that any available secure
microcontroller can be used with the present invention,
such as the NXP P71 secure microcontroller.
[0322] In addition, the recovery data processing unit
may comprise a general processing unit configured to
carry out general tasks not impacting the security of the
data element, such as, sending and receiving en-
crypted data element shares and/or temporary encryp-
tion keys to/from external devices that are external to
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the recovery data processing unit.
[0323] That is, the secure microcontroller can be con-
figured to execute tasks related to data from which the
data element can be determined, such as, the data ele-
ment and the data element shares in an unencrypted
state and the general processing unit can be configured
to execute tasks related to data from which the data
element cannot be determined, such as, the temporary
encryption keys and the encrypted data element
shares. Furthermore, the recovery data processing unit
can be configured to execute all the tasks related to
data from which the data element can be determined
on the secure microcontroller.
[0324] The recovery data processing unit may further
comprise a memory device, preferably a secure mem-
ory device, such as, a self-encrypted memory. The use
of a secure memory device can be particularly advanta-
geous for storing decryption keys, temporary decryp-
tion key(s), the data element and the data element
shares in a secure manner. For example, the secure
memory can be configured to only be accessed by the
secured microcontroller discussed above.
[0325] In addition, the recovery data processing unit
may comprise a general memory device, which can be
configured to store data from which the data element
cannot be determined, such as, temporary encryption
keys and/or computer instructions.
[0326] Put simply, the recovery data processing unit
may comprise a secure portion which can comprise
hardware-based and software-based security features.
The secure portion, which can comprise one or more
secure microcontroller and/or one or more secure
memory devices, can be advantageous particularly for
processing and/or storing data from which the data ele-
ment can be determined. Thus, the secure portion can
facilitate hiding the data element.
[0327] The recovery data processing unit can com-
prise at least one hardware accelerator, and is prefer-
ably configured to increase the efficiency of executing
at least one of asymmetric public/private key algorithm
such as, and not limited to, RSA, ECC P256k1, ECC
P256r1, X25519, Shamir’s secret sharing algorithm, El-
liptic Curve Cryptographic Digital Signature Algorithm
(ECDSA), key derivation algorithm (e.g. adapted KDF -
BIP 32) and SHA 1, SHA 256. That is, the recovery
data processing unit can be customized to efficiently
execute cryptographic algorithms.
[0328] The recovery data processing unit can com-
prise an external communication component config-
ured to facilitate sending and/or receiving data to/from
a device external to the recovery data processing unit.
This can be particularly advantageous as it can facili-
tate providing the at least N data element shares to the
recovery data processing unit. The external communi-
cation component may comprise one or more I/O de-
vice or interface.
[0329] The recovery data processing unit can com-
prise an internal communication component which can

be configured to allow the internal components of the
recovery data processing unit to communicate with
each other. That is, the recovery data processing unit
can comprise one or more processors, one or more
microcontrollers, one or more memory components,
one or more I/O devices or interfaces and one or more
accelerators which can transfer data between each
other through the internal communication component.
Typically, the internal communication component can
comprise a bus connection that can interconnect and
facilitate synchronizing the communication between
two or more internal components of the recovery data
processing unit.
[0330] The recovery data processing unit may com-
prise an input user interface which can facilitate a user
of the recovery data processing unit to provide at least
one input, e.g. an instruction, to the recovery data pro-
cessing unit. The input user interface may comprise a
button, a keypad, keyboard, number pad, mouse or any
combination thereof.
[0331] The recovery data processing unit can com-
prise an output user interface configured to provide in-
dications to the user of the recovery data processing
unit.
[0332] The recovery data processing unit can be con-
figured to execute a data decryption routine, such as,
an asymmetric decryption routine. The data decryption
routine can be a computer program comprising instruc-
tions which, when the program is executed by a com-
puter can cause the computer to decrypt encrypted
data. Thus, when the data decryption routine is exe-
cuted by the recovery data processing unit, one or
more data element shares in an encrypted state can
be decrypted.
[0333] As discussed, the recovery data processing
unit may comprise a memory device. The memory de-
vice can be configured to store computer instructions of
at least one data decryption routine. This can facilitate
automating the decryption of the data element shares
in an encrypted state by the recovery data processing
unit.
[0334] The recovery data processing unit can be con-
figured to execute a data recovery routine based on a
secret sharing scheme, e.g., a Shamir’s secret sharing
scheme. That is, the recovery data processing unit can
be configured to execute a data recovery routine for
determining the secret based on at least N data ele-
ment shares. In general, the data recovery routine can
be a computer program comprising instructions which,
when the program is executed by a computer, can
cause the computer to recover the original data from N
shares generated based on the original data. Thus,
when the data recovery routine is executed by the re-
covery data processing unit, the data element can be
determined based on the at least N data element
shares of the secret. For example, the recovery routine
may be a routine configured to calculate one or more
constants of a polynomial of degree N‑1, based on at
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least N points of the polynomial, and based thereon
calculate a point of the polynomial wherein the data
element is mapped, and based thereon determine the
data element.
[0335] As discussed, the recovery data processing
unit may comprise a memory device. The memory de-
vice can be configured to store computer instructions of
at least one data recovery routine. This can facilitate
automating the determination of the data element.
[0336] The recovery data processing unit can be con-
figured to execute an authentication protocol prior to
transferring data with an external device. That is, be-
fore sending data to an external device the recovery
data processing unit can execute an authentication pro-
tocol to verify the identity of the external device. Simi-
larly, before receiving data from an external device the
recovery data processing can execute an authentica-
tion protocol to verify the identity of the external device.
The external device can be each of the encryption key
storage units, each of the data share storage units, the
database, each of the data storage units, each of the
user devices, each of the computing units, as dis-
cussed in the respective embodiments above.
[0337] The recovery data processing unit can be con-
figured to execute the forth computer program dis-
cussed above.
[0338] Alternatively or additionally, the first data pro-
cessing unit can be configured to execute the fifth com-
puter program discussed above.
[0339] The recovery data processing unit discussed
above, can correspond to the recovery data processing
unit of the above discussed determining method and
determining system. It will be understood that, features,
advantages and effects discussed with reference to the
above determining method and determining system
embodiments related to the recovery data processing
unit are also valid for the recovery data processing unit
embodiments and vice versa.
[0340] In a further aspect, the present invention re-
lated to a composite method, wherein the composite
method comprises the method according to first aspect
of the present invention and the determining method
according to any of the preceding determining method
embodiments. Furthermore, the composite method can
comprise performing the method according to the first
aspect of the present invention before the determining
method.
[0341] In a further aspect the present invention re-
lated to a composite system comprising the system ac-
cording to any of the preceding system embodiments
and the determining system according to any of the
preceding determining system embodiments. Further-
more, the composite system can be configured to carry
out the composite method.
[0342] In a further aspect, the present invention re-
lates to a method for storing a data element. The meth-
od comprises providing at least two devices, wherein
each of the at least two devices comprises an initial

key, which is identical for each of the at least two de-
vices. Further the method comprises each of the at
least two devices respectively generating the same
data element based on the initial key. In other words,
the present method can allow two devices to generate
the same data element. This can be advantageous as it
ensures that the data element is not lost even if one of
the devices gets damaged and/or lost. For example,
one of the devices can be used to utilize the data ele-
ment for cryptographic functionalities (e.g., encryption,
decryption, key derivation and/or for digital signature)
while the other device(s) can be used to recover the
data element in case the device used to utilize the data
element gets damaged and/or lost. As discussed, this
method comprises providing at least two devices,
wherein each of the at least two devices comprises an
initial key, which is identical for each of the at least two
devices. For example, the method may comprise pro-
viding the discussed devices and the devices then gen-
erating the initial keys, or providing the discussed de-
vices, and then also providing the respective initial keys
to the devices. In any case, any option resulting in the
respective devices comprising the respective initial
keys should be understood to be covered by the de-
scribed method.
[0343] In some embodiments, each of the at least
two devices can comprises a secure enclave. The se-
cure enclave can be a hardware-based key manager
that can be isolated from the rest of the device, thus,
providing an extra layer of security. When data is stored
in the secure enclave, it is only handled inside the se-
cure enclave. That is, the secure enclave can generate
the data element, securely store it, and perform opera-
tions with it. Only the output of these operations, such
as, encrypted data or a cryptographic signature can be
provided outside the secure enclave. The data element
itself may never be provided outside the secure en-
clave.
[0344] In some embodiments, providing an initial key
to each of the at least two devices can comprise the at
least two devices exchanging the initial key.
[0345] In some embodiments, providing the at least
two devices, wherein each of the at least two devices
comprises an initial key, which is identical for each of
the at least two devices, can comprise exchanging data
and based thereon each of the at least two devices
generating the initial key. In other words, the initial key
itself may never be transmitted from one device to an-
other. Instead, certain parameters can be exchanged
between the devices, allowing them to perform compu-
tations on the exchanged parameters and based there-
on all of them can determine the same initial key.
[0346] In some embodiments, providing the at least
two devices, wherein each of the at least two devices
comprises an initial key, which is identical for each of
the at least two devices, can comprise the at least two
devices agreeing on the initial key. For example, each
of the at least two devices may determine the initial key
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according to a key agreement protocol. The key agree-
ment protocol can preferably be a secure key agree-
ment protocol. That is, even if the communication link
between the devices is insecure, the secure key agree-
ment protocol can be configured to make it computa-
tionally infeasible for a third party to determine the key.
[0347] The key agreement protocol can be based on
the Diffie-Hellman key agreement protocol, preferably
on the Elliptic Curve Diffie-Hellman (ECDH) key agree-
ment protocol. ECDH key agreement protocol is parti-
cularly advantageous as it can allow two devices, each
having an elliptic-curve public-private key pair, to estab-
lish a shared secret over an insecure channel.
[0348] In some embodiments, providing the at least
two devices, wherein each of the at least two devices
comprises an initial key, which is identical for each of
the at least two devices, can comprise each of the at
least two devices determining the initial key without
communicating the initial key between the at least two
devices.
[0349] In embodiments wherein each of the devices
respectively comprise a secure enclave, the initial key
can be provided inside the respective secure enclave of
each of the devices. For example, the initial key can be
determined and/or stored inside the secure enclave.
This provides further secrecy of the initial key.
[0350] In some embodiments, the method can com-
prise generating a random string.
[0351] The random string can be generated outside
the secure enclaves of the at least two devices. That is,
the random string can be generated by a random num-
ber generator that cannot be part of the secure enclave
and/or by a random number generator function that
may not be executed by the secure enclave.
[0352] Further, the method can comprise providing
the random string to the at least two devices. If the
secure enclave is provided, the random string can be
provided inside the secure enclave of each of the de-
vices.
[0353] In some embodiments, the step of each of the
at least two devices respectively generating the same
data element can comprise each of the at least two
devices executing at least two different functions to
generate the data element, wherein at least one of the
functions receives as an input the initial key. Each func-
tion can further scramble the initial key to produce the
data element, thus, enhancing the security of the data
element. It will be understood, that each device exe-
cutes the same functions such that they can all derive
the same data element.
[0354] Executing at least two different functions to
generate the data element can comprises executing a
first function before executing a second function,
wherein the second function receives as input the re-
sults of the first function.
[0355] The first function can receive as input the initi-
al key and the random string and can output a result
based on an operation performed on the initial key and

on the random string. In other words, the first function
combines the initial key with the random string, thus
making it harder for a third party to determine the data
element.
[0356] In some embodiments, the first function can
comprise concatenating the random string with the initi-
al key.
[0357] The second function can comprise a hash
function. Using a hash function can be advantageous
as it can allow generating a data element with a fixed
size, irrespective of the size of the initial key and/or of
the random string.
[0358] The second function can comprise an encryp-
tion function. The encryption can be performed alterna-
tively or additionally to the hashing function. For exam-
ple, the results of the first function can be encrypted
before hashing.
[0359] In some embodiments, the step of each of the
at least two devices respectively generating the same
data element can comprise each of the at least two
devices executing a concatenating function.
[0360] In some embodiments, the step of each of the
at least two devices respectively generating the same
data element can comprise each of the at least two
devices executing a hashing function.
[0361] In some embodiments, the step of each of the
at least two devices respectively generating the same
data element can comprise each of the at least two
devices executing an encryption function.
[0362] Preferably, the step of generating the data ele-
ment based on the initial key can be carried out by
each respective secure enclave of the at least two de-
vices. It can be particularly advantageous to generate
the data element inside the secure enclave. This can
ensure that the data element only lives inside the se-
cure enclave of each device, hence, majorly enhancing
security.
[0363] In some embodiments, the at least two de-
vices can comprise an identical factory shared secret.
The factory shared secret can be specific only to the at
least two devices. That is, a group of devices can all
comprise the same factory shared secret and this fac-
tory shared secret can be unique to the group of de-
vices. For example, a plurality of devices provided to a
certain user may all comprise the same factory shared
secret.
[0364] The factory shared secret can be utilized to
encrypt communication between the at least two de-
vices. This can be advantageous as it alleviates the
need for the devices to exchange encryption keys.
[0365] In such embodiments, a symmetric encryption
scheme can be utilized to encrypt communication be-
tween the at least two devices with the factory shared
secret.
[0366] The factory shared secret can be stored within
the respective secure enclave of each of the at least
two devices. This may ensure that the factory shared
secret remains secret and may not be accessed by

5

10

15

20

25

30

35

40

45

50

55



29

55 EP 3 860 038 B1 56

another party. As such, the factory shared secret can
only live inside the secure enclave. It may never be
output outside the secure enclave.
[0367] In preferred embodiments, during the step of
providing the at least two devices, wherein each of the
at least two devices comprises an initial key, which is
identical for each of the at least two devices, each de-
vice can encrypt data using the factory shared secret
before sending them to another device. This makes the
said step more robust to eavesdropping attacks.
[0368] Preferably, the data can be encrypted with the
factory shared secret inside the respective secure en-
clave of each device. This can be particularly the case
if the factory shared secret is stored inside the secure
enclave.
[0369] In preferred embodiments, during the step of
wherein providing the at least two devices, wherein
each of the at least two devices comprises an initial
key, which is identical for each of the at least two de-
vices, each device can decrypt data using the factory
shared secret after receiving them from another device.
[0370] Preferably, the data is decrypted using the fac-
tory shared secret inside the respective secure enclave
of each device.
[0371] In some embodiments, the method can com-
prise utilizing a first device to perform at least one of
encrypting data with the data element as an encryption
key, decrypting data using the data element as a de-
cryption key, deriving cryptographic keys using the data
element as a master key, and performing digital signa-
ture functionalities using the data element. In other
words, at least one of the devices can be utilized to
perform cryptographic functionalities using the data ele-
ment, such as, the afore-mentioned functionalities.
[0372] The method can further comprise utilizing a
second device to recover the data element.
[0373] In other words, after each of the at least two
devices may generate the same data element, at least
one of them can be used to utilize the data element for
cryptographic functionalities and at least one other of
them can be used as to recover the data element in
case the device used to utilize the data element for
cryptographic functionalities becomes non-operational.
[0374] Moreover, the method can further comprise
utilizing the second device to perform the same func-
tionalities as the first device before it became non-op-
erational.
[0375] In a further aspect, the present invention re-
lates to a system comprising at least two devices each
configured to generate the same data element based
on an initial key. In other words, the present system can
allow two devices to generate the same data element.
This can be advantageous, as it ensures that the data
element is not lost even if one of the devices gets da-
maged and/or lost. For example, one of the devices
can be used to utilize the data element for crypto-
graphic functionalities (e.g., encryption, decryption, key
derivation and/or for digital signature) while the other

device(s) can be used to recover the data element in
case the device used to utilize the data element gets
damaged and/or lost.
[0376] Each of the at least two devices can comprise
at least one processing unit. This can allow the devices
to actively perform computations.
[0377] Each of the at least two devices can comprise
one or more micro-controller unit(s), such as, one or
more tamperproof micro-controller unit(s). The use of a
secure (i.e. tamperproof) micro-controller unit can be
particularly advantageous for enhancing security of the
data element.
[0378] Each of the at least two devices can com-
prises a memory component.
[0379] The memory component can be a secure
memory device, such as, a self-encrypted memory.
The use of a secure memory device can be particularly
advantageous for enhancing security of the data ele-
ment.
[0380] Each of the at least two devices can comprise
at least one hardware accelerator. The at least one
hardware accelerator can be a customized chip config-
ured to perform a particular function. The use of hard-
ware accelerators can be particularly advantageous for
increasing performance, particularly computational
speed, of the devices.
[0381] Each of the at least two devices can comprise
an external communication component. This can allow
the devices to communicate with external devices. For
example, the external communication component can
allow inter device communication.
[0382] Each of the at least two devices can com-
prises an internal communication component. This can
allow the different components of the devices to com-
municate with each other (i.e. it can allow intra-device
communication). Parts of the internal communication
component may comprise encrypted communication
channels, wherein data is always transmitted in an en-
crypted state. For example, such encrypted communi-
cation channels may link the secure microcontroller
unit(s), the secure memory device and/or the secure
enclave of the device with other components of the
device.
[0383] Each of the at least two devices comprise a
secure enclave. As discussed, this can greatly protect
the data element.
[0384] The at least two devices can comprise identi-
cal architectures. This can be advantageous, as the
devices, after generating the data element, can be uti-
lized as clones of each other.
[0385] The at least two devices can comprise a fac-
tory shared secret in common.
[0386] Each of the at least two devices can be con-
figured to receive the factory share secret, preferably,
during manufacturing.
[0387] Each of the at least two devices can be con-
figured to encrypt and decrypt data using the factory
shared secret.
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[0388] Each of the at least two devices can be con-
figured to encrypt and decrypt data using the factory
shared secret, respectively, before sending them to or
receiving them from another one of the at least two
devices.
[0389] The system can be configured to carry out the
method according to the preceding aspect of the pre-
sent invention.
[0390] At least one of the devices can be configured
to perform at least one of encrypting data with the data
element as an encryption key, decrypting data using
the data element as a decryption key, deriving crypto-
graphic keys using the data element as a master key,
and performing digital signature functionalities using
the data element. Moreover, at least another one of the
devices can be be utilized to recover the data element.
[0391] The present invention is also defined by the
following numbered embodiments.
[0392] Below, method embodiments will be dis-
cussed. These embodiments are abbreviated with the
letter M followed by a number. Whenever reference is
herein made to method embodiments, these embodi-
ments are meant.
[0393] M1. A method, the method comprising

based on a data element (50), generating M data
element shares (52), wherein M is an integer great-
er than 1;

a first data processing unit (10) encrypting each of
the M data element shares (52) with an encryption
key (42), respectively, and thus generating M en-
crypted data element shares (55), wherein each of
the encryption keys (42) corresponds to a decryp-
tion key (45), respectively.

[0394] It will be noted that the data element (50) can
also be referred to as a secret (50) and may comprise a
master private key (50). Similarly, the data element
share (52) can also be referred to as a secret share
(52) or share (52) and may refer to a share of the data
element that is in an unencrypted state. On the other
hand, the encrypted data element share (55) can also
be referred to as an encrypted secret share (55) or
encrypted share (55) and refers to a share of the data
element in an encrypted state. A first data processing
unit (10) can also be referred to as a backup device
(10). Furthermore, the term key refers to a crypto-
graphic key.

General features

[0395] M2. The method according to the preceding
embodiment, wherein the data element (50) can be de-
termined with N unencrypted data element shares (52),
where N is an integer greater than or equal to 1, and
smaller than or equal to M.
[0396] M3. The method according to any of the pre-

ceding embodiments and further comprising storing
each of the M encryption keys (42) on a separate en-
cryption key storage unit (30A), respectively.
[0397] M4. The method according to any of the pre-
ceding embodiments and further comprising at least
one of

storing each of the M encrypted data element
shares (55) on a separate data share storage unit
(30B), respectively,

storing each of the M encrypted data element
shares (55) on a database (60).

[0398] M5. The method according to any of the pre-
ceding embodiments, wherein the method comprises
the first data processing unit (10) outputting the M en-
crypted data element shares (55).

Architecture

[0399] M6. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M3 and M4, wherein the method comprises pro-
viding M data storage units (30), wherein each of the M
data storage units (30) respectively comprises

one encryption key storage unit (30A) of the sepa-
rate encryption key storage units (30A) and one
data share storage unit (30B) of the separate data
share storage units (30B),

wherein the encryption key (42) stored in the en-
cryption key storage unit (30A) of the respective
data storage unit (30) is used to generate the en-
crypted data element share (55) stored in the re-
spective data share storage unit (30B) of the re-
spective data storage unit (30).

[0400] M7. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ments M3 and M4, wherein the database (60) is exter-
nal to any of the encryption key storage units (30A).
[0401] M8. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M4, wherein the database (60) is external to any
of the data share storage units (30A).
[0402] In such embodiments, the method comprises
storing each of the M encrypted data element shares
(55) on a separate data share storage unit (30B), re-
spectively, and storing each of the M encrypted data
element shares (55) on a database (60).

Extra details

[0403] M9. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ments M4 and M5, wherein the step of the first data
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processing unit (10) outputting the M encrypted data
element shares (55) comprises at least one of

the first data processing unit (10) providing each of
the M encrypted data element shares (55) to a se-
parate data share storage unit (30B), respectively,

the first data processing unit (10) providing each of
the M encrypted data element shares (55) to the
database (60).

[0404] M10. The method according to the preceding
embodiment and with the features of embodiment M6,
wherein the step of the first data processing unit (10)
providing each of the M encrypted data element shares
(55) to a separate data share storage unit (30B), re-
spectively, comprises

the first data processing unit (10) providing to each
data storage unit (30) of the M data storage units
(30) a corresponding encrypted data element
share (55),

wherein an encrypted data element share (55) of
the M encrypted data element shares (55) corre-
sponding to a data storage unit (30) of the M data
storage units (30) means that the encryption key
(42) with which the encrypted data element share
(55) is generated is stored in the respective data
storage unit (30), such as, in the respective encryp-
tion key storage unit (30A) of the respective data
storage unit (30).

Secret sharing scheme

[0405] M11. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M2, wherein the step of based on a data element
(50), generating M data element shares (52),
is based on a secret sharing scheme, preferably a
threshold secret sharing scheme with a total number of
shares equal to M and threshold equal to N, such as,
the Shamir’s secret sharing scheme and/or the Berk-
ley’s secret sharing scheme.
[0406] It will be noted that a secret sharing scheme
can also be referred to as secret sharing, secret split-
ting or secret splitting scheme.
[0407] M12. The method according to the preceding
embodiment further comprising mapping the data ele-
ment (50) to a point of a graph represented by a poly-
nomial, wherein the polynomial has a degree of N‑1.
[0408] M13. The method according to the preceding
embodiment and further comprising generating the M
data element shares (52) based on M different points
of the graph represented by the polynomial.
[0409] M14. The method according to the preceding
embodiment wherein the point wherein the data ele-
ment (50) is mapped is different from the M different

points based on which the M data element shares (52)
are generated.
[0410] M15. The method according to any of the 3
preceding embodiments and further comprising gener-
ating the polynomial by randomly generating N - 1 coef-
ficients of the polynomial and calculating the Nth coeffi-
cient such that the point wherein the data element (50)
is mapped lies on the graph represented by the polyno-
mial.
[0411] M16. The method according to any of the pre-
ceding embodiments, wherein the step of based on a
data element (50), generating M data element shares
(52) is carried out by the first data processing unit (10).

Encryption keys

[0412] M17. The method according to any of the pre-
ceding embodiments further comprising providing to
the first data processing unit (10) M different encryption
keys (42).
[0413] M18. The method according to any of the pre-
ceding embodiments and preferably with the features
of embodiment M3, further comprising providing each
of (the) M encryption keys (42) to the first data proces-
sing unit (10), preferably from the respective encryption
key storage unit (30A).
[0414] M19. The method according to any of the pre-
ceding embodiments further comprising storing the en-
cryption keys (42) in M separate user devices (100),
respectively.
[0415] M20. The method according to the preceding
embodiment and with the features of embodiment M3,
wherein each of M user devices (100) comprises one
respective encryption key storage unit (30A).
[0416] M21. The method according to the preceding
embodiment and with the features of embodiment M6,
wherein each of the M user device (100) comprises one
respective data storage unit (30).
[0417] M22. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M17, wherein the step of providing to the first data
processing unit (10) M different encryption keys (42)
comprises
providing each encryption key with a corresponding di-
gital certificate, such as, a X.509 certificate.

Encryption algorithms

[0418] M23. The method according to any of the pre-
ceding embodiments, wherein the step of the first data
processing unit (10) encrypting each of the M data ele-
ment shares (52) with an encryption key (42)
is based on an asymmetric encryption scheme, such
as, RSA, ECC P256k1, ECC P256r1, or X25519.
[0419] M24. The method according to the preceding
embodiment, wherein the encryption key (42) is a pub-
lic key (42) and the decryption key (45) is a private key
(45).
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Decryption keys

[0420] M25. The method according to any of the pre-
ceding embodiments and further comprising storing
each of the M decryption keys (45) corresponding to
each of the M encryption keys (42), respectively, on a
separate decryption key storage unit (30C), respec-
tively.

Computing Units

[0421] M26. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M3 and M4 further comprising
providing M separate computing units (35) each con-
figured to access a respective encryption key storage
unit (30A) and at least one of

a respective data share storage unit (30B) that
stores the encrypted data element share (55)
which encryption key (42) is stored in the encryp-
tion key storage unit (30A),

the database (60).

[0422] M27. The method according to the preceding
embodiment and with the features of embodiment M25,
wherein each of the M computing units (35) is config-
ured to access a respective decryption key storage unit
(30C) wherein the decryption key (45) stored therein
corresponds to the encryption key (42) stored in the
encryption key storage unit (30A) that the computing
unit is configured to access.
[0423] M28. The method according to any of the 2
preceding embodiments and with the features of embo-
diment M3, wherein for each computing unit (35), the
respective computing unit (35) and the respective en-
cryption key storage unit (30A), that the computing unit
(35) is configured to access, are integrated into a single
device.
[0424] M29. The method according to any of the 3
preceding embodiments and with the features of embo-
diment M4, wherein for each computing unit (35), the
respective computing unit (35) and the respective data
share storage unit (30B), that the computing unit (35) is
configured to access, are integrated into a single de-
vice.
[0425] M30. The method according to any of the 4
preceding embodiments and with the features of embo-
diment M3 and M4, wherein for each computing unit
(35), the respective computing unit (35), the respective
encryption key storage unit (30A) and the respective
data share storage unit (30B), that the computing unit
(35) is configured to access, are integrated into a single
device.
[0426] M31. The method according to any of the 5
preceding embodiments and with the features of embo-
diment M27, wherein for each computing unit (35), the

respective computing unit (35) and the respective de-
cryption key storage unit (30C), that the computing unit
(35) is configured to access, are integrated into a single
device.

Authentication

[0427] M32. The method according to any of the pre-
ceding embodiments, wherein the first data processing
unit (10) executes an authentication protocol prior to
transferring data with an external device for authenti-
cating the external device.
[0428] M33. The method according to the preceding
embodiment, wherein data is transferred between the
first data processing unit (10) and the external device
only upon successful authentication of the external de-
vice by the first data processing unit (10).
[0429] M34. The method according to any of the pre-
ceding embodiments, wherein an external device exe-
cutes an authentication protocol prior to transferring
data with the first data processing unit (10) for authenti-
cating the first data processing unit (10).
[0430] M35. The method according to the preceding
embodiment, wherein data is transferred between the
external device and the first data processing unit (10)
only upon successful authentication of the first data
processing unit (10) by the external device.
[0431] For the sake of brevity, the term external de-
vice is used in the above to refer to any of each of the
encryption key storage units, each of the data share
storage units, the database, each of the data storage
unit, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.

Further features

[0432] M36. The method according to any of the pre-
ceding embodiments, wherein the method comprises
storing each of the M encrypted data element shares
(55) on the first data processing unit (10).
[0433] M37. The method according to any of the pre-
ceding embodiments and with the features of embodi-
ment M2, wherein N is equal to 2.
[0434] M38. The method according to the preceding
embodiment and further comprising

storing one of the M data element shares (52) in
the first data processing unit (10) and

storing each of the remaining M‑1 data element
shares (52) in a respective password protected
storage (1110).

[0435] M39. The method according to the preceding
embodiment, wherein the method comprises generat-
ing a respective password for each of the M‑1 pass-
word protected storages (1110).
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[0436] M40. The method according to the preceding
embodiment, wherein each of the M‑1 password pro-
tected storages (1110) allows access to the data stored
therein if the corresponding password is provided.
[0437] M41. The method according to any of the two
preceding embodiments, wherein storing each of the
remaining M‑1 data element shares (52) in a respective
password protected storage (1110) comprises
storing each of the remaining M‑1 data element shares
(52) encrypted with the password generated for the re-
spective password protected storage (1110).
[0438] M42. The method according to any of the
three preceding embodiments, wherein generating a
respective password for each of the M‑1 password pro-
tected storages (1110)
comprises each of M‑1 users defining a user defined
password for a respective password protected storage
(1110).
[0439] M43. The method according to any of the four
preceding embodiments, wherein generating a respec-
tive password for each of the M‑1 password protected
storages

comprises generating a respective computer pro-
gram specific password and
wherein each computer program specific password
is used by a respective computer program (1115)
to access the data element share (52) stored in the
respective password protected storage (1110) that
the computer program specific password corre-
sponds to.

[0440] M44. The method according to the preceding
embodiment, wherein each of the M‑1 computer pro-
grams (1115) is executed on a respective user device
(100).
[0441] M45. The method according to any of the two
preceding embodiments, wherein at least one of the
computer program specific passwords is an app-speci-
fic password.
[0442] M46. The method according to any of the
eight preceding embodiments, wherein each of the
M‑1 password protected storages (1110) is part of a
respective cloud-based storage (1100).
[0443] M47. The method according to the preceding
embodiment, wherein each cloud-based storage (1100)
corresponds to a respective user.
[0444] M48. The method according to any of the two
preceding embodiments, wherein for each cloud-based
storage (1100) credential data are generated and each
cloud-based storage (1100) is accessed only if the cor-
rect credential data are provided.
[0445] M49. The method according to preceding em-
bodiment, wherein each of the credential data comprise
a unique ID and at least one of
a password, a one-time PIN, biometric data of a user, a
digital certificate and a private key.

Computer implement method

[0446] M50. The method according to any of the pre-
ceding embodiments, wherein the method is a compu-
ter implemented method.
[0447] M51. A first computer program comprising in-
structions which, when the program is executed by a
first data processing unit (10), causes the first data pro-
cessing unit (10)
to encrypt, according to any of the preceding method
embodiments, each of M data element shares (52) with
an encryption key (42), respectively, and thus generat-
ing M encrypted data element shares (55), wherein
each of the encryption keys (42) corresponds to a de-
cryption key (45), respectively.
[0448] M52. The first computer program according to
the preceding embodiment, wherein the first computer
program causes the first data processing unit (10) to
transmit, according to any of the preceding method em-
bodiments, each of the encrypted data element shares
(55) to at least one of a respective encryption key sto-
rage unit (30A) and database (60).
[0449] M53. A second computer program comprising
instructions which, when the program is executed by a
first data processing unit (10) causes the first data pro-
cessing unit (10) to carry out or facilitate the steps of
the method according to any of the preceding method
embodiments.
[0450] M54. A third computer program comprising in-
structions which, when the program is executed by an
external device causes the external device to

provide an encryption key (42) comprised by the
external device to the first data processing unit
(10), and/or

receive an encrypted data element share (55) gen-
erated using the encryption key (42), and/or

receive M encrypted data element shares (55).

[0451] For the sake of brevity, the term external de-
vice is used in the above to refer to any of each of the
encryption key storage units, each of the data share
storage units, the database, each of the data storage
unit, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.
[0452] Below, system embodiments will be dis-
cussed. These embodiments are abbreviated with the
letter A followed by a number. Whenever reference is
herein made to system embodiments, these embodi-
ments are meant.
[0453] A1. A system comprising

a first data processing unit (10) configured to gen-
erate M data element shares (52) based on a data
element (50), wherein M is an integer greater than
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1;

the first data processing unit (10) configured to en-
crypt each of the M data element shares (52) with
an encryption key (42), respectively, and to thus
generate M encrypted data element shares (55),
wherein each of the encryption keys (42) corre-
sponds to a decryption key (45), respectively.

[0454] A2. The system according to the preceding
embodiment, wherein the first data processing unit
(10) is configured to output the M encrypted data ele-
ment shares (55).

First data processing unit

[0455] A3. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises a processing unit (250),
such as a micro-controller (250), preferably a tamper-
proof micro-controller (250).
[0456] A4. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises a memory device (240),
preferably a secure memory device (240), such as, a
self-encrypted memory (240).
[0457] A5. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises at least one hardware ac-
celerator, and is preferably configured to increase the
efficiency of executing at least one of

asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC
P256r1, X25519;

Shamir’s secret sharing algorithm;

Elliptic Curve Cryptographic Digital Signature Algo-
rithm (ECDSA);

key derivation algorithm (e.g. adapted KDF - BIP
32); and

SHA 1, SHA 256.

[0458] A6. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises an external communication
component (230) configured to facilitate sending and/or
receiving data to/from a device external to the first data
processing unit (10).
[0459] A7. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises an internal communication
component (260) configured to allow the internal com-
ponents of the first data processing unit (10) to commu-
nicate with each other.

[0460] A8. The system according to the preceding
embodiment, wherein the internal communication com-
ponent (260) comprises a bus connection (260).
[0461] A9. The system according to any of the pre-
ceding embodiments, wherein the first data processing
unit (10) comprises an input user interface (210) which
facilitates a user of the first data processing unit (10) to
provide at least one input, e.g. an instruction, to the first
data processing unit (10).
[0462] A10. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) comprises an output user interface
(220) configured to provide indications to the user of
the first data processing unit (10).
[0463] A11. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to execute a data en-
cryption routine, such as, an asymmetric encryption
routine.
[0464] A12. The system according to any of the pre-
ceding system embodiments and with the features of
embodiment A4, wherein the memory component
(240) is configured to store computer instructions of at
least one data encryption routine.
[0465] A13. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to execute a data split-
ting routine, such as, a secret sharing scheme, e.g., a
Shamir’s secret sharing scheme.
[0466] A14. The system according to any of the pre-
ceding system embodiments and with the features of
embodiment A4, wherein the memory component
(240) is configured to store computer instructions of at
least one data splitting routine.

Encryption key storage units

[0467] A15. The system according to any of the pre-
ceding system embodiments and further comprising M
separate encryption key storage units (30A), each con-
figured to store a respective encryption key (42).
[0468] A16. The system according to the preceding
embodiment, wherein the first data processing unit (10)
is configured to at least receive data from each of the
encryption key storage units (30A).
[0469] A17. The system according to any of the 2
preceding embodiments, wherein the system further
comprises a respective data communication channel
(70A) between the first data processing unit (10) and
each of the encryption key storage units (30A).
[0470] A18. The system according to any of the sys-
tem preceding embodiments, and preferably with the
features of embodiment A15, wherein the first data pro-
cessing unit (10) is configured to receive M encryption
keys (42), wherein the first data processing unit (10) is
preferably configured to receive a respective encryption
key (42) from each of the M encryption key storage
units (30A), respectively.
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Data share storage units

[0471] A19. The system according to any of the pre-
ceding system embodiments and further comprising M
separate data share storage units (30B) configured to
store a respective encrypted data element share (55).
[0472] A20. The system according to the preceding
embodiment, wherein the first data processing unit (10)
is configured to at least provide data to each of the at
least M data share storage units (30B).
[0473] A21. The system according to any of the 2
preceding embodiments, wherein the system further
comprises a respective data communication channel
(70B) between the first data processing unit (10) and
each of the data share storage units (30B).
[0474] A22. The system according to any of the 3
preceding embodiments, wherein the first data proces-
sing unit (10) is configured to provide a respective en-
crypted data element share (55) to each of the M data
share storage units (30B), respectively.

Database

[0475] A23. The system according to any of the pre-
ceding system embodiments and further comprising a
database (60) configured to store a plurality of en-
crypted data element shares (55), preferably M en-
crypted data element shares (55).
[0476] A24. The system according to the preceding
embodiment, wherein the first data processing unit (10)
is configured to at least provide data to the database
(60).
[0477] A25. The system according to any of the 2
preceding embodiments, wherein the system further
comprises a data communication channel (95) between
the first data processing unit (10) and the database
(60).
[0478] A26. The system according to any of the 3
preceding embodiments, wherein the first data proces-
sing unit (10) is configured to provide the M encrypted
data element shares (55) to the database (60).

Architecture

[0479] A27. The system according to any of the pre-
ceding system embodiments and with the features of
embodiment A15, wherein each of the encryption key
storage units (30A) is external to the first data proces-
sing unit (10).
[0480] A28. The system according to any of the pre-
ceding system embodiments and with the features of
embodiment A19, wherein each of the data share sto-
rage units (30A) is external to the first data processing
unit (10).
[0481] A29. The system according to any of the pre-
ceding system embodiments and with the features of
embodiment A23, wherein the database (60) is external
to the first data processing unit (10).

[0482] A30. The system according to any of the pre-
ceding system embodiments and with the features of
embodiments A27 and A28, wherein for each encryp-
tion key storage unit (30A) there is one corresponding
data share storage unit (30B) such that the encrypted
data element share (55) stored in the data share sto-
rage unit (30B) is generated using the encryption key
(42) stored in the encryption key storage unit (30A).
[0483] A31. The system according to the preceding
embodiment, wherein for each encryption key storage
unit (30A), the respective encryption key storage unit
(30A) and the corresponding data share storage unit
(30B) are embedded in a single device, such as, in a
data storage unit (30).
[0484] A32. The system according to the preceding
embodiment, wherein the data storage unit (30) is part
of a user device (100).

Data element

[0485] A33. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises digital data to be protected.
[0486] A34. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises an encryption key used to encrypt digi-
tal data to be protected.
[0487] A35. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises a cryptographic key, such as, a private
key associated with a block within a blockchain.
[0488] A36. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises a cryptographic key, such as, a private
key associated with one or more cryptographic assets.
[0489] A37. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises a cryptographic key, such as, a private
key associated with one or more cryptocurrency units.
[0490] A38. The system according to any of the pre-
ceding system embodiments, wherein the data element
(50) comprises a cryptographic key, such as, a master
private key.
[0491] A39. The system according to the preceding
embodiment, wherein the master private key is used to
derive cryptographic keys.
[0492] A40. The system according to any of the two
preceding embodiments, wherein the master private
key is used for digital signature functionalities.

Authentication/Program

[0493] A41. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to execute an authenti-
cation protocol prior to transferring data with an exter-
nal device.
[0494] A42. The system according to any of the pre-
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ceding system embodiments, wherein the system is
configured to carry out the method according to any of
the preceding method embodiments.
[0495] A43. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to execute the first com-
puter program of any of the embodiments M51 and
M52.
[0496] A44. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to execute the second
computer program of embodiment M53.
[0497] A45. The system according to any of the pre-
ceding system embodiments and with the features of
embodiments A23, wherein the database (60) is config-
ured to execute the third computer program of embodi-
ment M54.
[0498] A46. The system according to any of the pre-
ceding system embodiments and with the features of
embodiments A32, wherein the data storage unit (30)
is configured to execute the third computer program of
embodiment M54.

General computing device

[0499] A47. The system according to any of the pre-
ceding system embodiments, wherein the system
further comprises a general computing device (90).
[0500] A48. The system according to the preceding
embodiment wherein the general computing device
(90) comprises at least one of
a general central processing unit, volatile and/or non-
volatile memories, interfaces configured to interconnect
internal components of the general computing device
(90) and interfaces for facilitating the connection of the
general computing device (90) with external devices.
[0501] A49. The system according to any of the two
preceding embodiments, wherein the general comput-
ing device (90) comprises an interface configured to
facilitate a connection for data transmission between
the first data processing unit (10) and the general com-
puting device (90).
[0502] A50. The system according to any of the 3
preceding embodiments and with the features of embo-
diment A32, wherein the general computing device (90)
is configured to facilitate establishing a communication
channel with at least one user device (100).
[0503] A51. The system according to any of the 4
preceding embodiments and with the features of embo-
diment A23, wherein the general computing device (90)
is configured to facilitate establishing a communication
channel with the database (60).

Password protected storage

[0504] A52. The system according to any of the pre-
ceding system embodiments, wherein the system
further comprises at least one password protected sto-

rage (1110).
[0505] A53. The system according to the preceding
embodiment, wherein the at least one password pro-
tected storage (1100) is provided in a respective cloud-
based storage (1100).

Further features of the first data processing unit

[0506] A54. The system according to any of the pre-
ceding system embodiments, wherein the first data pro-
cessing unit (10) is configured to store at least one data
element share (52).
[0507] A55. The system according to any of the pre-
ceding system embodiments to any of the preceding
device embodiments, wherein the first data processing
unit (10) is configured to store the M encrypted data
element shares (55).
[0508] Below, device embodiments will be discussed.
These embodiments are abbreviated with the letter B
followed by a number. Whenever reference is herein
made to device embodiments, these embodiments are
meant.
[0509] B1. A first data processing unit (10) config-
ured
to encrypt M data element shares (52) with an encryp-
tion key (42), respectively, and to thus generate M en-
crypted data element shares (55), wherein each of the
encryption keys (42) corresponds to a decryption key
(45), respectively, wherein M is an integer greater than
1.
[0510] B2. The first data processing unit (10) accord-
ing to the preceding embodiment, and further config-
ured to output the M encrypted data element shares
(55).
[0511] B3. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) is further
configured to generate the M data element shares (52)
based on a data element (50).
[0512] B4. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises a
processing unit (250), such as, a micro-controller (250),
preferably a tamperproof micro-controller (250).
[0513] B5. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises a
memory device (240), preferably a secure memory de-
vice (240), such as, a self-encrypted memory (240).
[0514] B6. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises at
least one hardware accelerator, and is preferably con-
figured to increase the efficiency of executing at least
one of

asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC
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P256r1, X25519;

Shamir’s secret sharing algorithm;

Elliptic Curve Cryptographic Digital Signature Algo-
rithm (ECDSA); and

key derivation algorithm (e.g. adapted KDF - BIP
32), SHA 1, SHA 256.

[0515] B7. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises
an external communication component (230) config-
ured to facilitate sending and/or receiving data to/from
a device external to the first data processing unit (10).
[0516] B8. The first data processing unit (10) accord-
ing to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises
an internal communication component (260) configured
to allow the internal components of the first data pro-
cessing unit (10) to communicate with each other.
[0517] B9. The first data processing unit (10) accord-
ing to the preceding embodiment, wherein the internal
communication component (260) comprises a bus con-
nection (260).
[0518] B10. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises an
input user interface (210) which facilitates a user of the
first data processing unit (10) to provide at least one
input, e.g. an instruction, to the first data processing
unit (10).
[0519] B11. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises an
output user interface (220) which allows the first data
processing unit (10) to provide indications to the user of
the first data processing unit (10).
[0520] B12. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to execute a data encryption routine, such as, an asym-
metric encryption routine.
[0521] B13. The first data processing unit (10) ac-
cording to any of the preceding device embodiments
and with the features of embodiment B5, wherein the
memory component (240) is configured to store com-
puter instructions of at least one data encryption rou-
tine.
[0522] B14. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to execute a data splitting routine, such as, a secret
sharing scheme, e.g., a Shamir’s secret sharing
scheme.
[0523] B15. The first data processing unit (10) ac-
cording to any of the preceding device embodiments

and with the features of embodiment B6, wherein the
memory component (240) is configured to store com-
puter instructions of at least one data splitting routine.
[0524] B16. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to execute an authentication protocol prior to transfer-
ring data with an external device.
[0525] B17. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to store at least one data element share (52).
[0526] B18. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to store the M encrypted data element shares (55).
[0527] B19. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to execute the first computer program according to any
of embodiments M51 and M52 .
[0528] B20. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) is configured
to execute the second computer program of embodi-
ment M53.
[0529] B21. The first data processing unit (10) ac-
cording to any of the preceding device embodiments,
wherein the first data processing unit (10) comprises a
factory shared secret.
[0530] Below, determining method embodiments will
be discussed. These embodiments are abbreviated
with the letter D followed by a number. Whenever refer-
ence is herein made to determining method embodi-
ments, these embodiments are meant.
[0531] D1. A determining method to determine the
data element (50) of embodiment M1, wherein the de-
termining method comprises

providing at least N of M of the data element
shares (52) of embodiment M1 in an unencrypted
state, wherein N is an integer greater than or equal
to 1, and smaller than or equal to M;

determining the data element (50) based on the at
least N data element shares (52) in the unen-
crypted state.

[0532] D2. The determining method according to the
preceding embodiment, wherein
determining the data element (50) based on the at least
N data element shares (52) in the unencrypted state is
performed by a device (200).
[0533] D3. The determining method according to the
preceding embodiment, wherein the device (200) is dif-
ferent from the first data processing unit (10).
[0534] D4. The determining method according to any
of the 2 preceding embodiments, wherein providing at
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least N of M of the data element shares (52) of embodi-
ment M1 in an unencrypted state comprises

providing each of the at least N data element
shares in an encrypted state to the device (200),

unencrypting each of the at least N data element
shares in an encrypted state on the device (200)
and thus getting the at least N data element shares
in an unencrypted state.

[0535] D5. The determining method according to any
of the preceding determining method embodiments,
wherein each of the M decryption keys (45) of embodi-
ment M1 is stored on a separate decryption key sto-
rage unit (30C), respectively.

Providing encrypted shares

[0536] D6. The determining method according to any
of the preceding determining method embodiments
with the features of the penultimate embodiment,
wherein providing each of the at least N data element
shares in an encrypted state to the device (200) com-
prises
providing at least N encrypted data element shares (55)
of embodiment M1 to the device (200).
[0537] D7. The determining method according to any
of the preceding determining method embodiments
with the features of embodiment D4, wherein providing
each of the at least N data element shares in an en-
crypted state to the device (200) comprises at least one
of

providing from each of at least N data share sto-
rage units (30B) of embodiment M4 the encrypted
data element share (55) stored therein to the de-
vice (200),

providing from the database (60) of embodiment
M4 at least N encrypted data element shares (55)
stored therein to the device (200).

[0538] D8. The determining method according to any
of the preceding determining method embodiments
with the features of embodiment D4 and further com-
prising providing at least N decryption keys (45) to the
device (200)
wherein each of the at least N decryption keys (45)
corresponds to a respective encryption key (42) used
to generate the at least N encrypted data element
shares (55) that are provided to the device (200).
[0539] D9. The determining method according to the
preceding embodiment and with the features of embo-
diment D5, wherein the step of providing at least N
decryption keys (45) to the device (200) comprises
providing from each of the at least N of M decryption
key storage units (30C) a decryption key (45) that is

stored therein to the device (200).
[0540] D10. The determining method according to
any of the 2 preceding embodiments, wherein the step
of providing at least N decryption keys (45) to the de-
vice (200) comprises providing each of the at least N
decryption keys (45) to the device (200) through a se-
cure communication channel (82C), respectively.
[0541] D11. The determining method according to
any of the 3 preceding embodiments, wherein the step
of providing at least N decryption keys (45) to the de-
vice (200) comprises providing each of the at least N
decryption keys (45) in an encrypted state such that
only the recovery data processing unit comprises the
required decryption key.
[0542] D12. The determining method according to
any of the 4 preceding embodiments, wherein the step
of providing at least N decryption keys (45) to the de-
vice (200) comprises providing each of the at least N
decryption keys (45) with a corresponding digital certifi-
cate, such as, a X.509 certificate.

Computing unit

[0543] D13. The determining method according to
any of the preceding determining method embodiments
further comprising providing at least N computing
units (35).
[0544] D14. The determining method according to
the preceding embodiment and with the features of em-
bodiment D5, wherein each of the at least N computing
units (35) is configured to access a respective decryp-
tion key storage unit (30C).
[0545] D15. The determining method according to
any of the 2 preceding embodiments, wherein each of
the at least N computing units (35) is configured to
access at least one of

a respective data share storage unit (30B) of em-
bodiment M4 that stores the encrypted data ele-
ment share (55) which decryption key (45) is stored
in the decryption key storage unit (30C), that the
computing unit is configured to access,

the database (60) of embodiment M4.

Providing temporary encrypted shares encrypted with
same temporary encryption key

[0546] D16. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiment D2 further com-
prising the device (200) generating one temporary en-
cryption key (42T) and one corresponding temporary
decryption key (45T).
[0547] D17. The method according to the preceding
embodiment further comprising at least one of

the device (200) providing the temporary encryp-
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tion key (42T) to each of at least N out of M data
storage units (30) of embodiment M6,

the device (200) providing the temporary encryp-
tion key (42T) to the database (60) of embodiment
M4.

[0548] D18. The method according to any of the 2
preceding embodiments and with the features of embo-
diment D14 and D15 further comprising, each of the at
least N computing units (35)

receiving from the decryption key storage unit
(30C), that the respective computing unit (35) is
configured to access, the decryption key (45)
stored therein,

receiving from the data share storage unit (30B),
that the respective computing unit (35) is config-
ured to access, the encrypted data element share
(55) stored therein or receiving from the database
(60) an encrypted data element share (55) corre-
sponding to the received decryption key (45),

decrypting the received encrypted data element
share (55) using the received decryption key (45)
to obtain a data element share (52) in an unen-
crypted state,

receiving the temporary encryption key (42T), and

encrypting the data element share (52) using the
temporary encryption key (42T) to generate a re-
spective temporary encrypted data element share
(55T).

[0549] D19. The determining method according to
the preceding embodiment wherein providing at least
N of M of the data element shares of embodiment M1
in an unencrypted state comprises

providing at least N temporary encrypted data ele-
ment shares (55T) to the device (200), and
unencrypting each of the at least N temporary en-
crypted data element share (55T) on the device
(200) and thus obtaining the at least N data ele-
ment shares in an unencrypted state.

Providing temporary encrypted shares encrypted with
different temporary encryption keys

[0550] D20. The method according to any of the pre-
ceding determining method embodiments and with the
features of embodiment D2 and further comprising the
device (200) generating at least N temporary encryp-
tion keys (42T) and at least N corresponding temporary
decryption keys (45T).
[0551] D21. The method according to the preceding

embodiment further comprising at least one of

the device (200) providing a respective temporary
encryption key (42T) to each of at least N out of M
data storage units (30) of embodiment M6,

the device (200) providing the at least N temporary
encryption keys (42T) to the database (60) of em-
bodiment M4.

[0552] D22. The method according to any of the 2
preceding embodiments and with the features of embo-
diment D 14 and D15 further comprising, each of the at
least N computing units (35)

receiving from the decryption key storage unit
(30C), that the respective computing unit (35) is
configured to access, the decryption key (45)
stored therein,

receiving from the data share storage unit (30B),
that the respective computing unit (35) is config-
ured to access, the encrypted data element share
(55) stored therein or receiving from the database
(60) an encrypted data element share (55) corre-
sponding to the received decryption key (45),

decrypting the received encrypted data element
share (55) using the received decryption key (45)
to obtain a data element share (52) in an unen-
crypted state,

receiving a respective temporary encryption key
(42T), and

encrypting the data element share (52) using the
respective temporary encryption key (42T) to gen-
erate a respective temporary encrypted data ele-
ment share (55T).

[0553] D23. The determining method according to
the preceding embodiment wherein providing at least
N of M of the data element shares of embodiment M1
in an unencrypted state comprises

providing at least N temporary encrypted data ele-
ment share (55T) to the device (200), and
unencrypting each of the at least N temporary en-
crypted data element share (55T) on the device
(200) and thus getting the at least N data element
shares in an unencrypted state.

Architecture

[0554] D24. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiments D2 and D5,
wherein each of the decryption key storage units (30C)
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is external to the device (200).
[0555] D25. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiments D2, wherein
each of the at least N data share storage units (30B) of
embodiment M4 is external to the device (200).
[0556] D26. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiments D2, wherein the
database (60) of embodiment M4 is external to the de-
vice (200).
[0557] D27. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiments D2 and D13,
wherein each of the at least N computing units (35) is
external to the device (200).
[0558] D28. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiment D14, wherein for
each computing unit (35), the respective computing unit
(35) and the respective decryption key storage unit
(30C), that the computing unit (35) is configured to ac-
cess, are integrated into a single device.

Authentication

[0559] D29. The determining method according to
any of the preceding determining method embodi-
ments, wherein the device (200) executes an authenti-
cation protocol prior to transferring data with an exter-
nal device for authenticating the external device.
[0560] D30. The determining method according to
the preceding embodiment, wherein data is transferred
between the device (200) and the external device only
upon successful authentication of the external device
by the device (200).
[0561] D31. The determining method according to
any of the preceding embodiments, wherein an exter-
nal device executes an authentication protocol prior to
transferring data with the device (200) for authenticat-
ing the device (200).
[0562] D32. The determining method according to
the preceding embodiment, wherein data is transferred
between the external device and the device (200) only
upon successful authentication of the device (200) by
the external device.
[0563] For the sake of brevity, the term external de-
vice is used in the above to refer to any of each of the
decryption key storage units, each of the data share
storage units, the database, each of the data storage
unit, each of the user devices, each of the computing
units, as discussed in the respective embodiments
above.

Computer implement method

[0564] D33. The determining method according to
any of the preceding determining method embodi-

ments, wherein the determining method is a computer
implemented method.
[0565] D34. A forth computer program comprising in-
structions which, when the program is executed by a
device (200), causes the device (200)
to determine a data element (50) based on at least N of
M data element shares (52), wherein N is an integer
greater than or equal to 1, and smaller than or equal to
M and M is an integer greater than 1, according to the
determining method according to any of the preceding
determining method embodiments.
[0566] D35. A fifth computer program comprising in-
structions which, when the program is executed by a
device (200) causes the device (200) to carry out or
facilitate the steps of the determining method according
to any of the preceding determining method embodi-
ments.

Further Features

[0567] D36. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiment D2, wherein pro-
viding at least N of M of the data element shares (52) of
embodiment M1 in an unencrypted state comprises
providing to the device (200) at least N of M of the data
element shares (52) of embodiment M1 in an unen-
crypted state, wherein N is an integer greater than or
equal to 1, and smaller than or equal to M.
[0568] D37. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiment D2, further com-
prising the device (200) carrying out a digital signature
functionality using the data element (50) after determin-
ing the data element (50).
[0569] D38. The determining method according to
any of the preceding determining method embodiments
with the features of embodiment D2, wherein the de-
vice (200) is a recovery data processing unit (20).
[0570] D39. The determining method according to
any of the preceding determining method embodiments
and without the features of the preceding embodiment,
wherein the device (200) is the first data processing
unit (10) of embodiment M1.
[0571] D40. The determining method according to
the preceding embodiment, wherein providing at least
N of M of the data element shares (52) of embodiment
M1 in an unencrypted state comprises
providing a data element share (52) from a respective
password protected storage (1110) of embodiment M38
to the first data processing unit (10).
[0572] D41. The determining method according to
the preceding embodiment, wherein providing a data
element share (52) from a respective password pro-
tected storage (1110) of embodiment M38 to the first
data processing unit (10) comprises

a user device (100) executing a computer program
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(1115),

the computer program (1115) comprising instruc-
tions for receiving the data element share (52)
stored in the password protected storage (1110)
using a respective computer program specific
password,

the user device (100) executing said instructions
and receiving the data element share (52), and

the user device (100) providing the data element
share (52) to the first data processing unit (10).

Providing encrypted shares encrypted with a factory
shared secret

[0573] D42. The determining method according to
any of the preceding determining method embodiments
and with the features of embodiment D2 and D13,
wherein the device (200) and each of the at least N
computing units (35) comprise a factory shared secret
in common.
[0574] D43. The method according to the preceding
embodiment and with the features of embodiment D14
and D15 further comprising: each of the at least N com-
puting units (35)

receiving from the decryption key storage unit
(30C), that the respective computing unit (35) is
configured to access, the decryption key (45)
stored therein,

receiving from the data share storage unit (30B),
that the respective computing unit (35) is config-
ured to access, the encrypted data element share
(55) stored therein or receiving from the database
(60) an encrypted data element share (55) corre-
sponding to the received decryption key (45),

decrypting the received encrypted data element
share (55) using the received decryption key (45)
to obtain a data element share (52) in an unen-
crypted state,

encrypting the data element share (52) using the
factory shared secret to generate a respective fac-
tory-secret-encrypted data element share.

[0575] D44. The determining method according to
the preceding embodiment wherein providing at least
N of M of the data element shares of embodiment M1
in an unencrypted state comprises

providing at least N factory-secret-encrypted data
element share data element shares to the device
(200), and
unencrypting each of the at least N factory-secret-

encrypted data element share data element shares
on the device (200) using the factory shared secret
and thus obtaining the at least N data element
shares in an unencrypted state.

[0576] Below, determining system embodiments will
be discussed. These embodiments are abbreviated
with the letter E followed by a number. Whenever refer-
ence is herein made to determining system embodi-
ments, these embodiments are meant.
[0577] E1. A determining system comprising

a device (200) configured to obtain at least N of M
data element shares (52) in an unencrypted state
related to a data element (50), wherein M is an
integer greater than 1 and N is an integer greater
than or equal to 1, and smaller than or equal to M;

the device (200) configured to determine the data
element (50) based on the at least N data element
shares (52) in the unencrypted state.

Recovery data processing unit

[0578] E2. The determining system according to the
preceding embodiment, wherein the device (200) com-
prises a processing unit (250), such as a micro-control-
ler (250), preferably a tamperproof micro-controller
(250).
[0579] E3. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises a memory device
(240), preferably a secure memory device (240), such
as a self-encrypted memory (240).
[0580] E4. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises at least one hard-
ware accelerator, and is preferably configured to in-
crease the efficiency of executing at least one of

asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC
P256r1, X25519;

Shamir’s secret sharing algorithm;

Elliptic Curve Cryptographic Digital Signature Algo-
rithm (ECDSA);

key derivation algorithm (e.g. adapted KDF - BIP
32); and

SHA 1, SHA 256.

[0581] E5. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises an external com-
munication component (230) configured to facilitate
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sending and/or receiving data to/from a device external
to the device (200).
[0582] E6. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises an internal com-
munication component (260) configured to allow the
internal components of the device (200) to communi-
cate with each other.
[0583] E7. The determining system according to the
preceding embodiment, wherein the internal communi-
cation component (260) comprises a bus connection
(260).
[0584] E8. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises an input user inter-
face (210) which facilitates a user of the device (200) to
provide at least one input, e.g. an instruction, to the
device (200).
[0585] E9. The determining system according to any
of the preceding determining system embodiments,
wherein the device (200) comprises an output user in-
terface (220) which allows the device (200) to provide
indications to the user of the device (200).
[0586] E10. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to execute a
data decryption routine, such as an asymmetric decryp-
tion routine.
[0587] E11. The determining system according to any
of the preceding determining system embodiments and
with the features of embodiment E3, wherein the mem-
ory component (240) is configured to store computer
instructions of at least one data decryption routine.
[0588] E12. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to execute a
data recovery routine based on a secret sharing
scheme, e.g., a Shamir’s secret sharing scheme.
[0589] E13. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E3, wherein the
memory component (240) is configured to store com-
puter instructions of at least one data recovery routine.

Decryption key storage units

[0590] E14. The determining system according to
any of the preceding determining system embodiments
and further comprising at least N separate decryption
key storage units (30C), each configured to store a
respective decryption key (45).
[0591] E15. The determining system according to the
preceding embodiment, wherein the device (200) is
configured to at least receive data from each of the
decryption key storage units (30C).
[0592] E16. The determining system according to
any of the 2 preceding embodiments, wherein the de-
termining system further comprises a respective secure

data communication channel (82C) between the device
(200) and each of the decryption key storage units
(30C).
[0593] E17. The determining system according to
any of the 3 preceding embodiments, wherein the de-
vice (200) is configured to receive a respective decryp-
tion key (45) from each of the M decryption key storage
units (30C), respectively.

Data share storage units

[0594] E18. The determining system according to
any of the preceding determining system embodiments
and further comprising at least N separate data share
storage units (30B), each configured to store a re-
spective encrypted data element share (55).
[0595] E19. The determining system according to the
preceding embodiment, wherein the device (200) is
configured to at least receive data from each the at
least N data share storage units (30B).
[0596] E20. The determining system according to
any of the 2 preceding embodiments, wherein the de-
termining system further comprises a respective data
communication channel (80B) between the device
(200) and each of the data share storage units (30B).
[0597] E21. The determining system according to
any of the 3 preceding embodiments, wherein the de-
vice (200) is configured to receive a respective en-
crypted data element share (55) from each of the at
least M data share storage units (30B), respectively.

Database

[0598] E22. The determining system according to
any of the preceding determining system embodiments
and further comprising a database (60) configured to
store a plurality of encrypted data element shares (55),
preferably M encrypted data element shares (55).
[0599] E23. The determining system according to the
preceding embodiment, wherein the device (200) is
configured to at least receive data from the database
(60).
[0600] E24. The determining system according to
any of the 2 preceding embodiments, wherein the de-
termining system further comprises a data communica-
tion channel (97) between the device (200) and the
database (60).
[0601] E25. The determining system according to
any of the 3 preceding embodiments, wherein the de-
vice (200) is configured to receive at least N encrypted
data element shares (55) from the database (60).

Temporary keys/computing units

[0602] E26. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to generate at
least one pair of cryptographic keys, each pair compris-

5

10

15

20

25

30

35

40

45

50

55



43

83 EP 3 860 038 B1 84

ing one temporary encryption key (42T) and one tem-
porary decryption key (45T).
[0603] E27. The determining system according to
any of the preceding determining system embodiments,
further comprising at least N computing units (35).
[0604] E28. The determining system according to the
preceding embodiment and with the features of embo-
diment E14, wherein each of the at least N computing
unit (35) is configured to access a respective decryp-
tion key storage unit (30C).
[0605] E29. The determining method according to
any of the 2 preceding embodiments and with the fea-
tures of embodiment E18 and/or E22, wherein each of
the at least N computing units (35) is configured to
access at least one of

a respective data share storage unit (30B) that
stores the encrypted data element share (55)
which decryption key (45) is stored in the decryp-
tion key storage unit (30C), that the computing unit
is configured to access,

the database (60).

[0606] E30. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E26 and E27,
wherein each of the at least N computing units (35) is
configured to receive a temporary encryption key (42T)
from the device (200).
[0607] E31. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E28 and E29,
wherein each of the at least N computing units (35) is
configured to

receive from the decryption key storage unit (30C),
that the respective computing unit (35) is config-
ured to access, the decryption key (45) stored
therein,

receive from the data share storage unit (30B), that
the respective computing unit (35) is configured to
access, the encrypted data element share (55)
stored therein or receive from the database (60)
an encrypted data element share (55) correspond-
ing to the received decryption key (45),

decrypt the received encrypted data element share
(55) using the received decryption key (45) to ob-
tain a data element share (52) in an unencrypted
state,

receive the temporary encryption key (42T), and

encrypt the data element share (52) using the tem-
porary encryption key (42T) to generate a respec-
tive temporary encrypted data element share

(55T).

[0608] E32. The determining system according to the
preceding, wherein each of the at least N computing
units (35) is configured to provide the temporary en-
crypted data element share (55T) that it is configured
to generate to the device (200).

Architecture

[0609] E33. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E14, wherein
each of the decryption key storage units (30B) is exter-
nal to the device (200).
[0610] E34. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E18, wherein
each of the data share storage units (30A) is external
to the device (200).
[0611] E35. The determining system according to any
of the preceding determining system embodiments and
with the features of embodiment E22, wherein the da-
tabase (60) is external to the device (200).
[0612] E36. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E27, wherein
each computing unit (35) is external to the device
(200).
[0613] E37. The determining system according to the
preceding embodiment and with the features of embo-
diment E28, wherein for each computing unit (35), the
respective computing unit (35) and the respective de-
cryption key storage unit (30C), that the computing unit
(35) is configured to access, are integrated into a single
device.
[0614] E38. The determining system according to the
preceding embodiment, wherein each of the single de-
vices is part of a respective user device (100).

Data element

[0615] E39. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises digital data to
be protected.
[0616] E40. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises an encryption
key used to encrypt digital data to be protected.
[0617] E41. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises a crypto-
graphic key, such as, a private key associated with a
block within a blockchain.
[0618] E42. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises a crypto-
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graphic key, such as, a private key associated with one
or more cryptographic assets.
[0619] E43. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises a crypto-
graphic key, such as, a private key associated with one
or more cryptocurrency units.
[0620] E44. The determining system according to
any of the preceding determining system embodiments,
wherein the data element (50) comprises a crypto-
graphic key, such as, a master private key.
[0621] E45. The determining system according to the
preceding embodiment, wherein the master private key
is used to derive cryptographic keys.
[0622] E46. The determining system according to
any of the 2 preceding embodiments, wherein the mas-
ter private key is used for digital signature functional-
ities.

Authentication/Program

[0623] E47. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to execute an
authentication protocol prior to transferring data with
an external device.
[0624] E48. The determining system according to
any of the preceding determining system embodiments
configured to carry out the determining method accord-
ing to any of the preceding determining method embo-
diments.
[0625] E49. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to execute the
forth computer program of embodiment D34.
[0626] E50. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) is configured to execute the
fifth computer program of embodiment D35.

General computing device

[0627] E51. The determining system according to
any of the preceding determining system embodiments,
wherein the system further comprises a general com-
puting device (90).
[0628] E52. The determining system according to the
preceding embodiment wherein the general computing
device (90) comprises at least one of
a general central processing unit, volatile and/or non-
volatile memories, interfaces configured to interconnect
the internal components of the general computing de-
vice (90) and interfaces for facilitating the connection of
the general computing device (90) with external de-
vices.
[0629] E53. The determining system according to
any of the two preceding embodiments, wherein the
general computing device (90) comprises an interface

configured to facilitate a connection for data transmis-
sion between the device (200) and the general comput-
ing device (90).
[0630] E54. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E38, wherein the
general computing device (90) is configured to facilitate
establishing a communication channel with at least one
user device (100).
[0631] E55. The system according to any of the pre-
ceding embodiments and with the features of embodi-
ment E22, wherein the general computing device (90)
is configured to facilitate establishing a communication
channel with the database (60).

Password protected storage

[0632] E56. The system according to any of the pre-
ceding embodiments, wherein the system further com-
prises at least one password protected storage (1110).
[0633] E57. The system according to the preceding
embodiment, wherein the at least one password pro-
tected storage (1100) is provided in a respective cloud-
based storage (1100).

Further features

[0634] E58. The determining system according to
any of the preceding determining system embodiments,
wherein the device (200) being configured to obtain at
least N of M data element shares (52) in an unen-
crypted state comprises the device (200) being config-
ured to
receive each of at least N data element shares in an
encrypted state and decrypt each of the at least N data
element shares in an encrypted state to obtain the at
least N data element shares in an unencrypted state.
[0635] E59. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E14, wherein the
device (200) being configured to obtain at least N of M
data element shares (52) in an unencrypted state com-
prises the device (200) being configured to

receive a respective encrypted data element share
(55) from each of the at least M data share storage
units (30B), respectively, and

decrypt each of the at least N data element shares
in an encrypted state to obtain the at least N data
element shares in an unencrypted state.

[0636] E60. The system according to any of the pre-
ceding determining system embodiments, wherein the
device (200) is a recovery data processing device (20).
[0637] E61. The determining method according to
any of the preceding determining system embodiments
and without the features of the preceding embodiment,
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wherein the device (200) is the first data processing
unit (10) of embodiment M1.
[0638] E62. The determining method according to
any of the preceding determining system embodiments
and without the features of the penultimate embodi-
ment, wherein the device (200) is the first data proces-
sing unit (10) of embodiment A1.

Factory shared secret

[0639] E63. The determining system according to
any of the preceding determining system embodiments
and with the features of embodiment E27, wherein the
device (200) and the at least N computing units com-
prise a factory shared secret in common.
[0640] E64. The determining system according to the
preceding embodiment and with the features of embo-
diment E28 and E29, wherein each of the at least N
computing units (35) is configured to

receive from the decryption key storage unit (30C),
that the respective computing unit (35) is config-
ured to access, the decryption key (45) stored
therein,

receive from the data share storage unit (30B), that
the respective computing unit (35) is configured to
access, the encrypted data element share (55)
stored therein or receive from the database (60)
an encrypted data element share (55) correspond-
ing to the received decryption key (45),

decrypt the received encrypted data element share
(55) using the received decryption key (45) to ob-
tain a data element share (52) in an unencrypted
state,

encrypt the data element share (52) using the fac-
tory shared secret to generate a respective factory-
secret-encrypted data element share.

[0641] E65. The determining system according to the
preceding, wherein each of the at least N computing
units (35) is configured to provide the factory-secret-
encrypted data element share that it is configured to
generate to the device (200).
[0642] Below, determining device embodiments will
be discussed. These embodiments are abbreviated
with the letter F followed by a number. Whenever refer-
ence is herein made to determining device embodi-
ments, these embodiments are meant.
[0643] F1. A recovery data processing unit (20) con-
figured to

receive M data element shares (52) in an unen-
crypted state related to a data element (50), where-
in M is an integer greater than 1;

determine the data element (50) based on the at
least N data element shares (52) in the unen-
crypted state.

[0644] F2. The recovery data processing unit (20) ac-
cording to the preceding embodiment, wherein the re-
covery data processing unit (20) comprises a proces-
sing unit (250), such as a micro-controller (250), prefer-
ably a tamperproof micro-controller (250).
[0645] F3. The recovery data processing unit (20) ac-
cording to any of the preceding determining device em-
bodiments, wherein the recovery data processing unit
(20) comprises a memory device (240), preferably a
secure memory device (240), such as a self-encrypted
memory (240).
[0646] F4. The recovery data processing unit (20) ac-
cording to any of the preceding determining device em-
bodiments, wherein the recovery data processing unit
(20) comprises at least one hardware accelerator, and
is preferably configured to increase the efficiency of
executing at least one of

asymmetric public/private key algorithm such as,
and not limited to, RSA, ECC P256k1, ECC
P256r1, X25519;

Shamir’s secret sharing algorithm;

Elliptic Curve Cryptographic Digital Signature Algo-
rithm (ECDSA);

key derivation algorithm (e.g. adapted KDF - BIP
32); and

SHA 1, SHA 256.

[0647] F5. The recovery data processing unit (20) ac-
cording to any of the preceding determining device em-
bodiments, wherein the recovery data processing unit
(20) comprises an external communication component
(230) configured to facilitate sending and/or receiving
data to/from a device external to the recovery data pro-
cessing unit (20).
[0648] F6. The recovery data processing unit (20) ac-
cording to any of the preceding determining device em-
bodiments, wherein the recovery data processing unit
(20) comprises an internal communication component
(260) configured to allow the internal components of
the recovery data processing unit (20) to communicate
with each other.
[0649] F7. The recovery data processing unit (20) ac-
cording to the preceding embodiment, wherein the in-
ternal communication component (260) comprises a
bus connection (260).
[0650] F8. The recovery data processing unit (20) ac-
cording to any of the preceding embodiments, wherein
the recovery data processing unit (20) comprises an
input user interface (210) which facilitates a user of the
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recovery data processing unit (20) to provide at least
one input, e.g., an instruction to the recovery data pro-
cessing unit (20).
[0651] F9. The recovery data processing unit (20) ac-
cording to any of the preceding determining device em-
bodiments, wherein the recovery data processing unit
(20) comprises an output user interface (220) which
allows the recovery data processing unit (20) to provide
indications to the user of the recovery data processing
unit (20).
[0652] F10. The recovery data processing unit (20)
according to any of the preceding embodiments,
wherein the recovery data processing unit (20) is con-
figured to execute a data decryption routine, such as an
asymmetric decryption routine.
[0653] F11. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments and with the features of embodiment F3,
wherein the memory device (240) is configured to store
computer instructions of at least one data decryption
routine.
[0654] F12. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments, wherein the recovery data processing
unit (20) is configured to execute a data recovery rou-
tine, based on a secret sharing scheme, e.g., a Sha-
mir’s secret sharing scheme.
[0655] F13. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments and with the features of embodiment F3,
wherein the memory device (240) is configured to store
computer instructions of at least one data recovery rou-
tine.
[0656] F14. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments, wherein the recovery data processing
unit (20) is configured to execute an authentication pro-
tocol prior to transferring data with an external device.
[0657] F15. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments, wherein the recovery data processing
unit (20) is configured to execute the forth computer
program of embodiment D34.
[0658] F16. The recovery data processing unit (20)
according to any of the preceding determining device
embodiments, wherein the recovery data processing
unit (20) is configured to execute the fifth computer
program of embodiment D35.
[0659] Below, composite method embodiments will
be discussed. These embodiments are abbreviated
with the letter C followed by a number. Whenever refer-
ence is herein made to composite method embodi-
ments, these embodiments are meant.
[0660] C1. A composite method, wherein the compo-
site method comprises the method according to any of
the preceding method embodiments and the determin-
ing method according to any of the preceding determin-
ing method embodiments.

[0661] C2. The composite method according to the
preceding embodiment, wherein the method according
to any of the preceding method embodiments is per-
formed before the determining method.
[0662] Below, composite system embodiments will
be discussed. These embodiments are abbreviated
with the letter G followed by a number. Whenever refer-
ence is herein made to composite system embodi-
ments, these embodiments are meant.
[0663] G1. A composite system comprising the sys-
tem according to any of the preceding system embodi-
ments and the system according to any of the preced-
ing determining system embodiments.
[0664] G2. The composite system according to the
preceding embodiment configured to carry out the com-
posite method according to any of the composite meth-
od embodiments.
[0665] Below, embodiments of a method for storing a
data element will be discussed. These embodiments
are abbreviated with the letter H followed by a number.
[0666] H1. A method for storing a data element (50),
the method comprising:

providing at least two devices (200), wherein each
of the at least two devices (200) comprises an initi-
al key, which is identical for each of the at least two
devices (200);

each of the at least two devices respectively gen-
erating the same data element (50) based on the
initial key.

[0667] H2. The method according to the preceding
embodiment, wherein each of the at least two devices
(200) comprises a respective secure enclave.
[0668] H3. The method according to any of the 2 pre-
ceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
the at least two devices (200) agreeing on the initial
key.
[0669] H4. The method according to any of the 3 pre-
ceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
the at least two devices (200) exchanging data and
based thereon each of the at least two devices (200)
respectively determining the initial key.
[0670] H5. The method according to any of the 4 pre-
ceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
each of the at least two devices (200) determining the
initial key according to a key agreement protocol.
[0671] H6. The method according to the preceding
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embodiment, wherein the key agreement protocol is a
secure key agreement protocol.
[0672] H7. The method according to any of the 2 pre-
ceding embodiments, wherein the key agreement pro-
tocol is based on the Diffie-Hellman key agreement
protocol.
[0673] H8. The method according to any of the 3 pre-
ceding embodiments, wherein the key agreement pro-
tocol is based on the Elliptic Curve Diffie-Hellman
(ECDH) key agreement protocol.
[0674] H9. The method according to any of the 8 pre-
ceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
each of the at least two devices (200) determining the
initial key without communicating the initial key be-
tween the at least two devices (200).
[0675] H10. The method according to any of the 9
preceding embodiments and with the features of embo-
diment H2, wherein providing the at least two devices
(200), wherein each of the at least two devices (200)
comprises an initial key, which is identical for each of
the at least two devices (200), comprises
providing the initial key inside the respective secure
enclave of each of the at least two devices (200).
[0676] Preferably, the initial key is provided only in-
side the respective secure enclave of each of the at
least two devices.
[0677] H11. The method according to the preceding
embodiment, wherein providing the at least two devices
(200), wherein each of the at least two devices (200)
comprises an initial key, which is identical for each of
the at least two devices (200), comprises
storing the initial key inside the respective secure en-
clave of each of the at least two devices (200).
[0678] H12. The method according to any of the 2
preceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
determining the initial key inside the respective secure
enclave of each of the at least two devices (200).
[0679] H13. The method according to any of the 12
preceding embodiments, wherein the method com-
prises generating a random string.
[0680] H14. The method according to the preceding
embodiment and with the features of embodiment H2,
wherein the random string is generated outside each of
the secure enclaves of the at least two devices (200).
[0681] H15. The method according to the preceding
embodiment and with the features of embodiment H2,
wherein the random string is generated by a random
number generator and wherein the random number
generator is an integrated circuit not comprised by any
of the secure enclaves of the at least two devices (200).
[0682] H16. The method according to any of the 2
preceding embodiments and with the features of embo-

diment H2, wherein the random string is generated by a
random number generator function and wherein the
random number generator function is not executed by
any of the secure enclaves of the at least two devices
(200).
[0683] H17. The method according to any of the 4
preceding embodiments, wherein the method com-
prises providing the random string to each of the at
least two devices (200).
[0684] H18. The method according to the preceding
embodiment and with the features of embodiment H2,
wherein providing the random string to each of the at
least two devices (200) comprises providing the ran-
dom string inside the respective secure enclave of each
of the at least two devices (200).
[0685] H19. The method according to any of the 18
preceding embodiments, wherein each of the at least
two devices (200) generating the same data element
(50) based on the initial key comprises each of the at
least two devices (200) executing at least two different
functions to generate the data element (50), wherein at
least one of the functions receives as an input the initial
key.
[0686] H20. The method according to the preceding
embodiment, wherein executing at least two different
functions to generate the data element (50) comprises
executing a first function before executing a second
function, wherein the second function receives as input
the results of the first function.
[0687] H21. The method according to the preceding
embodiment and with the features of embodiment H17,
wherein the first function receives as input the initial
key and the random string and outputs a result based
on an operation performed on the initial key and on the
random string.
[0688] H22. The method according to the preceding
embodiment, wherein the first function comprises con-
catenating the random string with the initial key.
[0689] H23. The method according to any of the 3
preceding embodiments, wherein the second function
comprises a hash function.
[0690] H24. The method according to any of the 4
preceding embodiments, wherein the second function
comprises an encryption function.
[0691] The second function and the first function can
preferably be deterministic functions.
[0692] H25. The method according to any of the 24
preceding embodiments, wherein each of the at least
two devices (200) generating the same data element
(50) based on the initial key comprises each of the at
least two devices (200) executing a concatenating
function.
[0693] H26. The method according to any of the 25
preceding embodiments, wherein each of the at least
two devices (200) generating the same data element
(50) based on the initial key comprises each of the at
least two devices (200) executing a hashing function.
[0694] H27. The method according to any of the 26

5

10

15

20

25

30

35

40

45

50

55



48

93 EP 3 860 038 B1 94

preceding embodiments wherein each of the at least
two devices (200) generating the same data element
(50) based on the initial key comprises each of the at
least two devices (200) executing an encryption func-
tion.
[0695] H28. The method according to any of the 27
preceding embodiments and with the features of embo-
diment H2, wherein each of the at least two devices
(200) generating the same data element (50) based on
the initial key is carried out by the respective secure
enclave of each of the at least two devices (200).
[0696] H29. The method according to any of the 28
preceding embodiments, wherein the at least two de-
vices (200) comprise an identical factory shared secret.
[0697] H30 The method according to the preceding
embodiment, wherein the factory shared secret is spe-
cific only to the at least two devices (200).
[0698] H31. The method according to any of the 2
preceding embodiments, wherein the factory shared
secret is utilized to encrypt communication between
the at least two devices (200).
[0699] H32. The method according to the preceding
embodiment, wherein a symmetric encryption scheme
is utilized to encrypt communication between the at
least two devices (200) with the factory shared secret.
[0700] H33. The method according to any of the 2
preceding embodiments and with the features of embo-
diment H2, wherein the factory shared secret is stored
within the respective secure enclave of each of the at
least two devices (200).
[0701] H34. The method according to any of the 3
preceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
each of the devices (200) encrypting data using the
factory shared secret before sending them to another
one of the devices (200).
[0702] H35. The method according to the preceding
embodiment and with the features of embodiment H2,
wherein data is encrypted with the factory shared se-
cret inside the respective secure enclave of each of the
devices (200).
[0703] H36. The method according to any of the 5
preceding embodiments, wherein providing the at least
two devices (200), wherein each of the at least two
devices (200) comprises an initial key, which is identical
for each of the at least two devices (200), comprises
each of the devices (200) decrypting data using the
factory shared secret after receiving them from another
of the devices (200).
[0704] H37. The method according to the preceding
embodiment and with the features of embodiment H2,
wherein data is decrypted using the factory shared se-
cret inside the respective secure enclave of each of the
devices (200).
[0705] H38. The method according to any of the 37
preceding embodiments, wherein the method com-

prises

utilizing a first device (200) to perform at least one
of:

encrypting data with the data element (50) as
an encryption key,

decrypting data using the data element (50) as
a decryption key,

deriving cryptographic keys using the data ele-
ment (50) as a master key, and

performing digital signature functionalities
using the data element (50);

and utilizing a second device (200) to recover the
data element (50).

[0706] H39. The method according to the preceding
embodiment, wherein the second device (200) is uti-
lized to recover the data element (50) if the first device
(200) becomes non-operational.
[0707] H40. The method according to the preceding
embodiment, wherein the method comprises further uti-
lizing the second device (200) to perform the same
functionalities as the first device (200) before it became
non-operational.
[0708] Below system embodiments will be discussed.
These embodiments are abbreviated by the letter J fol-
lowed by a number.
[0709] J1. A system comprising at least two devices
(200) each configured to generate the same data ele-
ment (50) based on an initial key.
[0710] J2. The system according to the preceding
embodiment, wherein each of the at least two devices
(200) comprises at least one processing unit (250).
[0711] J3. The system according to any of the 2 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises one or more micro-controller
unit(s) (250), such as, one or more tamperproof micro-
controller unit(s) (250).
[0712] J4. The system according to any of the 3 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises a memory component (240).
[0713] J5. The system according to the preceding
embodiment, wherein the memory component (240) is
a secure memory device (240), such as, a self-en-
crypted memory.
[0714] J6. The system according to any of the 5 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises at least one hardware accel-
erator (270).
[0715] J7. The system according to any of the 6 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises an external communication
component (230).

5

10

15

20

25

30

35

40

45

50

55



49

95 EP 3 860 038 B1 96

[0716] J8. The system according to any of the 7 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises an internal communication
component (260).
[0717] J9. The system according to any of the 8 pre-
ceding embodiments, wherein each of the at least two
devices (200) comprises a secure enclave.
[0718] J10. The system according to any of the 9
preceding embodiments, wherein the at least two de-
vices (200) comprise identical architectures.
[0719] J11. The system according to any of the 10
preceding embodiments, wherein the at least two de-
vices (200) comprise a factory shared secret in com-
mon.
[0720] J12. The system according to the preceding
embodiment, wherein each of the at least two devices
(200) is configured to receive the factory share secret,
preferably, during manufacturing.
[0721] J13. The system according to any of the 2
embodiments, wherein each of the at least two devices
(200) is configured to encrypt and decrypt data using
the factory shared secret.
[0722] J14. The system according to the preceding
embodiment, wherein each of the at least two devices
(200) is configured to encrypt and decrypt data using
the factory shared secret, respectively, before sending
them to or receiving them from another one of the at
least two devices (200).
[0723] J15. The system according to any of the 14
preceding embodiments, wherein the system is config-
ured to carry out the method according to any of the
method embodiments H1 to H40.
[0724] J16. The system according to any of the 15
preceding embodiments,

wherein at least one of the devices (200) is config-
ured to perform at least one of:

encrypting data with the data element (50) as
an encryption key,

decrypting data using the data element (50) as
a decryption key,

deriving cryptographic keys using the data ele-
ment (50) as a master key, and

performing digital signature functionalities
using the data element (50);

and wherein at least another one of the devices
(200) is configured to be utilized to recover the
data element (50).

[0725] Below further method embodiments will be
discussed.
[0726] M55. The method according to any of the pre-
ceding method embodiments M1 to M54, wherein the

method further comprises the steps of the method ac-
cording to any of the preceding embodiments H1 to
H40.
[0727] M56. The method according to the preceding
embodiment, wherein at least one of the devices (200)
of embodiment H1 is the first data processing unit (10).
[0728] Below further system embodiments will be dis-
cussed.
[0729] A56. The system according to any of the pre-
ceding system embodiments A1 to A55, wherein the
system further comprises the system according to any
of the preceding embodiments J1 to J16.
[0730] A57. The system according to the preceding
embodiment, wherein at least one of the devices (200)
of embodiment J1 is the first data processing unit (10).
[0731] Below, further composite method embodi-
ments will be discussed.
[0732] C3. A composite method, wherein the compo-
site method comprises at least two of

the method according to any of the preceding
method embodiments,

the determining method according to any of the
preceding determining method embodiments and

the method according to any of the embodiments
H1 to H40.

[0733] C4. The composite method according to the
preceding embodiment, wherein the method according
to any of the preceding method embodiments is per-
formed before the determining method.
[0734] C5. The method according any of the 2 de-
vices, wherein the method according to any of the em-
bodiments H1 to H40 is performed before the method
according to any of the preceding embodiments.
[0735] C6. The method according to any of the 3 pre-
ceding embodiments, wherein at least one of the de-
vices (200) of embodiment H1 is the first data proces-
sing unit of embodiment M1 and at least one other of
the devices (200) of embodiment H1 is the device (200)
of embodiment D2.
[0736] Below, further composite system embodi-
ments will be discussed.
[0737] G3. A composite system comprising at least
one of

the system according to any of the preceding sys-
tem embodiments,

the system according to any of the preceding de-
termining system embodiments and

the system according to any of the embodiment J1
to J16.

[0738] G4. The composite system according to the
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preceding embodiment configured to carry out the com-
posite method according to any of the composite meth-
od embodiments.

Brief description of the drawings

[0739]

Fig. 1 depicts a method for storing a data element
and a corresponding method for determin-
ing the data element;

Figs. 2a depicts a first embodiment of the method for
storing a data element and a corresponding
first embodiment of the method for deter-
mining the data element;

Fig. 2b illustrates with a time diagram the method
for storing a data element according to the
first embodiment;

Fig. 2c illustrates with a time diagram the method
for determining a data element according
to the first embodiment;

Fig. 2d schematically shows a system configured to
perform the method for storing a data ele-
ment according to the first embodiment and
the corresponding method for determining
the data element according to the first em-
bodiment;

Figs. 3a depicts a second embodiment of the meth-
od for storing a data element and a corre-
sponding second embodiment of the meth-
od for determining the data element;

Fig. 3b illustrates with a time diagram the method
for storing a data element according to the
second embodiment;

Fig. 3c illustrates with a time diagram the method
for determining a data element according
to the second embodiment;

Fig. 3d schematically shows a system configured to
perform the method for storing a data ele-
ment according to the second embodiment
and the correspondingmethod for determin-
ing the data element according to the sec-
ond embodiment;

Figs. 4a depicts a third embodiment of the method
for storing a data element and a correspond-
ing third embodiment of the method for de-
termining the data element;

Fig. 4b illustrates with a time diagram the method

for storing a data element according to the
third embodiment;

Fig. 4c illustrates with a time diagram the method
for determining a data element according
to the third embodiment;

Fig. 4d schematically shows a system configured to
perform the method for storing a data ele-
ment according to the third embodiment and
the corresponding method for determining
the data element according to the third em-
bodiment;

Fig. 5a provides a first part of a schematic of a se-
cret backup process according to an aspect
of the present invention;

Fig. 5b provides the second part of the schematic of
the secret backup process (it is noted that
Fig. 5b is the upper part of the complete
schematic and Fig. 5a is the lower part of
the complete schematic);

Fig. 6a provides a first part of a schematic of a se-
cret recovery process according to an as-
pect of the present invention;

Fig. 6b provides the second part of the schematic of
the secret recovery process (it is noted that
Fig. 6b is the upper part of the complete
schematic and Fig. 6a is the lower part of
the complete schematic);

Fig. 7 illustrates a user device that can be part of a
system of carrying out the method of the
present invention;

Fig. 8 illustrates a device that can be a backup de-
vice for facilitating the method for storing a
data element or a recovery device for facil-
itating a corresponding method for deter-
mining the data element;

Fig. 9a illustrates a system configured to store a
data element;

Fig. 9b illustrates the system of Fig. 9a configured
to perform digital signature functionalities
and child key derivations;

Fig. 9c illustrates a system configured to determine
a data element;

Fig. 9d illustrates the system of Fig. 9c configured
to perform digital signature functionalities
and child key derivations;
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Fig. 10 illustrates a method configured to store a
secret particularly for providing a seamless
end user experience for digital signature
functionalities;

Fig. 11 illustrates a system configured to carry out
the method of Fig. 10;

Fig. 12 depicts a further method of storing a data
element such that it can be recovered.

Detailed description of the drawings

[0740] In the following, exemplary embodiments of
the invention will be described, referring to the figures.
These examples are provided to give further under-
standing of the invention, without limiting its scope.
[0741] In the following description, a series of fea-
tures and/or steps are described. The skilled person
will appreciate that unless explicitly required and/or un-
less requires by the context, the order of features and
steps is not critical for the resulting configuration and its
effect. Further, it will be apparent to the skilled person
that irrespective of the order of features and steps, the
presence or absence of time delay between steps can
be present between some or all of the described steps.
[0742] The present invention generally relates to
methods, devices and systems for storing and deter-
mining a data element.
[0743] Throughout the text, the data element can be
referred to as a secret, for the sake of brevity. More
particularly, the terms data element and secret are in-
terchangeably used. A secret and data element, as
used herein, may refer to any digital data, the access
to which need to be controlled such that only author-
ized users or devices may access the data. In some
embodiments, the data to be protected itself may form
the secret. Alternatively, the data to be protected may
be encrypted and the decryption key that can be used
to decrypt the data can form the secret. In some embo-
diments, the secret may be a master private key that
can be used for digital signature functionalities and/or
to derive further encryption keys. That is, the secret
may be a digital document, valuable digital assets (e.g.
in the form of cryptocurrencies), a cryptographic key
(e.g. encryption key, decryption key, private key), one
or more private keys corresponding to a cryptocurrency
or any combination thereof. However, it will be under-
stood that the above are only some practical examples
of a secret.
[0744] It will be understood that throughout the text
the term key refers to a cryptographic key, which can
be a string of data that can be used to lock or unlock
cryptographic functions, including authentication,
authorization and encryption.
[0745] The present invention generally relates to
storing a data element (i.e., a secret) in a secure man-
ner such that it cannot be accessed by unauthorized

users and/or devices. In addition, the present invention
relates to mitigating the risk of losing the secret. The
present invention achieves the above two effects by
providing improved methods for storing a secret, and
corresponding improved methods for determining the
secret. Furthermore, the present invention provides a
first data processing unit for facilitating the backup (i.e.
storing) of a secret. For the sake of brevity, the first
data processing unit can also be referred to as a back-
up device. Throughout the text the terms backup device
and first data processing unit are used interchangeably.
In addition, the present invention provides a recovery
data processing unit for facilitating the recovery of the
secret. For the sake of brevity, the recovery data pro-
cessing unit can also be referred to as a recovery de-
vice. Throughout the text the terms recovery device
and recovery data processing unit are used inter-
changeably.
[0746] Fig. 1 generally describes a method for stor-
ing and determining a secret according to embodi-
ments of the present invention. More particularly, steps
S1, S2 and S3 relate to a method for storing the secret
and steps S4, S5 and S6 relate to a corresponding
method for determining the secret.
[0747] In step S1, the method comprises based on a
secret, generating M shares of the secret, wherein M is
an integer greater than 1. That is, information about the
secret can be split into a plurality of parts, each part
referred to as a secret share (or a data element share)
or for the sake of brevity as a share. It will be noted that
the terms secret share, data element share and share
are used interchangeably and refer to a share of the
secret in an unencrypted state as generated in step S1.
[0748] In some embodiments, in step S1 a data split-
ting routine may be executed. The data splitting routine
can for example be a computer program comprising
instructions which, when the program is executed by a
computer, can cause the computer to split data into
multiple parts. Thus, when the data splitting routine is
executed M shares of a secret can be generated.
[0749] In some embodiments, step S1 can be carried
on a backup device. The backup device can be config-
ured to generate M shares of a secret based on the
secret. For example, the backup device can comprise
one or more processing units configured to execute the
data splitting routine.
[0750] Furthermore, in step S1 the M shares of the
secret can be generated such that at least N shares of
the secret are required for determining the secret,
wherein N can be an integer greater than or equal to 1
and smaller than or equal to M, i.e., 1 ≤ N ≤ M. More-
over, in step S1 the M secret shares can be generated
such that it can be computationally infeasible to deter-
mine the secret when comprising less than N secret
shares. N can be referred to as a threshold and the
data splitting routine of step S1 can be part of a secret
sharing scheme referred to as a threshold secret shar-
ing scheme. It can also be referred to as an (N, M)
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threshold secret sharing, wherein M shares of a secret
are generated and at least N shares of the secret are
required for determining the secret.
[0751] Computational infeasibility as used in this
document, refers to a computation would require too
many resources to actually compute, making the com-
putation impractical. For example, a computationally in-
feasible computation may require time in the amount of
years to millennia to compute with conventional data
processing means or even with supercomputers. Typi-
cally, the infeasible computation’s cost is greater than
the reward obtained by computing it.
[0752] In one particular embodiment, the data split-
ting routine can be based on the Shamir’s secret shar-
ing scheme. The Shamir’s secret scheme is a particular
implementation of a threshold secret sharing scheme.
Through the Shamir’s secret sharing scheme, the se-
cret can be divided into multiple parts, giving each sub-
ject its own unique part. To reconstruct the original se-
cret, a minimum number of parts is required. The Sha-
mir’s secret sharing scheme can be implemented as a
threshold scheme, meaning that a minimum number of
shares required can be less than the total number of
shares. Moreover, the shares are constructed such that
information on any number of shares smaller than the
minimum number of shares makes it computationally
infeasible to calculate the original share.
[0753] In such embodiments, in step S1 a polynomial
of degree N‑1 can be defined (e.g. by the backup de-
vice). For example, N‑1 numbers (e.g. positive inte-
gers) a1, ... , aN-1 can be generated, preferably by gen-
erating random or pseudo-random numbers. Next, a
polynomial of degree N‑1, of the form

can be built. Generally, the coefficients a1, ... , aN-1 can
be generated such that they are smaller than a prede-
fined prime number P. Moreover, P can be chosen such
that it is larger than M. Coefficient a0, on the other
hand, can be chosen such that it provides information
on the secret. For example, the secret may be mapped
to a number a0, such that the secret can be determined
based on a0 in a computationally feasible way. Thus,
knowledge on a0 can provide all the information of the
secret. More particularly, the secret can be easily and
fully reconstructed if a0 is known. The mapping of the
secret to a0 can, for example, be based on an injective
function. Further, the mapping of the secret to a0 can,
for example, be based on a two-way function. That is, it
is easy to calculate a0 based on the secret and the
secret based on a0.
[0754] In the above, as an example, the secret is
mapped to coefficient a0 (i.e. the coefficient multiplying
the zero-degree variable). More particularly, the secret
is mapped to the value of the polynomial when the vari-
able is set to 0. It will be understood that similarly the
secret can be mapped to any other value of the poly-

nomial. That is, in general, the secret can be mapped to
any f(i), wherein i is in the domain of the polynomial.
However, typically i equals 0.
[0755] Next, M points of the polynomial can be calcu-
lated by inputting a non-zero integer to the polynomial
and calculating the output. That is, a point of the poly-
nomial can be represented as (x, f(x)). Points of the
polynomial can be used to generate the shares of the
secret. That is, each share of the secret can comprise a
unique point on the polynomial. As it can be noticed, a
secret share does not necessarily comprise a direct
part of the secret per se. This can further be ensured
by not allowing the point (i, f(i)) corresponding to the
point wherein the secret is mapped, to be shared as a
share of the secret. In other words, the content of the
secret is not necessarily comprised by the shares.
[0756] As discussed, the polynomial can be con-
structed with a degree of N‑1. Thus, at least N points
of the polynomial are required to determine it. Based on
the N points, the constants of the polynomial can be
calculated and the secret can be determined by calcu-
lating the value of the polynomial with a zero input (i.e. f
(0) = a0 → S). On the other hand, with less than N
points the polynomial cannot be defined. That is, at
least one of the constants of the polynomial cannot be
calculated if there are less then N points of the polyno-
mial. As such, f(0), or in general f(i), cannot be calcu-
lated. Thus, the secret cannot be determined.
[0757] To further increase the computational com-
plexity of determining the secret when comprising less
than N shares of the secret, finite field arithmetic can be
used instead of integer field arithmetic. A field of size p,
wherein p > a0 and p > n can be used. The points of the
polynomial are calculated as (x, f(x) mod p) instead of
(x, f(x)), wherein mod is an abbreviation of the modulus
operator which finds the remainder after division of one
number by another. Typically and preferably, a large
prime number is chosen for p.
[0758] Using the Shamir’s secret sharing scheme,
briefly described above, calculating shares of a secret
comprises simply calculating the value of a polynomial
given a certain input for the variable of the polynomial,
which is a computationally easy operation, typically
comprising summation, multiplication and exponentia-
tion. Similarly, reconstructing the secret given at least
N shares comprises solving a system of linear equa-
tions which typically is also a computationally feasible
operation (particularly when the degree of the polyno-
mial is not too large). However, reconstructing the se-
cret with less than N shares is computationally infeasi-
ble. More particularly, having less than N points of a
polynomial of degree N‑1, leaves the polynomial un-
specified, and as such the point on the polynomial
wherein the secret is mapped cannot be calculated.
[0759] It will be noted that the above is only an ex-
emplary technique of generating the M shares of the
secret in step S1.
[0760] After generating the secret shares, it can be
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advantageous to delete the secret. This can further
contribute into increasing the security of the secret.
[0761] In a further step S2, the method can comprise
the backup device encrypting the shares of the secret.
Each share of the secret can be encrypted with a re-
spective encryption key. Thus, M encrypted shares of
the secret (also referred to as encrypted data element
shares) can be generated, each encrypted with a re-
spective encryption key. Furthermore, each encryption
key corresponds to a corresponding decryption key.
[0762] It will be noted that an encrypted share of the
secret refers to a share of the secret in an encrypted
state. That is, a share of the secret, as used herein, is
in an unencrypted state. On the other hand, an en-
crypted share of the secret is in an encrypted state.
When decrypted, each encrypted share yields a re-
spective share of the secret.
[0763] In other words, by encrypting M shares, M en-
crypted shares can be generated. Each share can pre-
ferably be encrypted with a unique encryption key.
Thus, during step S2 a one-to-one mapping (or asso-
ciation) can be performed between M shares and M
encryption keys. In some embodiments, the mapping
between the shares and the encryption keys can be
random or can depend on the time order that the en-
cryption keys are provided to the backup device or on
the time order that the encrypted shares are generated.
In other words, in some embodiments, the mapping
between shares and the encryption keys may not be of
importance and may not impact the result. This can
particularly be the case if the M shares are generated
in step S1 with equal share value (i.e. equal amount of
information for determining the secret), e.g., shares
comprise an equal number of points of the polynomial
discussed above.
[0764] Alternatively, a predefined rule can be used for
mapping the shares to encryption keys. This can be
particularly advantageous when the shares are gener-
ated in step S1 with unequal value, that is, when the
shares comprise a different amount of information for
determining the secret, e.g., shares comprise different
number of points of the polynomial discussed above.
As the shares are differentiated (i.e. some can contri-
bute more on determining the secret than others) a
predefined assignment between the shares and en-
cryption keys can be performed. In other words, the
owners of the encryption keys and corresponding de-
cryption keys can be differentiated. The assignment
between shares and encryption keys can be based on
the owners of the encryption keys, such that, some
owners are provided with encrypted shares of higher
share value than the others.
[0765] An owner of an encryption key and corre-
sponding decryption key may refer to a device compris-
ing a memory component wherein the encryption key
and corresponding decryption key are stored. Alterna-
tively, the owner of an encryption key and correspond-
ing decryption key may refer to the memory component

wherein the encryption key and corresponding decryp-
tion key are stored, such as, an encryption key storage
unit (also referred to as first data storage unit) and a
decryption key storage unit (also referred to as third
data storage unit), which will be discussed further be-
low. Alternatively or additionally, the owner of an en-
cryption key and corresponding decryption key may re-
fer to a user comprising or having access to the mem-
ory component wherein the encryption key and corre-
sponding decryption key are stored.
[0766] The backup device can be configured to exe-
cute an encryption routine during step S2, and thus
encrypt the shares of the secret and generate en-
crypted shares. In general, the encryption routine can
be a computer program comprising instructions which,
when the program is executed by a computer can
cause the computer to encrypt data. Thus, when the
encryption routine is executed by the backup device,
one or more shares of the secret can be encrypted.
[0767] The encryption routine can be based on one
of more encryption schemes. In some embodiments,
the encryption routine can be based on a symmetric
encryption scheme, such as, and not limited to, Blow-
fish, Advanced Encryption Standard (AES), Rivest Ci-
pher 4/5/6 (RC4/5/6), or Data Encryption Standard
(DES). It should be understood that these are merely
exemplary and that also other schemes may be used.
In such embodiments, one cryptographic key is used
both for encryption and decryption. That is, the encryp-
tion key and the decryption key are in fact the same
key. Alternatively and preferably, the encryption routine
can be based on an asymmetric encryption scheme,
such as, and not limited to, RSA, ECC P256k1, ECC
P256r1, X25519. In such embodiments, different cryp-
tographic keys are used for encryption and decryption.
[0768] That is, in an asymmetric encryption scheme,
key pairs are used. The cryptographic keys in the key
pair are typically referred to as a private key and a
public key. As the names suggest, the private key need
to be securely stored and the public key can be made
public. The public key can typically be easily calculated
from the private key; however, it is computationally un-
feasible to derive the private key from the public key.
Furthermore, each key can be used for encryption and
decryption. In the context of securing data, typically
data is encrypted with the public key. Thus, only the
owner of the private key may access the data, as only
the corresponding private key can be used to decrypt
the data. In the context of digital signatures, typically
data can be encrypted with the private key.
[0769] As used in this document, the encryption key
refers to the public key and the decryption key refers to
the private key.
[0770] After generating the encrypted shares, it can
be advantageous to delete the shares of the secret that
are in the unencrypted sate. This can further contribute
into increasing the security of the secret. That is, even if
the backup device is accessed by an unauthorized
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party, the secret cannot be determined as only en-
crypted shares are stored therein. As discussed, the
secret can only be determined based on at least N
shares of the secret in an unencrypted state.
[0771] In a further step S3, the backup device can
output the M encrypted shares. Since the encrypted
shares of the secret are in an encrypted state (as a
result of step S2), outputting the encrypted shares does
not compromise the secrecy of the secret. Again, the
secret cannot be determined from the encrypted
shares.
[0772] Outputting the encrypted shares in step S3
can be advantageous as it can allow storing the en-
crypted shares in memory devices external to the back-
up device. Thus, even if the backup device is lost, da-
maged or compromised the secret can still be deter-
mined as the encrypted shares can also be stored else-
where (e.g. in the second data storage units and/or
database).
[0773] Again, steps S1 to S3 relate to storing a secret
(i.e. a secret backup). Through steps S1 to S3 the
backup device may facilitate storing the secret in a se-
cure manner because instead of storing the secret,
multiple encrypted shares of the secret are stored.
Furthermore, the encrypted shares can be redundant
when N < M, such that even if up to M-N shares are
lost or destroyed, the original secret can still be deter-
mined. In addition, the encrypted shares of the secret
protect the shares from being accessed by unauthor-
ized devices or users. Unauthorized devices or users
can also be referred to as third parties. Corollary, only
parties (i.e. devices or users) comprising the corre-
sponding decryption key of an encrypted share may
access the share. That is, only the owner of the corre-
sponding decryption key of an encrypted share can ac-
cess the share.
[0774] Furthermore, by outputting only the encrypted
shares (in step S3) and potentially deleting the unen-
crypted shares of the secret (e.g., at the end of step
S2) the security can be significantly increased. That is,
the unencrypted shares of the secret never "leave" the
backup device. Moreover, they can have a very short
lifetime which can correspond to the time required to
execute steps S1 and S2. Thus, in order to obtain the
secret, one need not only have to compromise the
backup device, but it needs to do this particularly during
steps S1 and S2 when the secret and/or shares of the
secret are present and unencrypted in the backup de-
vice. After step S1, the secret can be deleted, and after
step S2 the shares of the secret can be deleted, thus
making it computationally infeasible to recover the se-
cret even if the backup device is accessed by an un-
authorized party after step S2. In other words, for se-
curing the secret, only steps S1 and S2 need to be
performed in a secure part of the backup device.
[0775] Further still, in step S1 the shares can be gen-
erated with different share value. For example, a first
set of shares may comprise a share value of 25% and

another set of shares can comprise a share value of
50%. For example, for M = 4, one share can comprise
only one point of the polynomial (i.e. 25% share value)
and three shares can comprise two points of the poly-
nomial (i.e. 50% of share value). The secret can be
reconstructed if shares amounting to a value of 75% of
total shares (i.e. N = 3) are present. Thus, either three
from the first set of shares or two from the second set of
shares or one from the first set of shares and one from
the second set of shares are required to reconstruct the
secret. Next, during the mapping between shares and
encryption keys in step S2, the owners of the encryp-
tion keys can be assigned shares of different values. In
other words, the present method allows not only a uni-
form distribution of the shares but also a non-uniform
distribution of the shares.
[0776] Furthermore, the method may comprise stor-
ing the encrypted shares after they are output by the
backup device. As will be discussed further below, the
encrypted shares can be stored in separate second
data storage units, respectively, i.e., in a distributed
manner. This can allow to provide corresponding en-
crypted shares to the owners of the encryption keys
used to encrypt the share and the corresponding de-
cryption key. Alternatively or additionally, the encrypted
shares can be stored in a database. Alternatively or
additionally still, the encrypted shares can be stored in
a memory component of the backup device.
[0777] Through steps S4, S5 and S6 a determining
method for determining the secret stored according to
the above method is discussed. The recovery (i.e. de-
termination) of the secret (i.e., the data element) can be
facilitated by a recovery data processing unit, which
can be referred to for the sake of brevity as a recovery
device.
[0778] In step S4, at least N of M encrypted shares
can be provided to the recovery device. In some embo-
diments, at least N of the encrypted shares generated
in step S2 can be provided to the recovery device (as
discussed, e.g., with reference to Figs. 2a to 3d). Alter-
natively, at least N encrypted shares obtained by en-
crypting the secret shares with a temporary encryption
key, wherein the temporary encryption key is generated
by the recovery device, can be provided to the recovery
device (as discussed, e.g., with reference to Figs. 4a to
6).
[0779] In step S5, the recovery device can decrypt
the at least N encrypted shares. Each of the at least N
encrypted shares can preferably be decrypted with a
unique corresponding decryption key.
[0780] Thus, to facilitate step S5 the method can
comprise providing the at least N corresponding de-
cryption keys to the recovery device 10. Typically, the
at least N corresponding decryption keys can be pro-
vided to the recovery device 10 from the owners of the
decryption keys. For example, the decryption keys can
be provided to the recovery device from separate de-
cryption key storage units (also referred to as third data
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storage units) wherein they can be stored. Further-
more, it can be advantageous to communicate the de-
cryption keys in a secure manner to the recovery de-
vice such that unauthorized parties may not access the
decryption key or, in other words, only the recovery
device receives the decryption keys.
[0781] Thus, during step S5 a matching between the
at least N shares and N decryption keys need to be
performed. In some embodiments, the matching be-
tween the encrypted shares and the decryption keys
can be provided to the recovery device (e.g. during
step S4). Alternatively, the encrypted shares and the
decryption keys can be provided to the recovery device
in pairs. That is, each encrypted share can be provided
with its corresponding decryption key.
[0782] Alternatively, the recovery device can deter-
mine the matching through a brute-force, trial-and-error
process. Alternatively, in embodiments wherein in step
S4 the recovery device can be provided with at least N
encrypted shares obtained by encrypting the secret
shares with a temporary encryption key, wherein the
temporary encryption key is generated by the recovery
device, the recovery device may already know the cor-
responding decryption keys from the generation of the
keys.
[0783] The recovery device can be configured to car-
ry out a decryption routine during step S5, therefore
decrypting the encrypted shares and obtaining the se-
cret shares in an unencrypted state. In general, the
decryption routine can be a computer program com-
prising instructions which, when the program is exe-
cuted by a computer, can cause the computer to de-
crypt data. Thus, when the decryption routine is exe-
cuted by the recovery device, one or more shares of
the secret can be decrypted. Moreover, for a successful
decryption, the decryption routine can be configured or
chosen (e.g. from a plurality of decryption routines) to
correspond to the encryption routine used to encrypt
the encrypted shares. Similarly, the decryption key
used in step S5, need to correspond to the encryption
key used to encrypt the encrypted shares provided to
the recovery device in step S4.
[0784] In step S6, the method can comprise the re-
covery device determining the secret based on at least
N secret shares in an unencrypted state. That is, the
recovery device can be configured to execute a recov-
ery routine for determining the secret based on at least
N shares of the secret. In general, the recovery routine
can be a computer program comprising instructions
which, when the program is executed by a computer,
can cause the computer to recover the original data
from N shares generate based on the original data.
Thus, when the recovery routine is executed by the
recovery device, the secret can be determined based
on the at least N shares of the secret. For example, the
recovery routine may be a routine configured to calcu-
late one or more constants of a polynomial of degree
N‑1, based on at least N points of the polynomial, and

based thereon calculate a point of the polynomial
wherein the secret is mapper, and based thereon deter-
mine the secret.
[0785] In simple words, the secret can be generated
by "cloning" the backup device to the recovery device.
That is, the backup device and the recovery device
may comprise the same architecture. They may be
configured to carry out any of the steps S1 to S6. When
used for the secret backup (i.e. steps S1 to S3), the
device can be referred to as a backup device. In this
case it can be used for generating and sharing shares
of the secret as discussed through steps S1 to S3. In
addition, the backup device can be used for restoring
the secret whenever at least N shares of the secret are
provided by carrying out steps S4 to S6. This can be
particularly important, if the secret contains a master
private key that can be used for deriving further keys
and/or for digital signature functionalities.
[0786] In case the backup device is damaged or lost
or compromised, then a second device, i.e., the recov-
ery device, can be used for determining the secret. The
recovery device can be configured to execute steps S4
to S6 for determining the secret. Thus, the backup de-
vice that was damaged, lost or compromised is cloned
into the recovery device. The recovery device can then
be used for restoring the secret whenever at least N
shares of the secret are provided by carrying out steps
S4 to S6.
[0787] Similarly, if the recovery device gets damaged
or lost or compromised, a third device (i.e. a second
recovery device) can be used for determining the se-
cret. That is, the recovery device gets cloned on the
second recovery device and the second recovery de-
vice can then be used for restoring the secret whenever
at least N shares of the secret are provided by carrying
out steps S4 to S6.
[0788] Thus, the secret may not bound to a single
device. That is, as illustrated with the example above,
even when the backup device gets damaged, lost or
compromised the secret can still be recovered using a
recovery device. Thus, the present invention mitigates
the single point of failure issue typically present on con-
ventional storage systems.
[0789] With respect to Figs. 2a to 2c, a particular
embodiment of the method for storing a data element
and the corresponding method for determining the data
element is discussed. It will be noted that throughout
the figures like reference signs refer to like steps or
devices.
[0790] Again, as discussed with respect to Fig. 1, in a
first step S1, based on a secret, M shares of the secret
can be generated (e.g. by a backup device). In a step
S2, the backup device can generate M encrypted
shares of the secret by encrypting each of the shares
of the secret with a respective encryption key. Thus,
there can be M encryption keys each used to encrypt a
respective share of the secret. Each encryption key can
correspond to a respective decryption key. Thus, there

5

10

15

20

25

30

35

40

45

50

55



56

109 EP 3 860 038 B1 110

can be M decryption keys, each corresponding to a
decryption key, respectively. Each of M encryption keys
can be stored in a respective encryption key storage
unit (also referred to as first data storage unit). Thus,
M separate first data storage units can be provided for
storing each of M encryption keys, respectively. Prefer-
ably, each of the first data storage units is external to
the backup device.
[0791] On the other hand, each of the M decryption
keys corresponding to the M encryption keys respec-
tively, can be stored in a respective decryption key sto-
rage unit (also referred to as third data storage unit).
That is, M separate third data storage units can be
provided, each storing a respective decryption key.
However, during steps S1 to S3, i.e. during the storing
of the secret, only the first data storage units are re-
quired and can thus be provided.
[0792] Further, in a step S3 the backup device may
output the M encrypted shares. In the embodiment of
the method illustrated in Fig. 2a, the step of the backup
device outputting the M encrypted shares is followed by
step S31 wherein the backup device provides to each
of M second data storage a respective encrypted
share. That is, the backup device can distribute the M
encrypted shares among M separate second data sto-
rage units, such that each second data storage unit
receives a respective encrypted share. Preferably,
each of the second data storage units is external to the
backup device.
[0793] In some embodiments, each of the M en-
crypted shares is provided to a corresponding data
share storage unit (also referred to as second data sto-
rage unit). That is, the distribution of encrypted shares
to the second data storage units can be performed
based on a rule or order. This is particularly the case in
embodiments wherein each of the second data storage
units corresponds to a respective first data storage unit.
In such embodiments, an encrypted share can be pro-
vided to the second data storage unit if the correspond-
ing first data storage unit stores the encryption key
used to generate the encrypted share.
[0794] Put simply, one first data storage unit (i..e, one
encryption key storage unit) and one second data sto-
rage unit (i.e., one data share storage unit) can corre-
spond to each other, e.g., be internal to the same de-
vice. The first data storage unit can store an encryption
key used in step S2 to obtain an encrypted share. This
encrypted share can be provided to the second data
storage unit.
[0795] For example, a user may comprise a user de-
vice (e.g., see Fig. 7). The user device may comprise at
least the first data storage unit, wherein a respective
encryption key is stored, and a second data storage
unit, wherein a respective encrypted share can be
stored. Each user device, during step S3, can be pro-
vided with the encrypted share obtained using the en-
cryption key stored in the first data storage unit of the
respective user device.

[0796] During the secret backup in steps S1 to S3,
only encryption keys are provided. Thus, during the
backup phase, it may not possible to determine the
secret, because the decryption keys for decrypting the
encrypted shares may not be present or provided dur-
ing the method of steps S1 to S3.
[0797] Through steps S1 to S31, the secret can be
distributed to M separate second data storage units
such that access to the whole secret is never granted
outside the backup device. It will be noted that a user or
device of the second data storage unit (or any third
party) may have access only to one or more encrypted
shares of the secret. However, simply having access to
the encrypted shares does not reveal the secret. As
discussed, the secret can only be determined based
on at least N secret shares in an unencrypted state.
[0798] Furthermore, even for recovering a single
share of the secret, the corresponding encrypted share
and decryption key are required. Thus, access to the
respective second data storage unit and respective
third data storage unit is required to obtain the corre-
sponding encrypted share and decryption key. Typi-
cally, a user or computing unit may have access to only
one third data storage unit and the corresponding sec-
ond data storage unit and as such can only recover its
corresponding share of the secret but not the secret
itself.
[0799] In other words, even if a second data storage
unit (i.e., a data share storage unit) and its respective
third data storage unit (i.e., a decryption key storage
unit) are accessed by an unauthorized party, the secret
is still safe because only one share of the secret can be
recovered. In fact, even when N‑1 second data storage
unit and their respective third data storage units are
accessed by an unauthorized party, the secret can
again not be determined. On the other hand, if at most
M-N encrypted shares or decryption keys are lost the
secret can still be recovered. Thus, the secret is not
only safe (i.e. N second data storage unit and their
respective third data storage units need to be accessed
to determine the secret), but the likelihood of losing the
secret is also minimized (as M-N+1 encrypted shares
or decryption keys need to be lost to not be able to
determine the secret).
[0800] As discussed in conjunction with Fig. 1, in
steps S4 to S6 of the method, the secret can be recov-
ered. More particularly, in step S4 at least N encrypted
shares of the secret can be provided to the recovery
device. In the particular embodiment of the method illu-
strated in Fig. 2a, step S4 can comprise step S41
wherein the at least N encrypted shares can be pro-
vided to the recovery device from their respective sec-
ond data storage units. That is, each of the N encrypted
shares can be transmitted from the respective second
data storage unit, wherein the encrypted share is
stored, to the recovery device.
[0801] In addition, the method may comprise step S7
wherein the respective decryption keys for decrypting
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the at least N encrypted shares, are provided to the
recovery device. In some embodiments, the at least N
decryption keys can be stored in separate third data
storage units, respectively, prior to providing them to
the recovery device. In such embodiments, in step S7,
each of the at least N decryption keys is provided to the
recovery device from the respective third data storage
unit wherein they are stored. Preferably the communi-
cation of the decryption keys from their respective third
data storage unit to the recovery device can be per-
formed through a secure channel (see Fig. 2d). For
example, the decryption key can be communicated in
an encrypted state, such that only the recovery device
may decrypt it. For example, the decryption key can be
encrypted with a public key of the recovery device.
[0802] Thus, the recovery device can obtain at least
N encrypted shares of the secret and the correspond-
ing decryption keys for decrypting the at least N en-
crypted shares. Next, in step S5 the recovery device
can decrypt the encrypted shares using the corre-
sponding decryption keys to obtain at least N shares of
the secret in an unencrypted state. Next, in step S6 the
secret can be recovered based on the at least N shares
in the unencrypted state.
[0803] The above steps of the method illustrated in
Fig. 2a are further illustrated with the time diagrams
depicted in Figs. 2b and 2c. More particularly, Fig. 2b
provides a time diagram illustrating a method for storing
the secret and Fig. 2c provides a time diagram illustrat-
ing a method for determining the secret.
[0804] Fig. 2b depicts a backup device 10 (which
may also be referred to as a first data processing unit),
M first data storage units 30A (which may also be re-
ferred to as encryption key storage unit) and M second
data storage units 30B (which may also be referred to
as data share storage unit). The M first data storage
units 30A are shown in a compact way, i.e., instead of
showing each of the M first data storage units 30A with
a respective timeline, they are shown for the sake of
brevity, with a single timeline. The same is true for the
second data storage units 30B. However, it will be un-
derstood that the M first data storage units 30A are
separate from each other. Similarly, the M second data
storage units 30B are also separate from each other.
Furthermore, each of the first data storage units 30A
and each of the second data storage using 30B is ex-
ternal to the backup device 10.
[0805] Each of the M first data storage units 30A may
store a respective encryption key 42. For each of the
encryption keys 42, a corresponding decryption key 45
can be stored in one of M third data storage units 30C
(which may also be referred to as decryption key sto-
rage unit) - see Fig. 2c. The encryption key 42 stored in
a first data storage unit 30A and the corresponding
decryption key 45 stored in a corresponding third data
storage unit 30C can form a key pair. More particularly,
the encryption key 42 can be a public key and the de-
cryption key 45 can be a private key 45. Typically, the

encryption key 42 can be made public, while the de-
cryption key 45 is securely stored (e.g. each of the M
third data storage units 30C is a secure memory com-
ponent). Furthermore, the encryption key 42 can be
used to encrypt data and the decryption key 45 can be
used to decrypt data encrypted by the corresponding
encryption key 42. Thus, when data is encrypted with
the encryption key 42, it can only be decrypted using
the corresponding decryption key 45.
[0806] A secret 50 (which can also be referred to as a
data element) can be provided to the backup device 10.
In some embodiments, the backup device 10 can gen-
erate the secret 50. In some embodiments, the secret
50 can be a master private key that can be randomly
generated by the backup device 10 (see Figs. 5a and
5b).
[0807] In a step S1, as discussed, M shares 52 of the
secret 50 can be generated. In the embodiment illu-
strated in Fig. 2b, the M shares 52 of the secret can be
generated by the backup device 10, e.g. executing a
data splitting routine. However, it will be understood
that alternatively, instead of providing the secret 50, M
shares 52 of the secret 50 can be provided to the back-
up device 10.
[0808] In a step S21, each of the M encryption keys
42 can be provided from the respective first data sto-
rage unit 30A to the backup device 10. Thus, the back-
up device 10 can receive M encryption keys 42, one
from each of the M first data storage units 30A, as
indicated by the multiple arrows S21. That is, a respec-
tive communication channel can be established be-
tween each of the first data storage units 30A and the
backup device 10 for sending the encryption keys 42.
In some embodiments, M computing units (not shown),
each accessing a respective first data storage unit 30A,
may receive from the first data storage unit 30A it ac-
cesses the encryption key 42 stored therein and may
send the encryption key 42 to the backup device 10.
That is, the respective computing units may execute
instructions for sending the encryption keys 42 to the
backup device 10.
[0809] Next, the backup device 10 in a step S2 can
encrypt the shares 52 to obtain encrypted shares 55.
That is, the backup device 10 can comprise M en-
crypted shares 52 and M encryption keys 42, as de-
picted in Fig. 2b. The backup device 10 can map or
assign each encryption key 42 with a share 52. Since
there can be M encryption keys 42 and M shares 52, a
one-to-one mapping between the shares 52 and the
encryption keys 42 can be performed. Each of the M
shares 52 can be encrypted with a corresponding en-
cryption key 42. Thus, M encrypted shares 55 can be
obtained.
[0810] In step S31 the backup device 10 can provide
(i.e., send) each encrypted share 55 to a respective
second data storage unit 30B, as indicated by the multi-
ple arrows S31. That is, a respective communication
channel can be established between the backup device
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10 and each second data storage unit 30B for sending
to each second data storage unit 30B a respective en-
crypted share 55. Thus, the M encrypted shares 55 can
be stored in M separate data storage units 30B, re-
spectively.
[0811] Fig. 2c illustrates with a time diagram the
steps of determining the secret 50 using at least N
shares of the secret 50.
[0812] More particularly, Fig. 2c depicts a recovery
device 20 (which may also be referred to as a recovery
data processing unit), N of M third data storage units
30C and N of M second data storage units 30B. It will
be understood that for the recovery of the secret 50
there can be more than N third/second data storage
units 30C, 30B present. As defined during the genera-
tion of the M shares of the secret in step S1, at least N
shares of the secret are required to determine the se-
cret.
[0813] Each of the at least N second data storage
units 30B comprises a respective encrypted share 55.
Each of the N third data storage units 30C comprises a
respective decryption key 45. It will be understood that
each of the N decryption keys 45 stored in a respective
third data storage unit 30C can be used to decrypt an
encrypted share stored in a respective second data
storage unit 30B. Thus, each of the N third data storage
units 30C can correspond to a respective second data
storage unit 30B in such a way that the decryption key
45 stored in the third data storage unit 30A can be used
to decrypt the encrypted share 55 stored in the corre-
sponding second data storage unit 30B. Similarly, each
of the N second data storage units 30B can correspond
to a respective third data storage unit 30C in such a
way that the encrypted share 55 stored in the second
data storage unit 30B can be decrypted with the de-
cryption key 45 stored in the third data storage unit
30B.
[0814] In steps S41 and S7, the recovery device is
provided with at least N encrypted shares 55 and at
least N corresponding decryption keys 45. Although in
the time diagram of Fig. 2c step S7 is depicted as fol-
lowing step S41, the two steps are independent from
each other and can be performed in any sequence. In
some embodiments, steps S7 and S41 are interleaved.
That is, the encrypted shares 55 and the decryption
keys 45 are provided in pairs to the recovery device,
with each pair comprising one encrypted share 55 and
the corresponding decryption key 45.
[0815] As depicted, in step S41 the at least N en-
crypted shares 55 are provided to the recovery device
20 from at least N separate second data storage units
30B. In step S7 the at least N corresponding decryption
keys 45 are provided to the recovery device 20 from at
least N separate third data storage units 30C. In some
embodiments, corresponding third and second data
storage units 30C and 30B can be provided internal to
the same device. Furthermore, each pair of corre-
sponding third and second data storage units 30C and

30B can be accessed by a respective computing unit.
Each computing unit may be able to access its respec-
tive third data storage unit 30C and its respective sec-
ond data storage unit 30B. Thus, each computing unit
can obtain a respective decryption key 45 and a re-
spective encrypted share 55. Each computing unit can
then send the obtained decryption key 45 to the recov-
ery device in step S7 and can send the obtained en-
crypted share 55 to the recovery device in step S41.
[0816] That is, in some embodiments of the method
of the present invention, the secret can be stored by
distributing encrypted shares of the secret among a
plurality of second data storage units 30B. The secret
can then be restored by a recovery device 20 by provid-
ing to the recovery device 20 from a subset of the sec-
ond data storage units 30B the respective encrypted
shares stored therein. In addition, to allow the recovery
device 20 to decrypt the encrypted shares 55, corre-
sponding decryption keys 45 (stored in respective third
data storage units 30C) can be provided to the recov-
ery device 20.
[0817] While with respect to Figs. 2a to 2c, a method
of storing and determining a secret is discussed, Fig.
2d illustrates a system configured to carry out the steps
of the method.
[0818] As illustrated, the system comprises a backup
device 10 and a recovery device 20. As discussed, the
backup device 10 can be configured to facilitate the
backup process of the secret. The recovery device 20
can be configured to facilitate determining the secret.
[0819] Furthermore, the system may comprise M first
data storage units 30A configured to store a respective
encryption key 42. The M first data storage units 30A
are separate from each other and external to the back-
up device 10 and recovery device 20.
[0820] In addition, the system can comprise M sec-
ond data storage units 30B configured to store a re-
spective encrypted share 55 of the secret. The M sec-
ond data storage units 30B are separate from each
other and external to the backup device 10 and recov-
ery device 20.
[0821] Additionally still, the system may comprise M
third data storage units 30C configured to store a re-
spective decryption key 45. The M third data storage
units 30C are separate from each other and external to
the backup device 10 and recovery device 20. Further-
more, the M third data storage units 30C are preferably
secure memory devices.
[0822] Each of the M first data storage units 30A can
correspond to a respective second data storage units
30B and to a respective third data storage unit 30C, as
illustrated in Fig. 2d, wherein corresponding first and
second and third data storage units 30A, 30B, 30C are
depicted in groups. Corresponding first and second and
third data storage units 30A, 30B, 30C store corre-
sponding a encryption key, a decryption key and an
encrypted share, respectively.
[0823] In some embodiments, the combination of the
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first, second and third data storage units 30A, 30B, 30C
can be embedded in the same data storage unit 30.
Thus, one data storage unit 30 may comprise one first
data storage unit 30A and/or one corresponding sec-
ond data storage unit 30B and/or one corresponding
third data storage unit 30C. Thus, each data storage
unit 30 may store one encryption key 42, the corre-
sponding encrypted share 55, the corresponding de-
cryption key 45. Moreover, the data storage device 30
may be part of a user device 100 (see, e.g., Figs. 5, 6,
7).
[0824] A respective communication channel 70A can
be established between each of the M first data storage
devices 30A and the backup device 10. The communi-
cation channel 70A can be used to communicate data
from the first data storage units 30A to the backup de-
vice 10. Thus, in step S21, each of the M encryption
keys 42 can be transmitted through the respective com-
munication channel 70A from the respective first data
storage unit 30 to the backup device 10.
[0825] Similarly, a respective communication channel
70B can be established between each of the M second
data storage units 30B and the backup device 10. The
communication channels 70B can be used to commu-
nicate data from the backup device 10 to each of the
second data storage units 30B, respectively. Thus, in
step S31 each of the M encrypted shares 55 can be
transmitted through the respective communication
channel 70B from the backup device 10 to each of the
second data storage units 30B, respectively.
[0826] On the other hand, for facilitating the recovery
of the secret, a respective secure communication chan-
nel 82C can be established between each of the at
least N third data storage units 30C and the recovery
device 20. The secure communication channels 82C
can be used to securely communicate data from each
of the third data storage units 30C to the recovery de-
vice 20, respectively. Thus, in step S7 each of the at
least N decryption keys 45 can be transmitted through
the respective secure communication channels 82C
from each of the at least N third data storage units 30C
to the recovery device 20, respectively.
[0827] Similarly, a respective communication channel
80B can be established between each of the at least N
second data storage units 30B and the recovery device
20. The communication channels 80B can be used to
communicate data from each of the second data sto-
rage units 30B to the recovery device 20, respectively.
Thus, in step S41, each of the at least N encrypted
shares 55 can be transmitted through the communica-
tion channels 70B from each of the at least N second
data storage units 30B to the recovery device 20, re-
spectively.
[0828] Steps S21, S31 and S41 do not comprise
transmitting sensitive data (i.e. data that if intercepted
by a third party may allow a third party to feasibly com-
pute the secret or a share of the secret) between the
first and second data storage units 30A, 30B and the

backup device 10 or recovery device 20. As such, the
communication channels 70A, 70B and 80B may also
be insecure communication channels (i.e. communica-
tion channels wherein communication can be carried
out without any measure against overhearing or tam-
pering).
[0829] In step S7, sensitive data (i.e. the decryption
key 45) is communicated from the third data storage
units 30C to the recovery device 20. Hence, it may be
advantageous to implement secure communication
channels between the third data storage units 30C and
the recovery device 20. Hence, the secure communica-
tion channels 82C can be implemented between the at
least N third data storage units 30C and the recovery
device 20.
[0830] A secure channel is a communication channel
that is resistant to overhearing and tampering. Thus,
the secure communication channels 82C are config-
ured to prevent or reduce the risk of an unauthorized
party accessing and/or gaining any intelligibility of the
data being transmitted through the secure communica-
tion channel 82C. In some embodiments, the secure
communication channel 82C can be physically pro-
tected. For example, the secure communication chan-
nel 82C may comprise a short distance cable connec-
tion (e.g. USB connection), a smart card reader and the
like. With such technologies, the risk of the secure
communication channels 82C being tampered can
minimized as the channel (e.g. the cable connection)
can be easily visually examined against interferers.
However, such channels may require that the recovery
device 20 is brought into physical proximity with each of
the at least N third data storage units 30C during step
S7.
[0831] Alternatively or additionally, data communica-
tion security protocols may be implemented to ensure
that the data is communicated securely over the secure
communication channels 82C. Data communication se-
curity protocols tend to increase the security not by
prohibiting an unauthorized user from obtaining the
data, but instead by encrypting the data such that even
if intercepted they are unintelligible. Thus, the secure
communication channels 82C can be configured such
that the data is transmitted therein in an encrypted
manner. Transport Layer Security (TLS) and Secure
Sockets Layer (SSL) are some examples of data com-
munication security protocols that can be implemented.
[0832] In some embodiments, the above discussed
communication channels may allow for remote commu-
nication (e.g. through the Internet, a wireless connec-
tion, local area network, wide area network, cellular
network and the like). Alternatively, in some embodi-
ments, the communication channels discussed above
may require physical proximity between the sender
and receiver. For example, the communication chan-
nels 70A, 70B, 80B, 82C may be established based on
technologies, such as near field communication (NFC),
Bluetooth, WIFI, IEEE 802.15.4, cable connection stan-
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dards (e.g. USB, smart card) and the like. For example,
the backup device 10 and the recovery device 20 may
comprise at least one smart card reader (not shown)
and each of the first data storage devices 30A, second
data storage device 30B and third data storage units
30C can be provided in a respective smart card.
[0833] In further embodiments, the secret can be
stored by storing the encrypted shares of the secret in
a database, such as, an external and/or public data-
base. That is, instead of or in addition to storing the
secret by distributing encrypted shares of the secret
among a plurality of separate second data storage
units, as discussed above, in some embodiments, the
secret can be stored by storing encrypted shares of the
secret in an external database. Figs. 3a to 3d illustrate
such an embodiment.
[0834] Similarly, to the embodiments discussed
above, in steps S1 to S3 the backup device generates
shares of a secret, encrypts the shares and outputs
encrypted shares of the secret. The encrypted shares
can be generated by encrypting each share of the se-
cret with a unique encryption key. Preferably each en-
cryption key can correspond to a decryption key, re-
spectively.
[0835] In a step S32, the method can comprise pro-
viding the M encrypted shares to a database. That is,
the backup device can output the encrypted shares and
the encrypted shares can be stored in a database. The
database can be external to the backup device. In
some embodiments, the database can be a public da-
tabase. It is noted that the database need not be a
secure database as the shares of the secret are stored
therein in the encrypted state.
[0836] That is, step S3, i.e. the backup device out-
putting the encrypted shares of the secret may be fol-
lowed by step S31 (see, e.g., Figs. 2a to 2c) and/or
step S32. In step S31 the method comprises storing
each of the M encrypted shares in a separate second
data storage unit, respectively. In step S32 the M en-
crypted shares of the secret can be stored in a data-
base. It will be noted that either step S31 or step S32 or
both steps S31 and S32 can be implemented.
[0837] For determining the secret, as discussed, a
recovery device can be provided. Further, in a step S7,
at least N decryption keys can be provided to the re-
covery device. More particularly, at least N decryption
keys stored in respective separate third data storage
units (also referred to as decryption key data storage
units) can be provided to the recovery device. The de-
cryption keys provided in step S7 to the recovery de-
vice can correspond to respective encrypted shares of
the secret, such that, each encrypted share can be
decrypted with a respective decryption key.
[0838] In a step S42 of step S4 (i.e. providing N en-
crypted shares of the secret to the recovery device),
the method comprises the recovery device receiving at
least N encrypted shares from the database. As dis-
cussed, in step S32, M encrypted shares can be stored

in a database. In step S42 at least N of the M encrypted
shares can be transferred from the database to the
recovery device.
[0839] Thus, instead of providing the at least N en-
crypted shares from at least N respective second data
storage units to the recovery device for determining the
secret as realized in the embodiment illustrated in Figs.
2a to 2c, in the embodiment illustrated in Figs. 3a to 3c,
at least N encrypted shares can be loaded to the recov-
ery device from a database.
[0840] The database can be external to the backup
device and recovery device.
[0841] Similar to the preceding embodiments, in step
S5, the method may comprise decrypting the N en-
crypted shares, and thus obtaining N shares of the se-
cret in an unencrypted state. That is, using the at least
N corresponding decryption keys received in step S7,
at least N encrypted shares of the secret can be de-
crypted in step S5. To facilitate step S5, in step S42
the at least N encrypted shares (out of M encrypted
shares) can be loaded from the database such that
each of the loaded encrypted shares corresponds to a
respective decryption key received in step S7. Thus,
the recovery device can comprise for each encrypted
share the corresponding decryption key.
[0842] Alternatively, in step S42 the recovery device
may load all the M encrypted shares of the secret from
the database, and decrypt in step S5 at least N en-
crypted shares through a trial and error process. That
is, the recovery device may try to decrypt each en-
crypted share by trying to decrypt it with each of the at
least N decryption keys provided in step S7. In other
words, a brute force search can be used to find the
corresponding encrypted share of each of the decryp-
tion keys received in step S7.
[0843] In some embodiments, in step S42, the recov-
ery device may load the encrypted shares from the
database one by one and try to decrypt it with the pro-
vided decryption keys. This may require that in a best-
case scenario N encrypted shares are loaded from the
database and in a worst-case scenario M encrypted
shares are loaded from the database.
[0844] Using the at least N shares of the secret (un-
encrypted), the recovery device can recover the secret
in step S6.
[0845] The method according to the embodiment of
Fig. 3a is further illustrated with the time diagrams pro-
vided in Figs. 3b and 3c.
[0846] Fig. 3b depicts M first data storage units 30A
(also referred to as encryption key data storage units),
a backup device 10 and a database 60. The database
60 is external to the backup device 10 and to the first
data storage units 30A. That is, the database 60 may
be a standalone unit. It can further be a remote data-
base 60, i.e., it can be remotely accessed through a
local area network or the Internet.
[0847] Compared to the embodiment illustrated in
Fig. 2b, instead of providing M separate second data
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storage units 30B, in the embodiment of Fig. 3b, a da-
tabase 60 is provided instead. Again, it will be noted
that in addition to the database 60, the M separate
second data storage units 30B can also be provided.
[0848] Each of the M first data storage units 30A may
store a respective encryption key 42. For each of the
encryption keys 42, a corresponding decryption key 45
can be stored in one of M third data storage units 30C
(also referred to as decryption key storage units) - see
Fig. 2c. The encryption key 42 stored in a first data
storage unit 30A and the corresponding decryption key
45 stored in a corresponding third data storage unit
30C can form a key pair. The encryption key 42 can be
a public key and the decryption key 45 can be a private
key 45. Typically, the encryption key 42 can be made
public, while the decryption key 45 is securely stored.
Furthermore, the encryption key 42 can be used to en-
crypt data and the decryption key 45 can be used to
decrypt data encrypted by the corresponding encryp-
tion key 42. Thus, when data is encrypted with the en-
cryption key 42, it can only be decrypted using the cor-
responding decryption key 45.
[0849] A secret 50 can be provided to the backup
device 10. In some embodiments, the backup device
10 can generate the secret 50. In some embodiments,
the secret 50 can be a master private key that can be
randomly generated by the backup device 10 (see Figs.
5a and 5b).
[0850] In a step S1, as discussed, M shares 52 of the
secret 50 can be generated. In the embodiment illu-
strated in Fig. 2b, the M shares 52 of the secret can be
generated by the backup device 10, e.g. executing a
data splitting routine. However, it will be understood
that alternatively, instead of providing the secret 50, M
shares 52 of the secret 50 can be provided to the back-
up device 10.
[0851] In a step S21, each of the M encryption keys
42 can be provided from the respective first data sto-
rage unit 30A to the backup device 10. Thus, the back-
up device 10 can receive M encryption keys 42, one
from each of the M first data storage units 30A, as
indicated by the multiple arrows S21. That is, a respec-
tive communication channel can be established be-
tween each of the first data storage units 30A and the
backup device 10 for sending the encryption keys 42A.
In some embodiments, M computing units (not shown),
each accessing a respective first data storage unit 30A,
may receive from the first data storage unit 30A it ac-
cesses the encryption key 42 stored therein and may
send the encryption key 42 to the backup device 10.
That is, the respective computing units may execute
instructions for sending the encryption keys to the
backup device 10.
[0852] Next, the backup device 10 in a step S2 can
encrypt the shares 52 to obtain encrypted shares 55.
That is, the backup device 10 can then comprise M
encrypted shares 52 and M encryption keys 42, as de-
picted in Fig. 2b. The backup device 10 can map or

assign each encryption key 42 with a share 52. Since
there can be M encryption keys 42 and M shares 52, a
one-to-one mapping between the shares 52 and the
encryption keys 42 can be performed. Each of the M
shares 52 can be encrypted with a corresponding en-
cryption key 42. Thus, M encrypted shares 55 can be
obtained.
[0853] In step S32, the backup device sends the en-
crypted shares 55 to the database 60. Thus, the en-
crypted shares 55 can be stored in the database 60.
This is advantageous because even if the backup de-
vice 50 is lost or damaged, the secret 55 can still be
restored.
[0854] Fig. 3c illustrates with a time diagram the pro-
cess of determining the secret 50 according to one em-
bodiment. Fig. 3c illustrated at least N of M third data
storage units 30C (which may also be referred to as
decryption data storage units), each storing a respec-
tive decryption key 45. In step S7, each of the at least N
third data storage units 30C sends its respective de-
cryption key 45 to the recovery device 20. Thus, the
recovery device 20 can receive at least N decryption
keys 45. It will be noted that each of the decrypted keys
45 corresponds to a respective encrypted share 55 of
the secret 50. That is, each of the at least N decryption
keys 45 received by the recovery device in step S7 can
be used to decrypt a corresponding encrypted share 55
of the secret 50. This is due to the fact that each de-
cryption key 45 corresponds to a respective encryption
key used in step S2 to generate the encrypted shares
55 of the secret 50.
[0855] The recovery device 20 can be provided with
encrypted shares 55 from the database 60 in step S42.
Next, in step S5 the recovery device 20 can decrypt
each of the at least N encrypted shares 55 using the at
least N decryption keys 45 to obtain at least N shares
52 of the secret 50 in unencrypted states. In step S6,
the secret 50 can be restored using the at least N
shares 52.
[0856] Alternatively, in step S42 all the M encrypted
shares 55 can be loaded from the database 60 to the
recovery device 20. In such embodiments, as the re-
covery device 20 does not "know" which decryption
key 45 corresponds to which encrypted share 55, the
recovery device 20 may try to decrypt each encrypted
share 55 with the available decryption keys 45. That is,
the recovery device may execute step S5 a plurality of
times for each encrypted share 55, until at least N en-
crypted shares of the secret 52 are decrypted.
[0857] Alternatively still, the recovery device may
load the encrypted shares 55 in step S42 one by one
and try to decrypt each encrypted share 55 before load-
ing the next one from the database 60. The recovery
device 20 may stop loading encrypted shares 55 when
at least N encrypted shares 52 are obtained.
[0858] While with respect to Figs. 3a to 3c, a method
of storing and determining a secret is discussed, Fig.
3d illustrates a system configured to carry out the steps
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of the method.
[0859] Similar to the system discussed with reference
to Fig. 2d, the system illustrated in Fig. 3d comprises a
backup device 10, a recovery device 20, M first data
storage units 30A and M third data storage units 30C.
In addition, the system comprises a database 60 pro-
vided external to the backup device 10, the recovery
device 20 and agents 30, which replaces the second
data storage units 30B provided in the embodiment of
Fig. 2d. However, it will be noted that in some embodi-
ments both the database 60 and the M separate sec-
ond data storage units 30B may be provided.
[0860] Similar to the embodiment of Fig. 2d, a re-
spective communication channel 70A can be provided
between the backup device 10 and each of the first
data storage devices 30A. The communication channel
70A facilitates transmitting the encryption keys 42 from
the M first data storage devices 30A to the backup
device 10.
[0861] Again, similarly to the embodiment of Fig. 2d,
a respective secure communication channel 82C be-
tween each of the at least N third data storage units
30C and the recovery device 20 can be provided. The
secure communication channel 82C facilitates transmit-
ting in a secure manner the decryption keys 45 from
each of the third data storage units 30C to the recovery
device 20.
[0862] In addition, in the system illustrated in Fig. 3d,
a communication channel 95 can be provided between
the backup device 10 and the database 60. Additionally
still, a communication channel 97 can be provided be-
tween the database 60 and the recovery device 20.
The communication channels 95 and 97 can be inse-
cure channels (similar to communication channel 70A).
[0863] In the method embodiments illustrated with re-
ference to Figs. 2a to 3c, the method comprises the
step of communicating the decryption key used to de-
crypt the encrypted shares of the secret from respec-
tive third data storage units to the recovery device (i.e.
step S7). However, this may require a secure channel
between each of the at least N third data storage units
and the recovery device such that the decryption key
can be securely communicated between the third data
storage units and the recovery device. Otherwise, if a
third party can intercept the communication of a de-
cryption key in step S7, then it may be able to decrypt
the corresponding encrypted shares and thus may re-
cover the secret.
[0864] In some embodiments of the method of the
present invention, the secret can be recovered without
the need of communicating decryption keys to the re-
covery device (i.e. without step S7). One such embodi-
ment is depicted in Fig. 4a.
[0865] In the embodiment of Fig. 4a, the secret can
be stored by performing steps S1 to S31 as discussed
in Fig. 2a. For the sake of brevity, a detailed discussion
of said steps is omitted. As depicted, the M shares of
the secret are obtained in step S1, which are encrypted

in step S2 and the encrypted shares distributed to M
respective second data storage units in steps S3 and
S31. Thus, in each second data storage unit a respec-
tive encrypted share can be stored.
[0866] As discussed, the embodiment of the method
depicted in Fig. 4a does not require providing decryp-
tion keys to the recovery device. Thus, for determining
the secret, the method may comprise step S8, wherein
the recovery device (which may also be referred to as a
recovery data processing unit) can generate one tem-
porary encryption key and one corresponding tempor-
ary decryption key. Alternatively, in step S8 the recov-
ery device can generate at least N pairs of temporary
cryptographic keys, each pair comprising an encryption
key and a corresponding decryption key. The tempor-
ary encryption key(s) can be temporary public key(s)
and the temporary decryption key(s) can be temporary
private key(s). Typically, the temporary encryption
key(s) can be made public, while the temporary decryp-
tion key(s) can be securely stored. Furthermore, the
temporary encryption key(s) can be used to encrypt
data and the temporary decryption key(s) can be used
to decrypt data encrypted by the corresponding tem-
porary encryption key (s). Thus, when data is encrypted
with a temporary encryption key, it can only be de-
crypted using the corresponding temporary decryption
key.
[0867] In step S9, the method comprises providing to
each of N computing units a respective encrypted
share, a corresponding decryption key and the tempor-
ary encryption key.
[0868] That is, the method further comprises provid-
ing M computing units each configured to access a
respective third data storage unit (also referred to as
decryption key storage unit) wherein it can receive the
decryption key stored therein.
[0869] In addition, the computing unit can access a
respective second data storage unit (also referred to as
data share storage unit) wherein it can receive the en-
crypted share stored therein. Alternatively, the comput-
ing unit may receive from the database the encrypted
share corresponding to the decryption key that the
computing unit can receive from the third data storage
unit it is configured to access. In step S10 the comput-
ing unit may decrypt the respective encrypted share
with the respective decryption key to obtain a share of
the secret in an unencrypted sate.
[0870] Then, in a step S11 each of the at least N
computing units can encrypt the share of the secret in
the unencrypted state with the temporary encryption
key that the computing unit received in step S9.
[0871] In step S43, the method comprises providing
the temporary encrypted share to the recovery device.
That is, each of the at least N computing units provides
temporary encrypted shares to the recovery device.
[0872] It will be noted that the corresponding tempor-
ary decryption key(s) for decrypting the temporary en-
crypted shares is/are stored in the recovery device (see
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step S8). In step S5, using the temporary decryption
key(s) that the recovery device owns, the recovery de-
vice can decrypt the at least N temporary encrypted
shares to obtain at least N corresponding shares of the
secret in unencrypted states. In step S6, the recovery
device can recover the secret.
[0873] Thus, in this embodiment there is no need to
communicate decryption (i.e. private) keys to the recov-
ery device.
[0874] The steps of the method discussed with refer-
ence to Fig. 4a are further illustrated in Figs. 4b and 4c.
[0875] The illustration of Fig. 4b, is similar to the one
depicted in Fig. 2b. It will be noted, that alternatively or
additionally, the encrypted shares 55 can be trans-
mitted from the backup device 10 to the database 60
(not shown in this figure).
[0876] In Fig. 4c, the process of determining the se-
cret 50 without the need of communicating the decryp-
tion keys to the recovery device is illustrated.
[0877] As depicted, at least N computing units 35 can
be provided. Each of the N computing units 35 can
access a respective third data storage unit 30C and a
respective second data storage unit 30B. From the re-
spective third data storage unit 30C, the computing unit
35 can receive a decryption key 45. The computing unit
35 and the respective third data storage unit 30C can
be provided internally to a single device. From the re-
spective second data storage unit 30B, the computing
unit 35 can receive an encrypted share 55 correspond-
ing to the decryption key 45 that the computing unit 35
can receive from the respective third data storage unit
30C. The computing unit 35 and the respective second
data storage unit 30B can be provided internally to a
single device. Alternatively, the computing unit 35 may
receive the corresponding encrypted share from the
database 60 (not shown).
[0878] In step S10, each computing unit 35 can use
the decryption key 42 received from the respective third
data storage unit 30C to decrypt the encrypted share
55 received from the respective second data storage
unit 30B (or the database 60). Therefore, each comput-
ing unit 35 can obtain a share of the secret 52 in an
unencrypted state.
[0879] The recovery device 20 can generate in step
S8 temporary decryption key(s) 45T and temporary en-
cryption key(s) 42T. As discussed, the temporary en-
cryption key(s) 42T and temporary decryption key(s)
45T can be generated in pair(s), such that keys from
the same pair can be used to reverse the action per-
formed by the other key, said action being encryption or
decryption.
[0880] In step S9, the recovery device 20 provides to
each of the N computing units 35 one temporary en-
cryption key 42T.
[0881] Steps S8 and S9 can be carried out in two
ways. In some embodiments, the recovery device 20
can generate in step S8 only one pair of temporary
cryptographic keys 45T, 42T. Then, the recovery device

20 can securely store the temporary decryption key
45T and share the temporary encryption key 42T to the
computing units 35. Note that each computing unit 35
would then be provided with the same temporary en-
cryption key 42T. Alternatively, in some embodiments,
the recovery device 20 can generate N pairs of tempor-
ary cryptographic keys 45T, 42T in step S8. More parti-
cularly, for each of the at least N computing units 35 the
recovery device 20 can generate a pair of temporary
cryptographic keys 45T, 42T. In step S9, the recovery
device 20 can send to each of the at least N computing
units a respective temporary encryption key 42T. Thus,
each computing unit 35 comprises a unique temporary
encryption key 42T. The former embodiment is simpler
and require less computations, because only one pair
of keys need to be generated in step S8. The latter
embodiment can offer improved security, because in
order for a third party to recover the secret, N decryp-
tion keys 45T need to be "stolen" from the recovery
device 20 (instead of only one).
[0882] Using the received temporary encryption key
42T, each of the at least N computing units 35 can
encrypt the share 52 of the secret 50 in step S11 to
obtain a corresponding temporary encrypted share
55T. It is noted that the temporary encrypted share 55T
differs from encrypted share 55 because they are en-
crypted with different encryption keys. While the en-
crypted shares 55 are encrypted with the encryption
keys 42, the temporary encrypted shares 55T are en-
crypted with the temporary encryption key(s) 42T gen-
erated by the recovery device 20. In other words, while
the decryption keys 45 for decrypting the encrypted
shares 55 are stored in the third data storage units
30C, respectively, the temporary decryption key(s) 45T
for decrypting the temporary encrypted shares 55T
is/are owned by and stored in the recovery device 20.
Moreover, it is the backup device 10 which generates
the encrypted shares 55 (in step S2) and it is the com-
puting units 35 which generate the temporary en-
crypted shares 55T (in step S11).
[0883] In a further step S43, each computing unit 35
sends its temporary encrypted share 55T to the recov-
ery device 20.
[0884] In step S5, the recovery device 20 can decrypt
the at least N temporary encrypted shares 55T to ob-
tain at least N shares 52 in unencrypted states. In em-
bodiments wherein in step S8 only one pair of tempor-
ary cryptographic keys 45T, 42T is generated, the de-
cryption of the temporary encrypted shares 55T can be
performed using the one temporary decryption key 45T.
That is, in such embodiments, all the temporary en-
crypted shares 55T are obtained using the same tem-
porary encryption key 42Tcorresponding to the tempor-
ary decryption key 45T.
[0885] In embodiments wherein in step S8 a plurality
of temporary cryptographic keys 45T, 42T are gener-
ated, then a matching between the temporary en-
crypted shares 55T and the temporary decryption keys
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45T may be performed based on the temporary encryp-
tion keys 42T used to obtain the encrypted shares 55T.
In some embodiments, the recovery device 20 may
store in a memory the mapping between computing
units 35 and temporary encryption keys 42T while shar-
ing the temporary encryption keys 42T in step S9. This
may facilitate matching the temporary encrypted shares
55T with the temporary decryption keys 45T. Alterna-
tively, the recovery device 20 may use a brute-force
algorithm for matching the temporary encrypted shares
55T with the temporary decryption keys 45T.
[0886] After obtaining the at least N shares of the
secret 52, the recovery device may recover the secret
50 in step S6.
[0887] In Fig. 4d, a system for carrying out the meth-
od discussed with reference to Figs. 4a to 4c is illu-
strated. The system is similar to the one discussed with
reference to Fig. 2d. However, as can be noticed, due
to the further features of the method illustrated in Figs.
4a to 4c, the decryption keys are kept internal to the
respective devices. Hence, no secure channel is re-
quired to communicate with the backup device 10 and
the recovery device 20.
[0888] More particularly, the system comprises a
backup device 10 and a recovery device 20. Further M
first data storage units 30A storing encryption keys,
respectively, and M second data storage units 30B stor-
ing encrypted shares, respectively, and M third data
storage units 30C storing decryption keys, respectively,
are provided. In addition, the system comprises M com-
puting units 35, each configured to access a respective
first data storage unit 30A and a respective second
data storage unit 30B and a respective third data sto-
rage unit 30C. Preferably, the computing unit 35 and
the third data storage unit 30C are provided internally
to a single device. As such, the decryption key can be
transferred internally between respective third data sto-
rage units 30C and computing units 35.
[0889] Each computing unit can communicate with
the recovery device 20 through a respective communi-
cation channel 85.
[0890] As discussed, Figs. 4a to 4d depict a method
of recovering the secret without communicating decryp-
tion keys to the recovery device. This can be achieved
by the use of temporary encryption keys and temporary
decryption keys generated by the recovery device. In
other embodiments, recovering the secret without com-
municating the decryption keys can be achieved using
a factory shared secret. More particularly, there can be
a factory shared secret among the recovery device 20
and the computing units 35. The factory shared secret
can be provided to the recovery device 20 and to the
computing units 35 (or to a device comprising the com-
puting units 35, e.g., to the user device 100) during the
manufacturing of the recovery device 20 and the com-
puting units 35. In addition, the factory shared secret
may be provided to the backup device 10. In general,
the factory shared secret can be unique to a group of

devices, comprising at least one of the backup device
10, the recovery device 20, the computing units 35 and
the user devices 100. The factory shared secret can
increase security of the communication between said
devices. More particularly, the factory shared secret
can be used to encrypt data communicated from one
device to the other, e.g., from the recovery device 20 to
the computing units 35 and vice versa. For example, a
symmetric encryption scheme (e.g. AES) can be used.
[0891] Thus, no temporary encryption keys and tem-
porary decryption keys (i.e., steps S8 and S9 in Figs.
4a to 4d) may be communicated in this implementation
of the present technology. Instead, in step S11 each of
the N computing units may encrypt the respective
share with the factory share secret using a symmetric
encryption scheme. Then, in step S43, each of the N
computing units may provide the respective encrypted
share with the factory shared secret to the recovery
device. The recovery device, which can already com-
prise the factory shared secret, can decrypt the en-
crypted share in step S5.
[0892] The factory shared secret can be provided in-
side a respective secure enclave that can be comprised
by the backup device, recovery device, computing unit
and/or the respective device comprising the computing
unit. For example, the factory shared secret can be
provided inside a self-encrypted memory and/or hard-
ware-based key manager.
[0893] In some embodiments, the temporary encryp-
tion keys and the factory shared secret can be used on
top of each other for enhanced security. That is, the
shares can be encrypted using both the temporary en-
cryption keys and the factory shared secret.
[0894] It will be noted that only the link between each
computing unit 35 and its respective third data storage
unit 30C need to be protected. This is ensured by typi-
cally providing the computing unit 35 and its respective
third data storage unit 30C internal to a single device.
All the other communication channels can be insecure
channels.
[0895] Figs. 5a, 5b and 6a, 6b illustrate an applica-
tion of the methods and systems discussed above, par-
ticularly the ones discussed with reference to Figs. 4a
to 4d.
[0896] Figs. 5a and 5b illustrate a backup process for
storing a secret in a distributed and encrypted manner
among a plurality of user devices 100. Each user de-
vice 100 can be owned by a respective user, also re-
ferred to as a super admin. Each user device 100 can
comprise embedded therein a first data storage unit
30A, a second data storage unit 30B, a third data sto-
rage unit 30C and a computing unit 35. In addition,
each user device 100 can comprise one or more com-
munication components for sending and receiving data
to/from the backup device 10 and recovery device 20.
[0897] In some system embodiments, the user de-
vice 100 can be a smartphone, tablet, laptop, pocket
computer, cellphone, smart card, contact card, contact-
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less cars (e.g. NFC card) or the like. The mobile device
can comprise a user interface. The user interface can
be advantageous as it can allow the user to provide
instructions to the user device. Further, the user device
can comprise a user device identity. The user device
identity can be advantageous for unambiguously identi-
fying the user device and for facilitating the scalability
of the system. That is, through the user device identity
the backup device (and recovery device) can uniquely
identify each of the M user devices. In addition, each
user device can comprise a cryptographic identity, such
as at least one cryptographic key, preferably a pair of
cryptographic keys, such as public key and a private
key. The public-private pair of keys can be advanta-
geous for the use of an asymmetric encryption scheme.
This can allow for a secure data communication be-
tween entities of the system.
[0898] The backup process illustrated in Figs. 5a and
5b can comprise the steps S1, S2, S3, S31 as dis-
cussed with reference to the embodiment of the meth-
od discussed in Figs. 2a, 2b, 4a and 4b. In addition, in
Figs. 5a and 5b the secret 50 can comprise a master
private key 50 generation step S100. In step S100 the
master private key 50 may be generated through a ran-
dom process.
[0899] Figs. 5a and 5b also depict step S200, where-
in the master private key 50 can be used for child key
derivations and digital signature functionalities. For ex-
ample, the backup device may be provided with elliptic
curve cryptographic digital signature algorithm (ECD-
SA) functionalities.
[0900] Furthermore, in many systems and applica-
tions, ownership of the master private key 50 may not
only be provided to one user, but instead to a plurality
of users. For example, this can be used for sharing
responsibilities among different users. For example, in
an entity two (or more) persons may be required to sign
a document. Sharing the ownership of the master pri-
vate key 50 can increase the security of storing the
master private key 50. This is particularly the case if
the backup process illustrated in Figs. 5a and 5b is
used, because even if one of the users is compro-
mised, the master private key 50 is still non-recover-
able as long as the number of compromised users 100
is less than N.
[0901] It will be noted that Figs. 5a and 5b depicts
composing parts of the same drawing. That is, the full
schematic of the secret backup process can be ob-
tained by aligning Figs. 5a and 5b, where Fig. 5b is the
top part and Fig. 5a is the bottom part.
[0902] Thus, in a step S100 a master private key 50
can be generated by a backup device 10. In a step S1,
the backup device 10 may generate M shares of the
secret based on a split secret rule (i.e. data splitting
routine). In a step S20, each user device 100 of each
user may generate a respective encryption key (i.e.
public key) and decryption key (i.e. private key). In step
S21, each user can provide using the user device 100

its respective encryption key to the backup device 10.
Thus, the backup device 10 can receive from each of
the M user devices of the users 100 a respective en-
cryption key. In step S2, the backup device 10 encrypts
each share with a respective encryption key and sends
the encrypted share to the respective user device 100
in step S31.
[0903] Thus, each user device stores a respective
encrypted share (in a respective second data storage
unit 30B embedded therein) and a respective decryp-
tion key (in a respective third data storage unit 30C
embedded therein).
[0904] The master private key 50 as illustrated by
step S200 can be used for deriving other encryption
keys and/or for signing transactions digitally. However,
to use the master private key 50 at least N users may
be needed such that the master private key 50 can be
recovered and used.
[0905] Similarly, in the embodiments illustrated in
Figs. 5a and 6b, the factory shared secret can be used
as a variation of the temporary encryption/decryption
keys. In some further embodiments, both the factory
shared secret and the temporary encryption/decryption
keys can be utilized for enhanced security.
[0906] Figs. 6a and 6b illustrate a recovery process
for determining a secret after it is stored in a distributed
and encrypted manner among a plurality of user de-
vices 100. The recovery process illustrated in Figs. 6a
and 6b can comprise the steps S8, S9, S10, S11, S4,
S43, S5 and S6 as discussed with reference to the
embodiment of the method discussed in Figs. 4a and
4c.
[0907] It will be noted that Figs. 6a and 6b depict
composing parts of the same drawing. That is, the full
schematic of the secret recovery process can be ob-
tained by aligning Figs. 6a and 6b, where Fig. 6b is the
top part of the composite drawing and Fig. 6a is the
bottom part..
[0908] Fig. 7 provides a schematic of a user device
100. The user device 100 may comprise a computing
unit 35, a first data storage unit 30A, a second data
storage unit 30B and a third data storage unit 30C.
The computing unit 35 can access the first data storage
unit 30A, the second data storage unit 30B and the
third data storage unit 30C through the internal commu-
nication channel 160, which can comprise a bus con-
nection 160.
[0909] The computing unit 30 may be single proces-
sor or a plurality of processors, and may be, but not
limited to, a CPU (central processing unit), GPU (gra-
phical processing unit), DSP (digital signal processor),
APU (accelerator processing unit), ASIC (application-
specific integrated circuit), ASIP (application-specific
instruction-set processor) or FPGA (field programable
gate array). The first data storage unit 30A may be
singular or plural, and may be, but not limited to, a
volatile or non-volatile memory, such as a random ac-
cess memory (RAM), Dynamic RAM (DRAM), Synchro-
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nous Dynamic RAM (SDRAM), static RAM (SRAM),
Flash Memory, Magneto-resistive RAM (MRAM), Ferro-
electric RAM (F-RAM), or Parameter RAM (P-RAM).
[0910] The second data storage unit 30B may be sin-
gular or plural, and may be, but not limited to, a volatile
or non-volatile memory, such as a random access
memory (RAM), Dynamic RAM (DRAM), Synchronous
Dynamic RAM (SDRAM), static RAM (SRAM), Flash
Memory, Magneto-resistive RAM (MRAM), Ferroelec-
tric RAM (F-RAM), or Parameter RAM (P-RAM).
[0911] The third data storage unit 30C may be singu-
lar or plural, and may be, but not limited to, a volatile or
non-volatile memory, such as a random access mem-
ory (RAM), Dynamic RAM (DRAM), Synchronous Dy-
namic RAM (SDRAM), static RAM (SRAM), Flash
Memory, Magneto-resistive RAM (MRAM), Ferroelec-
tric RAM (F-RAM), or Parameter RAM (P-RAM).
[0912] It should be understood that generally, the first
data storage unit 30A (also referred to as encryption
key storage unit 30A), the second data storage unit
30B (also referred to as data share storage unit 30B),
and the third data storage unit 30C (also referred to as
decryption key storage unit 30C) can also be part of the
same memory. That is, only one general data storage
unit 30 per device may be provided, which may be con-
figured to store the respective encryption key (such that
the section of the data storage unit 30 storing the en-
cryption key may be the encryption key storage unit
30A), the respective data element share (such that the
section of the data storage unit 30 storing the data ele-
ment share may be the data share storage unit 30B),
and the respective decryption key (such that the sec-
tion of the data storage unit 30 storing the decryption
key may be the decryption key storage unit 30A).
[0913] In some embodiments, the third data storage
unit 30C can be a secure memory device 30C, such as,
a self-encrypted memory, hardware-based full disk en-
cryption memory and the like which can automatically
encrypt all of the stored data. The data can be de-
crypted from the memory component only upon suc-
cessful authentication of the party requiring to access
the third data storage unit 30C, wherein the party can
be a user, user device, processing unit and the like. In
some embodiments, the third data storage unit 30C can
only be connected to the computing unit 35 and the
computing unit 35 can be configured to never output
the data received from the third data storage unit 30C.
This can ensure a secure storing and handling of the
encryption key (i.e. private key) stored in the third data
storage unit 30C.
[0914] In some embodiments, the second data sto-
rage unit 30B may not be provided but instead the user
device 100 can be configured to receive a correspond-
ing encrypted share from the database 60. In some
embodiments, the user device 100 may comprise the
second data storage unit 30B and can be configured to
receive a corresponding encrypted share from the da-
tabase 60.

[0915] The user device 100 may comprise a further
memory component 140 which may be singular or plur-
al, and may be, but not limited to, a volatile or non-
volatile memory, such as a random access memory
(RAM), Dynamic RAM (DRAM), Synchronous Dynamic
RAM (SDRAM), static RAM (SRAM), Flash Memory,
Magneto-resistive RAM (MRAM), Ferroelectric RAM
(F-RAM), or Parameter RAM (P-RAM). The memory
component 140 may also be connected with the other
components of the user device 100 (such as the com-
puting component 35) through the internal communica-
tion channel 160.
[0916] Further the user device 100 may comprise an
external communication component 130. The external
communication component 130 can be configured to
facilitate sending and/or receiving data to/from an ex-
ternal device (e.g. backup device 10, recovery device
20, database 60). The external communication compo-
nent 130 may comprise an antenna (e.g. WIFI antenna,
NFC antenna, 2G/3G/4G/5G antenna and the like),
USB port/plug, LAN port/plug, contact pads offering
electrical connectivity and the like. The external com-
munication component 130 can send and/or receive
data based on a communication protocol which can
comprise instructions for sending and/or receiving data.
Said instructions can be stored in the memory compo-
nent 140 and can be executed by the computing unit 35
and/or external communication component 130. The
external communication component 130 can be con-
nected to the internal communication component 160.
Thus, data received by the external communication
component 130 can be provided to the memory compo-
nent 140, computing unit 35, first data storage unit 30A
and/or second data storage unit 30B and/or third data
storage unit 30C. Similarly, data stored on the memory
component 140, first data storage unit 30A and/or sec-
ond data storage unit 30B and/or third data storage unit
30C and/or data generated by the commuting unit 35
can be provided to the external communication compo-
nent 130 for being transmitted to an external device.
[0917] In addition, the user device 100 may comprise
an input user interface 110 which can allow the user of
the user device 100 to provide at least one input (e.g.
instruction) to the user device 100. For example, the
input user interface 110 may comprise a button, key-
board, trackpad, mouse, touchscreen, joystick and the
like.
[0918] Additionally still, the user device 100 may
comprise an output user interface 120 which can allow
the user device 100 to provide indications to the user.
For example, the output user interface 110 may be aN
LED, a display, a speaker and the like.
[0919] The output and the input user interface 100
may also be connected through the internal communi-
cation component 160 with the internal component of
the device 100.
[0920] In Fig. 8 a particular embodiment of a device
200 is depicted. The device 200 can be configured to
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operate as a backup device 10 and/or as a recovery
device 20. That is, in some embodiments, the backup
device 10 and the recovery device 20 can comprise
similar or even identical architectures. More particu-
larly, the device 200 may be configured for executing
all the functionalities of the backup device 10, as dis-
cussed, and all the functionalities of the recovery de-
vice 20. Depending on the case, the device 200 may be
used as a backup device 10 or as a recovery device 20.
Thus, any of the features discussed below with respect
to Fig. 8 can also be comprised by the backup device
and the recovery device discussed in the above embo-
diments.
[0921] The device 200 may comprise a processing
unit 250 which may be singular or plural, and may be,
but not limited to, a CPU (central processing unit), GPU
(graphical processing unit), DSP (digital signal proces-
sor), APU (accelerator processing unit), ASIC (applica-
tion-specific integrated circuit), ASIP (application-speci-
fic instruction-set processor) or FPGA (field program-
able gate array). The processing unit 250 may com-
prise one or more micro-controller unit 250 such as
one or more tamperproof (i.e. secure) micro-controller
unit 250. As an example, a microcontroller of the NXP
SmartMX secure microcontroller family, e.g. the NXP
SmartMX3 P71D321, can be used as the processing
unit 250.
[0922] Further the processing unit 250 may be pro-
vided with a true random number generator (TRNG)
which can provide a high-quality source of random-
ness.
[0923] Further, the device 200 may comprise a mem-
ory component 240 which may be singular or plural,
and may be, but is not limited to, a volatile or non-vola-
tile memory, such as a random access memory (RAM),
Dynamic RAM (DRAM), Synchronous Dynamic RAM
(SDRAM), static RAM (SRAM), Flash Memory, Magne-
to-resistive RAM (MRAM), Ferroelectric RAM (F-RAM),
or Parameter RAM (P-RAM). Furthermore, the memory
component 240 can be a secure memory device 240,
such as, a self-encrypted memory, hardware-based full
disk encryption memory and the like which can auto-
matically encrypt all of the stored data. The data can
be decrypted from the memory component only upon
successful authentication of the party requiring to ac-
cess the memory component 240, wherein the said
party can be a user, user device, processing unit and
the like.
[0924] The device 200 may further comprise one or
hardware accelerators 270, NXP P60, NXP P71 (in the
SecID version) and the like. More particularly, the de-
vice 200 may comprise hardware accelerators 270 for
facilitating any of the following algorithms: asymmetric
public/private key algorithm such as, and not limited to,
RSA, ECC P256k1, ECC P256r1, X25519, Shamir’s
secret sharing algorithm, Elliptic Curve Cryptographic
Digital Signature Algorithm (ECDSA), key derivation al-
gorithm (e.g. adapted KDF - BIP 32), SHA 1, SHA 256,

and the like.
[0925] Further the device 200 may comprise an ex-
ternal communication component 230. The external
communication component 230 can be configured to
facilitate sending and/or receiving data to/from an ex-
ternal device (e.g. user device 100, first data storage
units 30A, second data storage units 30B, third data
storage unit 30C, database 60). The external commu-
nication component 230 may comprise an antenna
(e.g. WIFI antenna, NFC antenna, 2G/3G/4G/5G an-
tenna and the like), USB port/plug, LAN port/plug, con-
tact pads offering electrical connectivity, smart card
reader and the like. The external communication com-
ponent 230 can send and/or receive data based on a
communication protocol which can comprise instruc-
tions for sending and/or receiving data. Said instruc-
tions can be stored in the memory component 240 and
can be executed by the processing unit 250 and/or ex-
ternal communication component 230. The external
communication component 230 can be connected to
the internal communication component 260. Thus, data
received by the external communication component
230 can be provided to the memory component 240,
processing unit 250 and/or accelerators 270. Similarly,
data stored on the memory component 240, and/or
data generated by the processing unit 250 and/or ac-
celerators 270 can be provided to the external commu-
nication component 230 for being transmitted to an ex-
ternal device.
[0926] Further, the device 200 may comprise an in-
ternal communication component 260 configured to al-
low the internal components 240, 250, 270, 230, of the
device 200 to communicate with each other. The inter-
nal commutation component can, for example, com-
prise a bus connection 260.
[0927] In addition, the user device 200 may comprise
an input user interface 210 which can allow a user of
the device 200 to provide at least one input (e.g. in-
struction) to the device 200. For example, the input
user interface 210 may comprise a button, keyboard,
trackpad, mouse, touchscreen, joystick and the like.
[0928] Additionally still, the device 200 may comprise
an output user interface 220 which can allow the user
device 100 to provide indications to the user. For exam-
ple, the output user interface 210 may be a led, a dis-
play, a speaker and the like.
[0929] The output and the input user interface 200
may also be connected through the internal communi-
cation component 260 with the internal component of
the device 200.
[0930] Thus, for the backup method, M users can be
selected to hold the shared and encrypted partial se-
crets (i.e. the encrypted shares of the secret). Each of
the M users using the user device can generate a pri-
vate key (i.e. decryption key) and public key (i.e. en-
cryption key) pair separately. The keys can for example
be generated such that they can be used for RSA 4096.
The private key must be hidden, that is, stored in a
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secure manner.
[0931] For the backup process, an initializing device
200 (i.e. backup device 30) can be used. All M users
can provide to the initializing device 200, during the
initialization phase (i.e. secret backup phase), only their
respective public keys.
[0932] Thus, all the M public keys can be injected
(i.e. provided) inside the initializing device 200. The
Shamir based N of M rule can be simultaneously de-
fined and also injected into the user device 100. That is,
also the user device 100 is provided with the para-
meters of the secret sharing scheme (e.g. the value of
M and N). The initializing device 200 can perform all the
following operations inside its secure enclave: random
master key generation (i.e. secret), generation of M
Shamir shares (i.e. secret shares), encryption of all M
Shamir secrets with the M public keys respectively.
That is, step S1 and S2 discussed above, can be per-
formed in a secure enclave of the initializing device
200.
[0933] The secure enclave of the device 200 can be
a hardware-based key manager that is isolated from
the main processor to provide an extra layer of security.
When a private key is stored in the secure enclave, it is
only handled inside the secure enclave. That is, the
secure enclave can create the key, securely store it,
and perform operations with it. Only the output of these
operations, such as encrypted data or a cryptographic
signature is provided outside the secure enclave. For
example, the secure enclave of the device 200 may
comprise the processing unit 250, secure memory
component 240 and accelerators 270 (see Fig. 8).
Thus, the master private key can be generated by the
processing unit 250 (see step 100) and can be used by
the processing unit 250 and/or accelerators 270 for de-
riving other keys and/or for digital signature functional-
ities (see step 200). That is, the master private key is
only present inside the secure enclave.
[0934] Outside the secure enclave the device 200
can publish all encrypted Shamir secret together with
corresponding public key used for encryption. Each of
the M users can be provided with the encrypted Shamir
secret share that corresponds to their public key.
[0935] Thus, not even the M together present at the
initialization can recover the master private key. For
recovery, N out of M must be present and have access
to their private keys. However, as discussed above dur-
ing the initialization phase (i.e. secret backup) each
user provides only its public key.
[0936] For the recovery of the master key a new non-
initialized device 200 (i.e. recovery device 20) can be
provided. N secret holders can inject their encrypted
Shamir shares together with their private key to the
non-initialized device 200. The non-initialized device
200 can decrypt the Shamir shares and determine the
master key instead of generating a new random one.
The initializing device 200 is thus cloned into the non-
initialized device 200.

[0937] In some embodiments, the device 200 can
store a factory shared secret. Preferably, in embodi-
ments wherein the device 200 comprises a secure en-
clave, the factory shared secret can be stored within
the secure enclave. Moreover, each device 200 can
comprise the same factory shared secret with at least
one other device 200. In other words, a unique factory
shared secret can be provided to at least two devices
200. Moreover, the factory shared secret can be pro-
vided to the at least two devices 200 in a secure envir-
onment, e.g., during manufacturing of the devices 200.
[0938] In some embodiments, the device 200 can be
configured to carry out a method according to any of
the embodiments illustrated in Figs. 1 to 11. In some
embodiments, the device 200 can be configured to car-
ry out a method according to the embodiment illu-
strated in Fig. 12. It will be understood that the device
200 can also carry out both a method according to any
of the embodiments illustrated in Figs. 1 to 11 and a
method according to the embodiment illustrated in Fig.
12.
[0939] Fig. 9a schematically illustrates a system con-
figured to store or backup a data element (i.e. secret).
The system as illustrated in Fig. 9a can be configured
to carry out the method for storing a data element as
discussed with respect to the previous figures.
[0940] The system can comprise the device 200,
which can preferably be a tamperproof device 200 or a
tamper resistant device 200. The device 200 can be the
backup device 10. Further, the system can comprise a
general computing device 90. The general computing
device 90 can comprise a general central processing
unit, volatile and/or non-volatile memories, interfaces
for interconnecting internal components of the general
computing device 90 and/or for interfacing the general
computing device 90 with external devices (e.g. net-
work card, USB port, smart card reader, etc.). For ex-
ample, the general computing device 90 can be a sys-
tem-on-chip, computer-on-chip, computer, laptop, ser-
ver, workstation or a smart card terminal. The general
computing device 90 can comprise an interface (not
shown) configured to facilitate a connection for data
transmission between the backup device 10 and the
general computing device 90. For example, the general
computing device 90 can comprise a smart card reader
and the backup device 10 can be a smart card 10. This
is illustrated in Fig. 9a, wherein the backup device 10,
realized as a smart card 10, is depicted "inserted" in the
smart card reader of the general computing device 90,
thus establishing a connection for data transmission
between the backup device 10 and the general comput-
ing device 90.
[0941] Further, the system can comprise M user de-
vices 100 and optionally a database 60. A detailed dis-
cussion of the user device 100 is provided with respect
to Fig. 7. The general computing device 90 can be con-
figured to carry out auxiliary tasks, such as, establish-
ing communication channels with the M user devices
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100 and/or the database 60. On the other hand, the
backup device 10, which in the provided example is
realized as a smart card 10, can be configured to carry
out security sensitive tasks, such as, secure crypto-pro-
cessing, encryption key management, data element
(e.g. master key) generation and data element share
generation. The backup device 10 can preferably be a
tamperproof device 10. The system can be configured,
such that, secret data such as the data element (i.e. the
secret), private keys and the unencrypted data element
shares can only be handled within a secured environ-
ment provided by the tamperproof backup device 10.
Outside the secured (i.e. tamperproof) environment of
the backup device 10 (e.g., on the general computing
device 90 and/or user devices 100 and/or database 60)
non-secret data, such as, public keys and encrypted
data element shares can be handled.
[0942] Put simply, the backup device 10 can com-
prise hardware and software security wherein unen-
crypted secret, unencrypted secret shares and/or pri-
vate keys can be processed. That is, instead of proces-
sing or storing unencrypted secret, unencrypted secret
shares and/or private keys in the general computing
device 90, the system comprises a backup device 10
which can be configured to be tamperproof or at least
tamper resistant and thus to securely process and/or
store unencrypted secret data (e.g. data element, un-
encrypted secret share) and/or private keys.
[0943] The backup device 10 can comprise a secure
crypto-processor or secure microcontroller, such as the
NXP SmartMX secure microcontroller family, e.g. the
NXP SmartMX3 P71D321. In general, the backup de-
vice 10 can comprise dedicated and secure processors
or microcontrollers (e.g. secure crypto-processor or se-
cure microcontroller) which can be configured for se-
curely carrying out cryptographic operations and can
be embedded in a packaging with one or more physical
security measures. This can increase the tamper resis-
tance of the backup device 10. Furthermore, the pro-
cessing means of the backup device 10 (e.g. secure
crypto-processor or secure microcontroller) can be con-
figured to not allow the output of decrypted data or
decrypted software instructions in an environment
wherein security cannot always be maintained, such
as, outside the backup device 10 (or outside a secure
portion of the backup device 10), e.g. the general com-
puting device 90.
[0944] Alternatively, in some embodiments, the gen-
eral computing device 90 can be integrated in the back-
up device 10.
[0945] The system as illustrated in Fig. 9a, can per-
form any of the secret backup method embodiments
discussed above. Thus, each of the M encrypted secret
shares can be provided to and stored in a respective
one of the M user devices 100. Alternatively or addi-
tionally, the M encrypted secret shares can be provided
to and stored in the database 60.
[0946] Furthermore, in some embodiments, the se-

cret (i.e. data element) can be maintained (i.e. stored)
in the backup device 10. As discussed, the backup de-
vice 10 can be a tamperproof device 10 which facili-
tates securely storing the secret therein. Alternatively,
the secret can be deleted from the backup device 10
after the encrypted secret shares are provided to the M
user devices 100 and/or database 60.
[0947] Fig. 9b depicts the system of Fig. 9a, further
configured for digital signature functionalities and/or
child key derivations. This is particularly advantageous
if the secret (i.e. data element) stored using the system
as discussed in Fig. 9a, is a master key which can be
used to generate digital signatures and/or derive further
cryptographic keys.
[0948] As illustrated in Fig. 9b, for digital signature
functionalities and/or child key derivations at least N
user devices 100 can be required.
[0949] In some embodiments, and particularly if the
secret is maintained in the backup device 10 after the
backup process (illustrated in Fig. 9a), the N user de-
vices 100 can forego an authentication protocol such
that they can be authenticated by the backup device
10. Upon successful authentication of the N user de-
vices 100, the backup device 10 can perform digital
signature functionalities and/or child key derivations
using the secret stored in the backup device 10.
[0950] Alternatively, and particularly if the secret is
not maintained in the backup device 10 before perform-
ing digital signature functionalities and/or child key deri-
vations, the secret is first recovered based on at least N
encrypted secret shares corresponding to the at least N
user devices 100, respectively. To determine the se-
cret, the recovery method, previously discussed, can
be used.
[0951] Fig. 9c, illustrates a determining system con-
figured to determine a secret, particularly the secret
stored by the system of Fig. 9a. The determining sys-
tem depicted in Fig. 9c can be particularly advanta-
geous as it provides means to recover the secret if the
backup device 10 (see, e.g., Fig. 9a) becomes unusa-
ble or lost.
[0952] As illustrated, the determining system can
comprise a device 200, which can preferably be a tam-
perproof device 200 or at least a tamper resistance
device 200. The device 200 can be a recovery device
20. Again, the recovery device 20 and the backup de-
vice 10 can comprise similar or even identical architec-
tures. Thus, the recovery device 20 can comprise any
of the features, particularly the security features, of the
backup device 10.
[0953] Further, the determining system can comprise
a general computing device 90, which can comprise all
the features of the general computing device 90 dis-
cussed in connection with Figs. 9a and 9b. In some
embodiments, the general computing device 90 of the
determining system can be the same general comput-
ing device 90 of the system illustrated in Figs. 9a and
9b.
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[0954] Further still, the determining system can com-
prise at least N user devices 100. The at least N user
device 100 can be a subset of the M user devices 100
of the system in Fig. 9a.
[0955] Optionally and particularly if at least one of the
N user devices 100 does not store the respective en-
crypted secret share, the database 60 can be provided.
In such embodiments, at least one of the N encrypted
secret shares can be provided to the recovery device
20 and/or to the respective user device 100 from the
database 60.
[0956] The determining system can be configured to
recover (i.e. determine) the secret by carrying out the
determining method as previously discussed. In some
embodiments, the general computing device 90 can be
integrated in the recovery device 20.
[0957] Fig. 9d depicts the determining system of Fig.
9c, further configured for digital signature functionalities
and/or child key derivations, similar to the system de-
picted in Fig. 9b.
[0958] In the embodiments discussed with respect to
the preceding figures, each secret share corresponds
to a respective device which is external to the backup
device 10. For example, each secret share can corre-
spond to a data share storage unit 30B, data storage
unit 30 and/or user device 100.
[0959] Fig. 10, illustrates a method wherein one of
the secret shares corresponds to the backup device
10, i.e., is stored on the backup device 10.
[0960] In a first step S101, the method comprises
generating M shares of a secret based on the secret.
Step S101 can be performed according to step S1 (see
Fig. 1). Furthermore, the secret shares can be gener-
ated such that at least two secret shares are required
for determining the secret (i.e. N is equal to 2). Step
S101 can be based on a data splitting routine, such as,
a (2, M) threshold secret sharing routine.
[0961] In a further step S104, the method comprises
a backup device generating M encrypted shares of the
secret by encrypting the M shares of the secret. Step
S104 can be performed similarly to step S2 (see Fig.
1). Step S102 can be based on a data encryption rou-
tine.
[0962] Further, the method can comprise step S105,
wherein the M encrypted shares are stored for backup
in the backup device 10. Note that step S105 differenti-
ates with the backup method illustrated in Fig. 1,
wherein the backup device 10 outputs the M encrypted
shares (see step S3). Instead, in step S105 the M en-
crypted shares are stored in the backup device 10. It
will be noted that the method illustrated in Fig. 10 can in
addition comprise step S3 illustrated in Fig. 1, wherein
the backup device outputs the M encrypted shares. The
later can increase the robustness against not being
able to recover the secret.
[0963] In addition, the method can comprise step
S102, wherein one of the M shares can be stored on
the backup device 10. More particularly, the secret

share corresponding to the backup device 10 can be
stored in the backup device 10. The secret share can
be stored on the backup device 10 unencrypted.
[0964] Further, in step S103, the remaining secret
shares can be stored in respective password protected
storage. Each of the M‑1 password protected storages
can be configured to securely store the data stored
therein using a corresponding password and allowing
access to the data stored therein only if the corre-
sponding password is provided.
[0965] The password can be a user defined pass-
word. Thus, a user using a user device 100 can access
the secret share stored in a respective password pro-
tected storage by providing the correct password. Alter-
natively, the password can be a computer program spe-
cific password, e.g., an application specific password,
typically referred to as an app-specific password. In
such embodiments, a computer program being exe-
cuted on the user device 100 can access the password
protected storage using the computer program specific
password.
[0966] For example, the password protected storage
can be part of a remote database or of a cloud-based
storage space, such as, Google Drive developed by
Google LLC. In step S103, one of the secret shares
can be stored on Google Drive. The app-specific pass-
word can correspond to an application (or software)
running on the user device 100 and can allow said
application to access the content of the cloud-based
storage space, preferably the password protected sto-
rage comprised therein. An example of an application
that can be used is Apple Wallet developed by Apple
Inc.
[0967] The above method, wherein the secret can be
a private key, can be used for digital signature function-
alities. The user device 100 can retrieve from the pass-
word protected storage the secret share stored therein.
For example, an application running on the user device
100 can comprise (or have access to or be provided
with) the app-specific password and/or can provide the
app-specific password to the password protected sto-
rage which can allow the user device to receive the
secret share from the password protected storage (if
the correct password is comprised and/or provided).
Next, from the user device 100 the secret share can be
provided to the backup device 10. The backup device
10 can recover the secret based on the secret share it
stores and the other secret share it receives, e.g., by
executing a data recovery routine (see step S6 in Fig.
1). Further, the backup device 10 can perform a digital
signature functionality using the secret.
[0968] Fig. 11 illustrates a system configured to per-
form a digital signature functionality according to the
method of Fig. 10. In Fig. 11, a password protected
storage 1110 is illustrated as provided within a cloud-
based storage 1100, such as, Google Drive. Further a
computer program 1115, e.g., an application 1115, is
illustrated running on a user device 100.

5

10

15

20

25

30

35

40

45

50

55



71

139 EP 3 860 038 B1 140

[0969] In general, the system can comprise a backup
device 10, M‑1 password protected storages 1110
(wherein each can be provided in a respective one of
M‑1 cloud-based storages 1100) and M‑1 user devices
100 (wherein each can execute a respective one of M‑1
computer programs 1115). Further optionally the gener-
al computing device 90, as illustrated in Fig. 9a, can be
provided. Fig. 11 illustrates an example wherein M
equals 2.
[0970] In a first step, a user (not shown) with a user
device 100 may provide credential data to the cloud-
based storage 1100 to login and gain access to the
cloud-based storage 1100. After a successful login, the
cloud-based storage 1100 can be accessed. Further,
the user may provide with the user device 100 to the
cloud-based storage 1100 a request (and optionally re-
quired permissions) to generate a computer program
specific password for the computer program 1115. The
cloud-based storage 1100 may generate for the com-
puter program 1115 a computer program specific pass-
word. The generated computer program specific pass-
word may be used by the computer program 1115 to
access the password protected storage 1110.
[0971] Further, in a next step, the computer program
1115 can comprise instructions for receiving the secret
share stored in the password protected storage 1110
using a respective computer program specific pass-
word. Said instructions can be executed by the user
device 100 and the secret share can be received by
the user device 100. After receiving the secret share,
the computer program 1115 can comprise instructions
for sending the secret share to the backup device 10.
Said instruction can be executed by the user device
100 and the secret share can be sent to the backup
device 10. If provided, the general computing device
90 (see Fig. 9a) can facilitate the step of transferring
data from the user device 100 to the backup device 10.
The backup device 10 can determine the secret based
on the received secret share and the one it stores and
can perform digital signature functionalities.
[0972] The method and system of Figs. 10 and 11
respectively, can be advantageous as they can provide
a seamless end user experience for performing digital
signature functionalities, particularly when a computer
software specific password is used. For example, the
user can maintain the logged in status on the cloud-
based storage (e.g. Google Drive storage) wherein the
secret share is stored. In this scenario, a digital signa-
ture can be performed seamlessly without the user en-
tering the password protecting the password protected
storage or even being aware of the underlying digital
signature process.
[0973] At the same time, the method can provide a
high security of the secret. As an initial matter, the
backup device 10 can be configured to provide physical
and software security, as discussed. Thus, the backup
device 10 can be a tamperproof device or at least a
tamper resistance device allowing for a secure proces-

sing and/or storage of the secret and/or secret share
corresponding the backup device 10. Secondly, the re-
maining secret shares can be securely stored on a re-
spective password protected storage. The password
protected storage can be protected with an app-specific
password and/or user password (e.g. user account lo-
gin credentials). Moreover, for the secret to be deter-
mined not only one but both the secret shares need to
be received by a third party, particularly if a (2, M)
threshold secret sharing scheme is used.
[0974] Furthermore, the method can allow for the se-
cret to be recovered even if the secret shares are lost,
e.g., even if the password stored in the password pro-
tected storage is lost. This is particularly advantageous,
as the password protected storage can be in a remote
database (e.g. Google Drive) and can be protected with
user passwords and/or computer program specific
passwords. As such, in case user credentials are for-
gotten by the user and/or the computer program speci-
fic password is lost, the secret share stored in the pass-
word protected storage is also lost. In such scenarios,
the secret can be recovered based on at least two of
the M encrypted shares stored on the backup device in
step S104. For the recovery of the secret, the decryp-
tion key(s) corresponding to the encryption key(s) used
in step S104 can be provided to the backup device 10,
which can allow the backup device 10 to decrypt at
least two encrypted shares to obtain at least two shares
of the secret in the unencrypted state and then deter-
mine the secret based on the at least two shares of the
secret in the unencrypted state.
[0975] In the embodiments illustrated in Figs. 10 and
11, M can be equal to 2. In such embodiments, the
method and the system illustrated in Figs. 10 and 11
respectively, can be used by a single user.
[0976] Fig. 12 depicts a further method of storing a
data element such that it can be recovered.
[0977] In a first step S120, the method can comprise
two devices agreeing on an initial key. Preferably, the
two devices can agree on the initial key based on a key
agreement protocol. Preferably, in step S210 a secure
key agreement protocol can be utilized that can allow
the two devices to securely exchange the initial key
over an unsecure communication link. For example,
the two devices can exchange the initial key using the
Diffie-Hellman key exchange and/or a variant of the
Diffie-Hellman key exchange. Preferably, the Elliptic
Curve Diffie-Hellman (ECDH) can be utilized for ex-
changing the initial key between the two devices.
[0978] It will be understood that in step S120, agree-
ing on the initial key can be performed by establishing
the initial key between the two devices without actually
communicating the initial key over the communication
link between the two devices. For example, the devices
can exchange parameters over the communication link
that can allow them to generate the same initial key
based on the exchanged parameters. For example, this
technique is utilized by the Diffie-Hellman key agree-
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ment protocol. In other words, the initial key can be
generated and/or stored only within the two devices.
As such, even if the communication link between the
two devices is intercepted by a third party, it can be
computationally unfeasible for the third party to deter-
mine the initial key.
[0979] Furthermore, it can be advantageous for the
two devices to comprise a secure portion (i.e., a secure
enclave). In such embodiments, the generation and/or
the storing of the initial key can be performed inside the
secure portion of the device.
[0980] In a preferred embodiment, the two devices
can be configured according to the device 200 illu-
strated in Fig. 8. As discussed with respect to Fig. 8,
the device 20 can comprise a secure enclave. The se-
cure enclave of the device 200 can be a hardware-
based key manager that is isolated from the rest of the
device 200 to provide an extra layer of security. When
data (e.g. the initial key) is stored in the secure enclave,
it is only handled inside the secure enclave. That is, the
secure enclave can create the key, securely store it,
and perform operations with it. Only the output of these
operations, such as encrypted data or a cryptographic
signature is provided outside the secure enclave.
[0981] In a step S122, the method can comprise gen-
erating a random string. The random string can be gen-
erated outside the secure enclave of the devices. For
example, the random string can be generated by a ran-
dom number generator that can be comprised by one
of the two devices or that can be comprised by an
external device.
[0982] In a step S124, the method can comprise pro-
viding the random string to the two devices. In pre-
ferred embodiments, wherein the two devices comprise
a secure enclave, respectively, and wherein the initial
key is only present inside the secure enclave, step S
124 can comprise providing the random string inside
the respective secure enclave of the two devices.
[0983] In a step S126, the method can comprise
each of the two devices generating the same seed
based on the random string and the initial key. More
particularly, each of the two devices can respectively
perform computations on the random string and on the
initial secret to generate the same seed. The two de-
vices can perform the same computations during step
S126. The computations can comprise hashing, conca-
tenating and/or encrypting.
[0984] In preferred embodiments, step S126 can
comprise each of the two devices respectively perform-
ing at least two different computations to generate the
seed. That is, step S126 can comprise each of the two
devices respectively executing at least two different
functions to generate the seed. A first function can gen-
erate an output based on the random string and the
initial key. The first function can be configured to com-
bine the random string and the initial key to generate
the output of the first function. For example, the first
function can comprise concatenating the random string

with the initial key. A second function can operate over
the output (i.e., results) of the first function to generate
the seed. In some embodiments, the second function
can comprise a hashing function operated on the out-
put of the first function (e.g., the random string conca-
tenated with the exchanged secret) to generate the
seed. Using a hashing function can be advantageous
as it can allow generating a seed with a fixed number of
characters. Alternatively or additionally, the second
function can comprise an encryption function (i.e. en-
cryption routine) for encrypting the results of the first
function and/or of the hashing function.
[0985] The seed generated in step S126 can be the
data element 50. That is, the method illustrated in Fig.
12 can facilitate generating and storing the data ele-
ment 50 in two different devices 200.
[0986] In preferred embodiments, wherein the two
devices comprise a secure enclave, respectively, step
S126 can be preformed within the secure enclave.
Thus, both seeds can be created inside the secure en-
clave. Moreover, the seeds can never be extracted out-
side the secure enclaves of the two devices. In other
words, with the present method both secure enclaves
can generate the same seed, without extracting the
seed from one to the other. This is particularly advanta-
geous as it ensures that a third party cannot obtain the
seed.
[0987] Moreover, having the seed on two devices can
be particularly advantageous for enabling the seed to
be determined even if one of the devices gets lost,
damaged or corrupted. For example, one of the two
devices can be used to utilize the seed as an encryp-
tion key for encrypting and/or signing data and/or as a
master key for generating other encryption keys. The
other device can be used for recovery of the seed. That
is, the other device can be used, e.g., in case the first
device gets lost, corrupted, damaged and/or unusable.
[0988] Further still, in some embodiments, the two
devices can comprise a factory shared secret which
can be specific only to the two devices. The factory
shared secret can be provided to the devices during
their production. For example, the factory shared secret
can be provided in a read-only-memory (ROM) inside
the two devices (preferably, inside the secure enclave
of the devices) during production of the devices. Pre-
ferably, the factory shared secret can be provided in a
self-encrypted memory of the two devices. The factory
shared secret can add further security to the method.
For example, the factory shared secret can be used to
encrypt communications between the two devices. That
is, data that is communicated between the two devices
can be encrypted using the factory shared secret as an
encryption key and/or using an encryption key derived
from the factory shared secret. Preferably, a symmetric
encryption scheme can be used. Thus, data encrypted
with the factory shared secret (or with a key derived
based on it) can be decrypted only by using the same
factory shared secret. In other words, only devices that
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comprise the same factory shared secret can decrypt
the data. It can be particularly advantageous to use the
factory shared secret to encrypt the data exchanged
between the devices during the exchange of the initial
key in step S120.
[0989] The use of the factory shared secret can be
advantageous because multiple devices can store the
same secret and moreover this shared secret was pro-
vided to them in a secure environment (during produc-
tion). Preferably, the factory shared secret can be pro-
vided inside the secure enclave of the devices, hence,
making it further infeasible for a third party to access
the factory shared secret.
[0990] In addition, it will be understood that while the
method of Fig. 12 is described with reference to two
devices, this was done for sake of brevity and clarity. In
general, more than two devices can be used. This can
be advantageous as it can increase redundancy of stor-
ing the seed, thus making it less likely for the seed to
be lost.
[0991] Whenever a relative term, such as "about",
"substantially" or "approximately" is used in this specifi-
cation, such a term should also be construed to also
include the exact term. That is, e.g., "substantially
straight" should be construed to also include "(exactly)
straight".
[0992] Whenever steps were recited in the above or
also in the appended claims, it should be noted that the
order in which the steps are recited in this text may be
accidental. That is, unless otherwise specified or un-
less clear to the skilled person, the order in which steps
are recited may be accidental. That is, when the pre-
sent document states, e.g., that a method comprises
steps (A) and (B), this does not necessarily mean that
step (A) precedes step (B), but it is also possible that
step (A) is performed (at least partly) simultaneously
with step (B) or that step (B) precedes step (A).
Furthermore, when a step (X) is said to precede an-
other step (Z), this does not imply that there is no step
between steps (X) and (Z). That is, step (X) preceding
step (Z) encompasses the situation that step (X) is per-
formed directly before step (Z), but also the situation
that (X) is performed before one or more steps
(Y1), ..., followed by step (Z). Corresponding consid-
erations apply when terms like "after" or "before" are
used.
[0993] While in the above, a preferred embodiment
has been described with reference to the accompany-
ing drawings, the skilled person will understand that
this embodiment was provided for illustrative purpose
only and should by no means be construed to limit the
scope of the present invention, which is defined by the
claims.

Claims

1. A method, the method comprising

based on a data element (50), generating M
data element shares (52), wherein M is an in-
teger greater than 1;
providing each of M encryption keys (42) to a
first data processing unit (10);
the first data processing unit (10) encrypting
each of the M data element shares (52) with
an encryption key (42), respectively, and thus
generating M encrypted data element shares
(55), wherein each of the encryption keys (42)
corresponds to a decryption key (45), respec-
tively;
wherein the first data processing unit (10)
comprises a secure microcontroller configured
to generate based on the data element (50)
data element shares (52) and encrypt the data
element shares (52);
wherein the method further comprises storing
each of the M encryption keys (42) on a sepa-
rate encryption key storage unit (30A), respec-
tively;
wherein the method further comprises storing
each of the M encrypted data element shares
(55) on a separate data share storage unit
(30B), respectively;
wherein the method comprises providing M
data storage units (30), wherein each of the M
data storage units (30) respectively comprises
one encryption key storage unit (30A) of the
separate encryption key storage units (30A)
and one data share storage unit (30B) of the
separate data share storage units (30B),
wherein the encryption key (42) stored in the
encryption key storage unit (30A) of the re-
spective data storage unit (30) is used to gen-
erate the encrypted data element share (55)
stored in the respective data share storage
unit (30B) of the respective data storage unit
(30).

2. The method according to the preceding claim,
wherein the data element (50) can be determined
with N unencrypted data element shares (52),
where N is an integer greater than or equal to 1,
and smaller than or equal to M, and
wherein the step of based on a data element (50),
generating M data element shares (52), is based
on a secret sharing scheme, preferably a threshold
secret sharing scheme with a total number of
shares equal to M and threshold equal to N, such
as, the Shamir’s secret sharing scheme and/or the
Berkley’s secret sharing scheme.

3. The method according to the preceding claim,
wherein N is equal to 2

and the method further comprising
storing one of the M data element shares (52)
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in the first data processing unit (10) and
storing each of the remaining M‑1 data ele-
ment shares (52) in a respective password
protected storage (1110).

4. The method according to any of the preceding
claims, wherein the step of based on a data ele-
ment (50), generating M data element shares (52)
is carried out by the first data processing unit (10).

5. The method according to any of the preceding
claims and further comprising at least one of

the first data processing unit (10) providing
each of the M encrypted data element shares
(55) to a separate data share storage unit
(30B), respectively, and storing each of the M
encrypted data element shares (55) on a re-
spective separate data share storage unit
(30B),
the first data processing unit (10) providing
each of the M encrypted data element shares
(55) to a database (60) and storing each of the
M encrypted data element shares (55) on the
database (60),
storing each of the M encrypted data element
shares (55) on the first data processing unit
(10).

6. The method according to any of the preceding
claims, further comprising storing the encryption
keys (42) in M separate user devices (100), re-
spectively,

wherein each of M user devices (100) com-
prises one respective encryption key storage
unit (30A), and
wherein each of the M user device (100) com-
prises one respective data storage unit (30).

7. A system comprising

a first data processing unit (10) configured to
generate M data element shares (52) based
on a data element (50), wherein M is an inte-
ger greater than 1;
wherein the first data processing unit (10) is
configured to receive M encryption keys (42);
wherein the first data processing unit (10) is
configured to encrypt each of the M data ele-
ment shares (52) with an encryption key (42),
respectively, and to thus generate M encrypted
data element shares (55), wherein each of the
encryption keys (42) corresponds to a decryp-
tion key (45), respectively;
wherein the first data processing unit (10)
comprises a secure microcontroller configured
to generate based on the data element (50)

data element shares (52) and encrypt the data
element shares (52)
wherein the system is configured to carry out
the method according to any of the preceding
claims;
the system further comprising M separate en-
cryption key storage units (30A), each config-
ured to store a respective encryption key (42);
the system further comprising M separate data
share storage units (30B) configured to store a
respective encrypted data element share (55);
wherein each of the encryption key storage
units (30A) is external to the first data proces-
sing unit (10);
wherein each of the data share storage units
(30B) is external to the first data processing
unit (10);
wherein for each encryption key storage unit
(30A) there is one corresponding data share
storage unit (30B) such that the encrypted
data element share (55) stored in the data
share storage unit (30B) is generated using
the encryption key (42) stored in the encryp-
tion key storage unit (30A);
wherein for each encryption key storage unit
(30A), the respective encryption key storage
unit (30A) and the corresponding data share
storage unit (30B) are embedded in a single
device, such as, in a data storage unit (30).

8. A determining method to determine the data ele-
ment (50) of claim 1, wherein the determining
method comprises

providing to a device (200) at least N of M of
the data element shares (52) of claim 1 in an
unencrypted state, wherein N is an integer
greater than or equal to 1, and smaller than or
equal to M;
the device (200) determining the data element
(50) based on the at least N data element
shares (52) in the unencrypted state;
wherein the device (200) comprises a secure
microcontroller configured to generate the data
element (50) based on the at least N data ele-
ment shares (52);
wherein providing at least N of M of the data
element shares (52) of claim 1 in an unen-
crypted state comprises

providing each of the at least N data ele-
ment shares in an encrypted state to the
device (200),
unencrypting each of the at least N data
element shares in an encrypted state on
the device (200) and thus getting the at
least N data element shares in an unen-
crypted state;
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wherein providing each of the at least N data
element shares in an encrypted state to the
device (200) comprises providing from each of
at least N data share storage units (30B) of
claim 1 the encrypted data element share (55)
stored therein to the device (200).

9. The determining method according to the preced-
ing claim

wherein providing each of the at least N data
element shares in an encrypted state to the
device (200) comprises providing at least N
encrypted data element shares (55) of claim 1
to the device (200),
and wherein the method further comprises pro-
viding at least N decryption keys (45) to the
device (200) wherein each of the at least N
decryption keys (45) corresponds to a respec-
tive encryption key (42) used to generate the
at least N encrypted data element shares (55)
that are provided to the device (200).

10. The determining method according to any of the 2
preceding claims,

wherein each of the M decryption keys (45) of
claim 1 is stored on a separate decryption key
storage unit (30C), respectively,
and the determining method further comprises
providing at least N computing units (35)
wherein each of the at least N computing units
(35) is configured to access a respective de-
cryption key storage unit (30C), and
wherein each of the at least N computing units
(35) is configured to access at least one of

(a) a respective data share storage unit
(30B) of claim 5 that stores the encrypted
data element share (55) which decryption
key (45) is stored in the decryption key
storage unit (30C), that the computing unit
is configured to access,
(b) the database (60) of claim 5.

11. The determining method according to the preced-
ing claim, wherein the determining method further
comprises

the device (200) generating one temporary en-
cryption key (42T) and one corresponding tem-
porary decryption key (45T)
each of the at least N computing units (35)
receiving from the decryption key storage unit
(30C), that the respective computing unit (35)
is configured to access, the decryption key
(45) stored therein,
each of the at least N computing units (35)

receiving from the data share storage unit
(30B), that the respective computing unit (35)
is configured to access, the encrypted data
element share (55) stored therein or receiving
from the database (60) an encrypted data ele-
ment share (55) corresponding to the received
decryption key (45),
each of the at least N computing units (35)
decrypting the received encrypted data ele-
ment share (55) using the received decryption
key (45) to obtain a data element share (52) in
an unencrypted state,
each of the at least N computing units (35)
receiving the temporary encryption key (42T),
and
each of the at least N computing units (35)
encrypting the data element share (52) using
the temporary encryption key (42T) to gener-
ate a respective temporary encrypted data ele-
ment share (55T),
and wherein providing each of the at least N
data element shares in an encrypted state to
the device (200) comprises
providing at least N temporary encrypted data
element shares (55T) to the device (200), and
wherein unencrypting each of the at least N
data element shares in an encrypted state on
the device (200) and thus getting the at least N
data element shares in an unencrypted state
comprises
unencrypting each of the at least N temporary
encrypted data element share (55T) on the de-
vice (200) and thus obtaining the at least N
data element shares in an unencrypted state.

12. The determining method according to any of the 4
preceding claims,

wherein the device (200) is the first data pro-
cessing unit (10) of claim 1 and
wherein providing at least N of M of the data
element shares (52) of claim 1 in an unen-
crypted state comprises
providing a data element share (52) from a
respective password protected storage (1110)
of claim 6 to the first data processing unit (10).

13. A determining system comprising

a device (200) configured to obtain at least N
of M data element shares (52) in an unen-
crypted state related to a data element (50),
wherein M is an integer greater than 1;
the device (200) configured to determine the
data element (50) based on the at least N data
element shares (52) in the unencrypted state;
and
wherein the device (200) comprises a secure
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microcontroller configured to generate the data
element (50) based on the at least N data ele-
ment shares (52);
the system further comprising at least N sepa-
rate data share storage units (30B), each con-
figured to store a respective encrypted data
element share (55);
wherein the device (200) is configured to re-
ceive a respective encrypted data element
share (55) from each of the at least N data
share storage units (30B), respectively;
wherein the system is configured to carry out
the determining method according to claim 8.

14. A composite method, wherein the composite meth-
od comprises the method according to any of the
claims 1 to 6 and the determining method accord-
ing to any of the claims 8 to 12.

15. A composite system comprising the system ac-
cording to claim 7 and the determining system ac-
cording to claim 13 and wherein the composite sys-
tem is configured to carry out the composite meth-
od according to the preceding claim.

Patentansprüche

1. Verfahren, wobei das Verfahren umfasst:

auf Grundlage eines Datenelements (50), Er-
zeugen von M Datenelement-Anteilen (52),
wobei M eine ganze Zahl größer als 1 ist;
Bereitstellen eines jeden von M Verschlüsse-
lungsschlüsseln (42) an eine erste Datenver-
arbeitungseinheit (10);
Verschlüsseln, durch die erste Datenverarbei-
tungseinheit (10), jedes der M Datenelement-
Anteile (52) mit jeweils einem Verschlüsse-
lungsschlüssel (42) und dadurch Erzeugen
von M verschlüsselten Datenelement-Anteilen
(55), wobei jeder der Verschlüsselungsschlüs-
sel (42) jeweils einem Entschlüsselungs-
schlüssel (45) entspricht;
wobei die erste Datenverarbeitungseinheit (10)
einen sicheren Mikrocontroller umfasst, der
dazu konfiguriert ist, auf Grundlage des Daten-
elements (50) Datenelement-Anteile (52) zu
erzeugen und die Datenelement-Anteile (52)
zu verschlüsseln;
wobei das Verfahren ferner das Speichern je-
des der M Verschlüsselungsschlüssel (42) auf
jeweils einer separaten Verschlüsselungs-
schlüssel-Speichereinheit (30A) umfasst;
wobei das Verfahren ferner das Speichern je-
des der M verschlüsselten Datenelement-An-
teile (55) auf jeweils einer separaten Datenan-
teil-Speichereinheit (30B) umfasst;

wobei das Verfahren das Bereitstellen von M
Datenspeichereinheiten (30) umfasst, wobei
jede der M Datenspeichereinheiten (30) je-
weils
eine Verschlüsselungsschlüssel-Speicherein-
heit (30A) der separaten Verschlüsselungs-
schlüssel-Speichereinheiten (30A) und eine
Datenanteil-Speichereinheit (30B) der separa-
ten Datenanteil-Speichereinheiten (30B) um-
fasst,
wobei der in der Verschlüsselungsschlüssel-
Speichereinheit (30A) der jeweiligen Daten-
speichereinheit (30) gespeicherte Verschlüs-
selungsschlüssel (42) verwendet wird, um den
in der jeweiligen Datenanteil-Speichereinheit
(30B) der jeweiligen Datenspeichereinheit (30)
gespeicherten verschlüsselten Datenelement-
Anteil (55) zu erzeugen.

2. Verfahren nach dem vorhergehenden Anspruch,
wobei das Datenelement (50) mit N unverschlüs-
selten Datenelement-Anteilen (52) bestimmt wer-
den kann, wobei N eine ganze Zahl größer oder
gleich 1 und kleiner oder gleich M ist, und
wobei der Schritt des Erzeugens von M Datenele-
ment-Anteilen (52) auf Grundlage eines Datenele-
ments (50) auf einem Geheimnisteilungsschema
basiert, vorzugsweise einem Schwellenwert-Ge-
heimnisteilungsschema mit einer Gesamtzahl von
Anteilen gleich M und einem Schwellenwert gleich
N, wie etwa dem Shamir-Geheimnisteilungssche-
ma und/oder dem Berkley-Geheimnisteilungssche-
ma.

3. Verfahren nach dem vorhergehenden Anspruch,
wobei N gleich 2 ist,
und wobei das Verfahren ferner umfasst:

Speichern eines der M Datenelement-Anteile
(52) in der ersten Datenverarbeitungseinheit
(10) und
Speichern jedes der übrigen M‑1 Datenele-
ment-Anteile (52) in jeweils einem passwortge-
schützten Speicher (1110).

4. Verfahren nach einem der vorhergehenden An-
sprüche, wobei der Schritt des Erzeugens von M
Datenelement-Anteilen (52) auf Grundlage eines
Datenelements (50) durch die erste Datenverarbei-
tungseinheit (10) ausgeführt wird.

5. Verfahren nach einem der vorhergehenden An-
sprüche, und wobei das Verfahren ferner mindes-
tens eines von Folgendem umfasst:

Bereitstellen, durch die erste Datenverarbei-
tungseinheit (10), jedes der M verschlüsselten
Datenelement-Anteile (55) an jeweils eine se-
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parate Datenanteil-Speichereinheit (30B) und
Speichern jedes der M verschlüsselten Daten-
element-Anteile (55) auf jeweils einer separa-
ten Datenanteil-Speichereinheit (30B),
Bereitstellen, durch die erste Datenverarbei-
tungseinheit (10), jedes der M verschlüsselten
Datenelement-Anteile (55) an eine Datenbank
(60) und Speichern jedes der M verschlüsse-
lten Datenelement-Anteile (55) in der Daten-
bank (60),
Speichern jedes der M verschlüsselten Daten-
element-Anteile (55) auf der ersten Datenver-
arbeitungseinheit (10).

6. Verfahren nach einem der vorhergehenden An-
sprüche, ferner umfassend das Speichern der Ver-
schlüsselungsschlüssel (42) jeweils in einer von M
separaten Benutzervorrichtungen (100),

wobei jede der M Benutzervorrichtungen (100)
eine jeweilige Verschlüsselungsschlüssel-
Speichereinheit (30A) umfasst, und
wobei jede der M Benutzervorrichtungen (100)
eine jeweilige Datenspeichereinheit (30) um-
fasst.

7. System, umfassend

eine erste Datenverarbeitungseinheit (10), die
dazu konfiguriert ist, M Datenelement-Anteile
(52) auf Grundlage eines Datenelements (50)
zu erzeugen, wobei M eine ganze Zahl größer
als 1 ist;
wobei die erste Datenverarbeitungseinheit (10)
dazu konfiguriert ist, M Verschlüsselungs-
schlüssel (42) zu empfangen;
wobei die erste Datenverarbeitungseinheit (10)
dazu konfiguriert ist, jeden der M Datenele-
ment-Anteile (52) mit jeweils einem Verschlüs-
selungsschlüssel (42) zu verschlüsseln und
dadurch M verschlüsselte Datenelement-An-
teile (55) zu erzeugen, wobei jeder der Ver-
schlüsselungsschlüssel (42) jeweils einem
Entschlüsselungsschlüssel (45) entspricht;
wobei die erste Datenverarbeitungseinheit (10)
einen sicheren Mikrocontroller umfasst, der
dazu konfiguriert ist, auf Grundlage des Daten-
elements (50) Datenelement-Anteile (52) zu
erzeugen und die Datenelement-Anteile (52)
zu verschlüsseln,
wobei das System dazu konfiguriert ist, das
Verfahren nach einem der vorhergehenden
Ansprüche auszuführen;
wobei das System ferner M separate Ver-
schlüsselungsschlüssel-Speichereinheiten
(30A) umfasst, die jeweils dazu konfiguriert
sind, einen jeweiligen Verschlüsselungs-
schlüssel (42) zu speichern;

wobei das System ferner M separate Datenan-
teil-Speichereinheiten (30B) umfasst, die dazu
konfiguriert sind, einen jeweiligen verschlüsse-
lten Datenelement-Anteil (55) zu speichern;
wobei jede der Verschlüsselungsschlüssel-
Speichereinheiten (30A) extern zu der ersten
Datenverarbeitungseinheit (10) ist;
wobei jede der Datenanteil-Speichereinheiten
(30B) extern zu der ersten Datenverarbei-
tungseinheit (10) ist;
wobei es für jede Verschlüsselungsschlüssel-
Speichereinheit (30A) eine entsprechende Da-
tenanteil-Speichereinheit (30B) gibt, derart,
dass der in der Datenanteil-Speichereinheit
(30B) gespeicherte verschlüsselte Datenele-
ment-Anteil (55) unter Verwendung des in der
Verschlüsselungsschlüssel-Speichereinheit
(30A) gespeicherten Verschlüsselungsschlüs-
sels (42) erzeugt wird;
wobei für jede Verschlüsselungsschlüssel-
Speichereinheit (30A) die jeweilige Verschlüs-
selungsschlüssel-Speichereinheit (30A) und
die entsprechende Datenanteil-Speicherein-
heit (30B) in eine einzige Vorrichtung eingebet-
tet sind, wie etwa in eine Datenspeichereinheit
(30).

8. Bestimmungsverfahren zum Bestimmen des Da-
tenelements (50) des Anspruchs 1, wobei das Be-
stimmungsverfahren umfasst

Bereitstellen, an eine Vorrichtung (200), von
mindestens N von M der Datenelement-Anteile
(52) des Anspruchs 1 in einem unverschlüssel-
ten Zustand, wobei N eine ganze Zahl größer
oder gleich 1 und kleiner oder gleich M ist;
Bestimmen, durch die Vorrichtung (200), des
Datenelements (50) auf Grundlage der min-
destens N Datenelement-Anteile (52) in dem
unverschlüsselten Zustand;
wobei die Vorrichtung (200) einen sicheren
Mikrocontroller umfasst, der dazu konfiguriert
ist, das Datenelement (50) auf Grundlage der
mindestens N Datenelement-Anteile (52) zu
erzeugen;
wobei das Bereitstellen von mindestens N von
M der Datenelement-Anteile (52) des An-
spruchs 1 in einem unverschlüsselten Zustand
umfasst
Bereitstellen jedes der mindestens N Daten-
element-Anteile in einem verschlüsselten Zu-
stand an die Vorrichtung (200),
Entschlüsseln jedes der mindestens N Daten-
element-Anteile in einem verschlüsselten Zu-
stand auf der Vorrichtung (200) und dadurch
Erhalten der mindestens N Datenelement-An-
teile in einem unverschlüsselten Zustand;
wobei das Bereitstellen jedes der mindestens
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N Datenelement-Anteile in einem verschlüsse-
lten Zustand an die Vorrichtung (200) umfasst:
Bereitstellen, von jeder von mindestens N Da-
tenanteil-Speichereinheiten (30B) des An-
spruchs 1, des darin gespeicherten verschlüs-
selten Datenelement-Anteils (55) an die Vor-
richtung (200).

9. Bestimmungsverfahren nach dem vorhergehenden
Anspruch,

wobei das Bereitstellen jedes der mindestens
N Datenelement-Anteile in einem verschlüsse-
lten Zustand an die Vorrichtung (200) das Be-
reitstellen von mindestens N verschlüsselten
Datenelement-Anteilen (55) des Anspruchs 1
an die Vorrichtung (200) umfasst,
und wobei das Verfahren ferner das Bereitstel-
len von mindestens N Entschlüsselungs-
schlüsseln (45) an die Vorrichtung (200) um-
fasst, wobei jeder der mindestens N Ent-
schlüsselungsschlüssel (45) einem jeweiligen
Verschlüsselungsschlüssel (42) entspricht, der
verwendet wird, um die mindestens N ver-
schlüsselten Datenelement-Anteile (55) zu er-
zeugen, die der Vorrichtung (200) bereitge-
stellt werden.

10. Bestimmungsverfahren nach einem der 2 vorher-
gehenden Ansprüche,

wobei jeder der M Entschlüsselungsschlüssel
(45) des Anspruchs 1 jeweils auf einer separa-
ten Entschlüsselungsschlüssel-Speicherein-
heit (30C) gespeichert ist,
und das Bestimmungsverfahren ferner das Be-
reitstellen von mindestens N Recheneinheiten
(35) umfasst,
wobei jede der mindestens N Recheneinheiten
(35) dazu konfiguriert ist, auf eine jeweilige
Entschlüsselungsschlüssel-Speichereinheit
(30C) zuzugreifen, und
wobei jede der mindestens N Recheneinheiten
(35) dazu konfiguriert ist, auf mindestens eines
von Folgendem zuzugreifen:

(a) eine jeweilige Datenanteil-Speicherein-
heit (30B) des Anspruchs 5, die den ver-
schlüsselten Datenelement-Anteil (55)
speichert, dessen Entschlüsselungs-
schlüssel (45) in der Entschlüsselungs-
schlüssel-Speichereinheit (30C) gespei-
chert ist, auf welche zuzugreifen die Re-
cheneinheit dazu konfiguriert ist,
(b) die Datenbank (60) des Anspruchs 5.

11. Bestimmungsverfahren nach dem vorhergehenden
Anspruch, wobei das Bestimmungsverfahren fer-

ner umfasst

Erzeugen, durch die Vorrichtung (200), eines
temporären Verschlüsselungsschlüssels (42T)
und eines entsprechenden temporären Ent-
schlüsselungsschlüssels (45T),
Empfangen, durch jede der mindestens N Re-
cheneinheiten (35), von der Entschlüsselungs-
schlüssel-Speichereinheit (30C), auf welche
zuzugreifen die jeweilige Recheneinheit (35)
dazu konfiguriert ist, des darin gespeicherten
Entschlüsselungsschlüssels (45),
Empfangen, durch jede der mindestens N Re-
cheneinheiten (35), von der Datenanteil-Spei-
chereinheit (30B), auf welche zuzugreifen die
jeweilige Recheneinheit (35) dazu konfiguriert
ist, des darin gespeicherten verschlüsselten
Datenelement-Anteils (55), oder Empfangen,
von der Datenbank (60), eines verschlüsselten
Datenelement-Anteils (55), der dem empfang-
enen Entschlüsselungsschlüssel (45) ent-
spricht,
Entschlüsseln, durch jede der mindestens N
Recheneinheiten (35), des empfangenen ver-
schlüsselten Datenelement-Anteils (55) unter
Verwendung des empfangenen Entschlüss-
elungsschlüssels (45), um einen Datenele-
ment-Anteil (52) in einem unverschlüsselten
Zustand zu erhalten,
Empfangen, durch jede der mindestens N Re-
cheneinheiten (35), des temporären Ver-
schlüsselungsschlüssels (42T), und
Verschlüsseln, durch jede der mindestens N
Recheneinheiten (35), des Datenelement-An-
teils (52) unter Verwendung des temporären
Verschlüsselungsschlüssels (42T), um einen
jeweiligen temporären verschlüsselten Daten-
element-Anteil (55T) zu erzeugen,
und wobei das Bereitstellen jedes der mindes-
tens N Datenelement-Anteile in einem ver-
schlüsselten Zustand an die Vorrichtung (200)
umfasst
Bereitstellen von mindestens N temporären
verschlüsselten Datenelement-Anteilen (55T)
an die Vorrichtung (200), und
wobei das Entschlüsseln jedes der mindestens
N Datenelement-Anteile in einem verschlüsse-
lten Zustand auf der Vorrichtung (200) und da-
durch das Erhalten der mindestens N Daten-
element-Anteile in einem unverschlüsselten
Zustand umfasst Entschlüsseln jedes der min-
destens N temporären verschlüsselten Daten-
element-Anteile (55T) auf der Vorrichtung
(200) und dadurch Erhalten der mindestens N
Datenelement-Anteile in einem unverschlüs-
selten Zustand.

12. Bestimmungsverfahren nach einem der 4 vorher-
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gehenden Ansprüche,

wobei die Vorrichtung (200) die erste Daten-
verarbeitungseinheit (10) des Anspruchs 1 ist,
und
wobei das Bereitstellen von mindestens N von
M der Datenelement-Anteile (52) des An-
spruchs 1 in einem unverschlüsselten Zustand
umfasst
Bereitstellen eines Datenelement-Anteils (52)
von einem jeweiligen passwortgeschützten
Speicher (1110) des Anspruchs 6 an die erste
Datenverarbeitungseinheit (10).

13. Bestimmungssystem, umfassend

eine Vorrichtung (200), die dazu konfiguriert
ist, mindestens N von M Datenelement-Antei-
len (52) in einem unverschlüsselten Zustand
zu erhalten, die sich auf ein Datenelement
(50) beziehen, wobei M eine ganze Zahl grö-
ßer als 1 ist;
wobei die Vorrichtung (200) dazu konfiguriert
ist, das Datenelement (50) auf Grundlage der
mindestens N Datenelement-Anteile (52) in
dem unverschlüsselten Zustand zu bestim-
men; und
wobei die Vorrichtung (200) einen sicheren
Mikrocontroller umfasst, der dazu konfiguriert
ist, das Datenelement (50) auf Grundlage der
mindestens N Datenelement-Anteile (52) zu
erzeugen;
wobei das System ferner mindestens N sepa-
rate Datenanteil-Speichereinheiten (30B) um-
fasst, die jeweils dazu konfiguriert sind, einen
jeweiligen verschlüsselten Datenelement-An-
teil (55) zu speichern;
wobei die Vorrichtung (200) dazu konfiguriert
ist, von jeder der mindestens N Datenanteil-
Speichereinheiten (30B) einen jeweiligen ver-
schlüsselten Datenelement-Anteil (55) zu
empfangen;
wobei das System dazu konfiguriert ist, das
Bestimmungsverfahren nach Anspruch 8 aus-
zuführen.

14. Zusammengesetztes Verfahren, wobei das zusam-
mengesetzte Verfahren das Verfahren nach einem
der Ansprüche 1 bis 6 und das Bestimmungsver-
fahren nach einem der Ansprüche 8 bis 12 um-
fasst.

15. Zusammengesetztes System, umfassend das Sys-
tem nach Anspruch 7 und das Bestimmungssys-
tem nach Anspruch 13, und wobei das zusammen-
gesetzte System dazu konfiguriert ist, das zusam-
mengesetzte Verfahren nach dem vorhergehenden
Anspruch auszuführen.

Revendications

1. Procédé, le procédé comprenant :

sur la base d’un élément de données (50), la
génération de M parts d’élément de données
(52), dans lequel M est un nombre entier supé-
rieur à 1 ;
la fourniture de chacune de M clés de chiffre-
ment (42) à une première unité de traitement
de données (10) ;
le chiffrement, par la première unité de traite-
ment de données (10), de chacune des M
parts d’élément de données (52) avec une clé
de chiffrement (42), respectivement, générant
ainsi M parts d’élément de données chiffrées
(55), dans lequel chacune des clés de chiffre-
ment (42) correspond respectivement à une
clé de déchiffrement (45) ;
dans lequel la première unité de traitement de
données (10) comprend un microcontrôleur
sécurisé configuré pour générer, sur la base
de l’élément de données (50), des parts d’élé-
ment de données (52) et pour chiffrer les parts
d’élément de données (52) ;
dans lequel le procédé comprend en outre le
stockage de chacune des M clés de chiffre-
ment (42) sur une unité de stockage de clé de
chiffrement (30A) séparée, respectivement ;
dans lequel le procédé comprend en outre le
stockage de chacune des M parts d’élément
de données chiffrées (55) sur une unité de
stockage de part de données (30B) séparée,
respectivement ;
dans lequel le procédé comprend la fourniture
de M unités de stockage de données (30),
dans lequel chacune des M unités de stockage
de données (30) comprend respectivement
une unité de stockage de clé de chiffrement
(30A) parmi les unités de stockage de clé de
chiffrement (30A) séparées et une unité de
stockage de part de données (30B) parmi les
unités de stockage de part de données (30B)
séparées,
dans lequel la clé de chiffrement (42) stockée
dans l’unité de stockage de clé de chiffrement
(30A) de l’unité de stockage de données (30)
respective est utilisée pour générer la part d’é-
lément de données chiffrée (55) stockée dans
l’unité de stockage de part de données (30B)
respective de l’unité de stockage de données
(30) respective.

2. Procédé selon la revendication précédente, dans
lequel l’élément de données (50) peut être déter-
miné avec N parts d’élément de données (52) non
chiffrées, où N est un nombre entier supérieur ou
égal à 1 et inférieur ou égal à M, et
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dans lequel l’étape consistant à, sur la base d’un
élément de données (50), générer M parts d’élé-
ment de données (52) est basée sur un schéma
de partage de secret, de préférence un schéma de
partage de secret à seuil avec un nombre total de
parts égal à M et un seuil égal à N, tel que le
schéma de partage de secret de Shamir et/ou le
schéma de partage de secret de Berkley.

3. Procédé selon la revendication précédente, dans
lequel N est égal à 2,

et dans lequel le procédé comprend en outre
le stockage de l’une des M parts d’élément de
données (52) dans la première unité de traite-
ment de données (10) et
le stockage de chacune des M‑1 parts d’élé-
ment de données (52) restantes dans un stoc-
kage protégé par mot de passe (1110) respec-
tif.

4. Procédé selon l’une quelconque des revendica-
tions précédentes, dans lequel l’étape consistant
à, sur la base d’un élément de données (50), géné-
rer M parts d’élément de données (52) est réalisée
par la première unité de traitement de données
(10).

5. Procédé selon l’une quelconque des revendica-
tions précédentes, et comprenant en outre au
moins l’un parmi :

la fourniture, par la première unité de traite-
ment de données (10), de chacune des M
parts d’élément de données chiffrées (55) à
une unité de stockage de part de données
(30B) séparée, respectivement, et le stockage
de chacune des M parts d’élément de données
chiffrées (55) sur une unité de stockage de
part de données (30B) séparée respective,
la fourniture, par la première unité de traite-
ment de données (10), de chacune des M
parts d’élément de données chiffrées (55) à
une base de données (60) et le stockage de
chacune des M parts d’élément de données
chiffrées (55) sur la base de données (60),
le stockage de chacune des M parts d’élément
de données chiffrées (55) sur la première unité
de traitement de données (10).

6. Procédé selon l’une quelconque des revendica-
tions précédentes, comprenant en outre le stoc-
kage des clés de chiffrement (42) dans M disposi-
tifs utilisateur (100) séparés, respectivement,

dans lequel chacun des M dispositifs utilisa-
teur (100) comprend une unité de stockage de
clé de chiffrement (30A) respective, et

dans lequel chacun des M dispositifs utilisa-
teur (100) comprend une unité de stockage de
données (30) respective.

7. Système comprenant :

une première unité de traitement de données
(10) configurée pour générer M parts d’élé-
ment de données (52) sur la base d’un élé-
ment de données (50), dans lequel M est un
nombre entier supérieur à 1 ;
dans lequel la première unité de traitement de
données (10) est configurée pour recevoir M
clés de chiffrement (42) ;
dans lequel la première unité de traitement de
données (10) est configurée pour chiffrer cha-
cune des M parts d’élément de données (52)
avec une clé de chiffrement (42), respective-
ment, et pour générer ainsi M parts d’élément
de données chiffrées (55), dans lequel cha-
cune des clés de chiffrement (42) correspond
respectivement à une clé de déchiffrement
(45) ;
dans lequel la première unité de traitement de
données (10) comprend un microcontrôleur
sécurisé configuré pour générer, sur la base
de l’élément de données (50), des parts d’élé-
ment de données (52) et pour chiffrer les parts
d’élément de données (52),
dans lequel le système est configuré pour met-
tre en œuvre le procédé selon l’une quel-
conque des revendications précédentes ;
le système comprenant en outre M unités de
stockage de clé de chiffrement (30A) sépa-
rées, chacune configurée pour stocker une clé
de chiffrement (42) respective ;
le système comprenant en outre M unités de
stockage de part de données (30B) séparées
configurées pour stocker une part d’élément
de données chiffrée (55) respective ;
dans lequel chacune des unités de stockage
de clé de chiffrement (30A) est externe à la
première unité de traitement de données (10) ;
dans lequel chacune des unités de stockage
de part de données (30B) est externe à la pre-
mière unité de traitement de données (10) ;
dans lequel, pour chaque unité de stockage de
clé de chiffrement (30A), il existe une unité de
stockage de part de données (30B) correspon-
dante, de telle sorte que la part d’élément de
données chiffrée (55) stockée dans l’unité de
stockage de part de données (30B) est géné-
rée en utilisant la clé de chiffrement (42) stoc-
kée dans l’unité de stockage de clé de chiffre-
ment (30A) ;
dans lequel, pour chaque unité de stockage de
clé de chiffrement (30A), l’unité de stockage de
clé de chiffrement (30A) respective et l’unité de
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stockage de part de données (30B) correspon-
dante sont intégrées dans un dispositif unique,
tel que dans une unité de stockage de don-
nées (30).

8. Procédé de détermination pour déterminer l’élé-
ment de données (50) de la revendication 1, dans
lequel le procédé de détermination comprend :

la fourniture à un dispositif (200) d’au moins N
des M parts d’élément de données (52) de la
revendication 1 dans un état non chiffré, dans
lequel N est un nombre entier supérieur ou
égal à 1 et inférieur ou égal à M ;
la détermination, par le dispositif (200), de l’é-
lément de données (50) sur la base des au
moins N parts d’élément de données (52) dans
l’état non chiffré ;
dans lequel le dispositif (200) comprend un mi-
crocontrôleur sécurisé configuré pour générer
l’élément de données (50) sur la base des au
moins N parts d’élément de données (52) ;
dans lequel la fourniture d’au moins N des M
parts d’élément de données (52) de la revendi-
cation 1 dans un état non chiffré comprend :

la fourniture de chacune des au moins N
parts d’élément de données dans un état
chiffré au dispositif (200),
le déchiffrement de chacune des au moins
N parts d’élément de données dans un
état chiffré sur le dispositif (200), pour ob-
tenir ainsi les au moins N parts d’élément
de données dans un état non chiffré ;
dans lequel la fourniture de chacune des
au moins N parts d’élément de données
dans un état chiffré au dispositif (200)
comprend la fourniture au dispositif (200),
depuis chacune d’au moins N unités de
stockage de part de données (30B) de la
revendication 1, de la part d’élément de
données chiffrée (55) qui y est stockée.

9. Procédé de détermination selon la revendication
précédente,

dans lequel la fourniture de chacune des au
moins N parts d’élément de données dans un
état chiffré au dispositif (200) comprend la
fourniture d’au moins N parts d’élément de
données chiffrées (55) de la revendication 1
au dispositif (200),
et dans lequel le procédé comprend en outre
la fourniture d’au moins N clés de déchiffre-
ment (45) au dispositif (200), dans lequel cha-
cune des au moins N clés de déchiffrement
(45) correspond à une clé de chiffrement (42)
respective utilisée pour générer les au moins

N parts d’élément de données chiffrées (55)
qui sont fournies au dispositif (200).

10. Procédé de détermination selon l’une quelconque
des 2 revendications précédentes,

dans lequel chacune des M clés de déchiffre-
ment (45) de la revendication 1 est stockée sur
une unité de stockage de clé de déchiffrement
(30C) séparée, respectivement,
et le procédé de détermination comprend en
outre la fourniture d’au moins N unités de cal-
cul (35),
dans lequel chacune des au moins N unités de
calcul (35) est configurée pour accéder à une
unité de stockage de clé de déchiffrement
(30C) respective, et
dans lequel chacune des au moins N unités de
calcul (35) est configurée pour accéder à au
moins l’un parmi :

(a) une unité de stockage de part de don-
nées (30B) respective de la revendication
5 qui stocke la part d’élément de données
chiffrée (55) dont la clé de déchiffrement
(45) est stockée dans l’unité de stockage
de clé de déchiffrement (30C) à laquelle
l’unité de calcul est configurée pour accé-
der,
(b) la base de données (60) de la revendi-
cation 5.

11. Procédé de détermination selon la revendication
précédente, dans lequel le procédé de détermina-
tion comprend en outre :

la génération, par le dispositif (200), d’une clé
de chiffrement temporaire (42T) et d’une clé de
déchiffrement temporaire (45T) correspon-
dante,
la réception, par chacune des au moins N uni-
tés de calcul (35), depuis l’unité de stockage
de clé de déchiffrement (30C) à laquelle l’unité
de calcul (35) respective est configurée pour
accéder, de la clé de déchiffrement (45) qui y
est stockée,
la réception, par chacune des au moins N uni-
tés de calcul (35), depuis l’unité de stockage
de part de données (30B) à laquelle l’unité de
calcul (35) respective est configurée pour ac-
céder, de la part d’élément de données chif-
frée (55) qui y est stockée, ou la réception,
depuis la base de données (60), d’une part
d’élément de données chiffrée (55) correspon-
dant à la clé de déchiffrement (45) reçue,
le déchiffrement, par chacune des au moins N
unités de calcul (35), de la part d’élément de
données chiffrée (55) reçue en utilisant la clé
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de déchiffrement (45) reçue pour obtenir une
part d’élément de données (52) dans un état
non chiffré,
la réception, par chacune des au moins N uni-
tés de calcul (35), de la clé de chiffrement tem-
poraire (42T), et
le chiffrement, par chacune des au moins N
unités de calcul (35), de la part d’élément de
données (52) en utilisant la clé de chiffrement
temporaire (42T) pour générer une part d’élé-
ment de données chiffrée temporaire (55T)
respective,
et dans lequel la fourniture de chacune des au
moins N parts d’élément de données dans un
état chiffré au dispositif (200) comprend :

la fourniture d’au moins N parts d’élément
de données chiffrées temporaires (55T) au
dispositif (200), et
dans lequel le déchiffrement de chacune
des au moins N parts d’élément de don-
nées dans un état chiffré sur le dispositif
(200), pour obtenir ainsi les au moins N
parts d’élément de données dans un état
non chiffré, comprend :
le déchiffrement de chacune des au moins
N parts d’élément de données chiffrées
temporaires (55T) sur le dispositif (200),
pour obtenir ainsi les au moins N parts
d’élément de données dans un état non
chiffré.

12. Procédé de détermination selon l’une quelconque
des 4 revendications précédentes,

dans lequel le dispositif (200) est la première
unité de traitement de données (10) de la re-
vendication 1, et
dans lequel la fourniture d’au moins N des M
parts d’élément de données (52) de la revendi-
cation 1 dans un état non chiffré comprend
la fourniture d’une part d’élément de données
(52) depuis un stockage protégé par mot de
passe (1110) respectif de la revendication 6 à
la première unité de traitement de données
(10).

13. Système de détermination comprenant :

un dispositif (200) configuré pour obtenir au
moins N des M parts d’élément de données
(52) dans un état non chiffré, relatives à un
élément de données (50), dans lequel M est
un nombre entier supérieur à 1 ;
le dispositif (200) étant configuré pour détermi-
ner l’élément de données (50) sur la base des
au moins N parts d’élément de données (52)
dans l’état non chiffré ; et

dans lequel le dispositif (200) comprend un mi-
crocontrôleur sécurisé configuré pour générer
l’élément de données (50) sur la base des au
moins N parts d’élément de données (52) ;
le système comprenant en outre au moins N
unités de stockage de part de données (30B)
séparées, chacune configurée pour stocker
une part d’élément de données chiffrée (55)
respective ;
dans lequel le dispositif (200) est configuré
pour recevoir une part d’élément de données
chiffrée (55) respective depuis chacune des au
moins N unités de stockage de part de don-
nées (30B), respectivement ;
dans lequel le système est configuré pour met-
tre en œuvre le procédé de détermination se-
lon la revendication 8.

14. Procédé composite, dans lequel le procédé
composite comprend le procédé selon l’une quel-
conque des revendications 1 à 6 et le procédé de
détermination selon l’une quelconque des revendi-
cations 8 à 12.

15. Système composite comprenant le système selon
la revendication 7 et le système de détermination
selon la revendication 13, et dans lequel le sys-
tème composite est configuré pour mettre en œu-
vre le procédé composite selon la revendication
précédente.
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