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Description

[0001] The present invention generally relates to a
method for issuance of a personalized user device,
particularly issuance of a user device comprising a se-
cret associated with a specific user. More particularly,
the personalized user device may be a personalized
smart card. Digital cryptography and particularly re-
spective cryptographic keys have become increasingly
important in a digitalized world. Generally, so called
secrets, such as cryptographic keys (in the following
also simply referred to as "keys"), may be utilized for
safe communication through respective encryption
schemes and for example for providing digital signa-
tures. Digital signatures may for example be used to
sign contracts, provide a respective authorization or to
transfer crypto assets. Document US2008/005567A1
discloses a method of personalizing a smart card,
wherein the method comprises public and private key
pairs of the smart card and an application provider
(which may be the issuer of the smart card).

[0002] However, the reliability of such methods is
based on the respective secrets not being accessible
to third parties, particularly a private key may typically
be associated to a single entity/user (e.g., an individual
or company). Thus, users are typically required to
safely store their secret(s), e.g., private key(s), and to
prevent unauthorized access thereto. One particularly
safe way of storing such sensitive data is the use of a
dedicated user device, e.g., a smart card or USB stick,
which may comprise a secure portion (also referred to
as secure enclave) in which respective secrets may be
stored.

[0003] Oftentimes the respective personalized user
device may further be related to a specific issuer, e.g.,
a financial institution that may issue the user device to
the user. This may allow a user to communicate,
authorize, and exchange and verify digital signatures
with the respective issuer. However, the user device
itself is typically provided by a third party, e.g., a provi-
der. Thus, a method for issuance of the personalized
user device to the user is needed, wherein the user
device may be personalized to the user and assigned
to the issuing institution without allowing the sensitive
information, e.g., user data and particularly secrets
such as private cryptographic keys, to be accessible to
third parties. Specifically, it is desirable to prevent any
party from gaining complete knowledge of all data
stored on the user device during provision of the user
device to a respective user.

[0004] In light of the above, it is an object of the pre-
sent invention to provide a method for issuance of a
personalized user device.

[0005] These objects are met by the present inven-
tion. The invention is defined in the appendend claims.
[0006] In a first aspect, the present invention relates
to a method for issuance of a personalized user device,
wherein the method comprises initializing a user device
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to provide an initialized user device and wherein initia-
lizing comprises generating a device key pair compris-
ing a public device key and a private device key and
storing the private device key in the user device, gen-
erating an issuer authentication key pair comprising a
public issuer authentication key and a private issuer
authentication key and storing the private issuer
authentication key in the user device, generating a se-
rial number and storing the serial number in the user
device, and injecting a public issuer key into the user
device.

[0007] Furthermore, the method comprises providing
device initialization data to an issuer system, wherein
the device initialization data comprises the public de-
vice key and the public issuer authentication key, the
issuer system generating a device authentication key
pair comprising a public device authentication key and
a private device authentication key, calculating a user
private key, encrypting the user private key and the
public device authentication key with the public device
key to provide encrypted data, digitally signing the en-
crypted data using a private issuer key associated with
the public issuer key to provide signed encrypted data,
the issuer system providing personalization device
data, wherein the personalization device data com-
prises the encrypted data and the signed encrypted
data, injecting the encrypted data and the signed en-
crypted data into the initialized user device to provide
the personalized user device, and the personalized
user device validating the signed encrypted data using
the public issuer key and when successful decrypting
the encrypted data to retrieve the user private key and
the public device authentication key.

[0008] Thus, this method may advantageously allow
to provide, or respectively issue a user device compris-
ing all data without any party involved in the issuance
process ever gaining full information on all the data of
the personalized user device. In particular, the user pri-
vate key may be generated by the issuer and trans-
ferred to the user device in an encrypted form, such
that no third party can access said user private key as
it can only be decrypted by the user device having ac-
cess to the private device key. Furthermore, by also
digitally signing the encrypted data, authenticity of the
issuer can be verified prior to decrypting the encrypted
data such that decryption of fraudulent data may be
prevented.

[0009] Further, the method may comprise the issuer
system calculating the user private key, the issuer sys-
tem encrypting the user private key and the public de-
vice authentication key with the public device key to
provide encrypted data, and the issuer system digitally
signing the encrypted data using a private issuer key
associated with the public issuer key to provide signed
encrypted data. In other words, the steps of calculating
the user private key, encrypting the user private key
and the public device authentication key with the public
device key to provide encrypted data, and digitally sign-
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ing the encrypted data using a private issuer key asso-
ciated with the public issuer key to provide signed en-
crypted data may be performed by the issuer system.
[0010] Alternatively, the method may comprise the
issuer system providing the public device key, and the
public device authentication key to an issuer hardware
security module, the issuer hardware security module
calculating the user private key, the issuer hardware
security module encrypting the user private key and
the public device authentication key with the public de-
vice key to provide encrypted data, and the issuer hard-
ware security module digitally signing the encrypted
data using a private issuer key associated with the pub-
lic issuer key to provide signed encrypted data. That is,
the method may comprise utilizing the issuer hardware
security module and the steps of calculating the user
private key, encrypting the user private key and the
public device authentication key with the public device
key to provide encrypted data, and digitally signing the
encrypted data using a private issuer key associated
with the public issuer key to provide signed encrypted
data may be performed by the issuer hardware security
module. Utilizing the issuer hardware security module
may increase the overall security of the method and
may thus be preferred.

[0011] The method may comprise providing the initi-
alized user device to a user system, the user system
extracting at least the public device key and the public
issuer authentication key from the initialized user de-
vice, the user authenticating with the issuer system,
preferably using the user system, the user system pro-
viding the device initialization data to the issuer system,
the issuer system providing personalization device data
to the user system, and the user system injecting the
encrypted data and the signed encrypted data into the
initialized user device to provide the personalized user
device. That is, the user system may perform the steps
of providing the device initialization data to the issuer
system and injecting the encrypted data and the signed
encrypted data into the initialized user device to provide
the personalized user device. Furthermore, the issuer
system may provide the personalization data to the
user system. The user system may comprise at least
one user end device, e.g., a laptop, smartphone, or
other kind of processing device. The initialized user
device may be provided to the user system by a provi-
der system, the issuer, e.g., the issuer system, or a
third party.

[0012] Alternatively, the method may comprise a pro-
vider system providing the initialized user device to a
personalization system, the provider system providing
the device initialization data to the issuer system,
wherein the device initialization data further comprises
the serial number, the issuer system providing persona-
lization device data to the personalization system,
wherein the personalization device data further com-
prises the serial number, and the personalization sys-
tem injecting the encrypted data and the signed en-
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crypted data into the initialized user device to provide
the personalized user device. Thus, the user may only
receive the user device once successfully persona-
lized. In such an embodiment, the provider system
may perform the step of providing the device initializa-
tion data to the issuer system. Furthermore, the issuer
system may provide the personalization device data to
the personalization system, and the personalization
system, which receives the initialized user device from
the provider system, may perform the step of injecting
the encrypted data and the signed encrypted data into
the initialized user device to provide the personalized
user device.

[0013] It will be understood that the provider system
providing the initialized user device to a personalization
system also encompasses the possibility that the provi-
der system prompts the initialized user device to be
provided, e.g., sent, to the personalization system.
[0014] It will be understood that the personalization
system may also be associated to the issuer, e.g., run
by the issuer. However, preferably the personalization
system may be independent from the issuer.

[0015] The device key pair may be generated by the
user device. This may advantageously ensure that no
other party gets access to the private device key as it is
generated and stored in the user device and may thus
never be accessible outside of the user device. This
may thus prevent any other party from being able to
decrypt data encrypted with the public device key. Simi-
larly, the issuer authentication key pair may be gener-
ated by the user device. Again, this may advanta-
geously ensure that no other party gets access to the
private issuer authentication key as it is generated and
stored in the user device and may thus never be acces-
sible outside of the user device. Thus, this may prevent
anyone from using the private issuer authentication key
to pretend to be the user device. In other words, this
ensures security of the authentication of the user de-
vice with respect to the issuer.

[0016] The issuer system may be in possession of
user data.
[0017] The method may further comprise the perso-

nalization system generating a PIN and a PUK and the
personalization system injecting the PIN and the PUK
into the initialized user device or the personalized user
device. PIN and PUK may generally allow the user to
authenticate with the user device, e.g. through a 2-fac-
tor authentication process, and thus prevent any third
party from unauthorised access to the user device.
Further, the method may comprise the personalization
system injecting the PIN, the PUK, the encrypted data
and the signed encrypted data into the initialized user
device to provide the personalized user device. That is,
PIN and PUK may be injected together with the en-
crypted data and the signed encrypted data.

[0018] Alternatively to the personalization system
generating PIN and PUK, the method may comprise
generating the PIN and the PUK, and wherein the step
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of encrypting the user private key and the public device
authentication key with the public device key to provide
encrypted data comprises encrypting the user private
key, the public device authentication key, the PIN and
the PUK with the public device key to provide the en-
crypted data. This may advantageously allow to pre-
vent the personalization system (or any malicious third
party with access thereto) to gain knowledge of the PIN
and PUK as they are only provided within the encrypted
data that can only be decrypted by the user device
holding the respective private device key. Thus, an ad-
ditional layer of security may be established through
such an embodiment.

[0019] Further, the method may comprise encrypting
the PIN and the PUK with a public mailing key of a
mailing system to provide encrypted personal data. In
particular, the method may comprise the issuer hard-
ware security module generating the PIN and the PUK,
and wherein the step of the issuer hardware security
module encrypting the user private key and the public
device authentication key with the public device key to
provide encrypted data comprises encrypting the user
private key, the public device authentication key, the
PIN and the PUK with the public device key to provide
the encrypted data. That is, the step of generating PIN
and PUK may be performed by the issuer hardware
security module, which may also perform the step of
encrypting the user private key, the public device
authentication key, the PIN and the PUK with the public
device key to provide the encrypted data. Further, the
method may comprise the issuer hardware security
module encrypting the PIN and the PUK with the public
mailing key of the mailing system to provide encrypted
personal data. That is, the step of encrypting PIN and
PUK with the mailing key may be performed by the
issuer hardware security module.

[0020] Alternatively, the method may comprise the
issuer system generating the PIN and the PUK, and
wherein the step of the issuer system encrypting the
user private key and the public device authentication
key with the public device key to provide encrypted
data comprises encrypting the user private key, the
public device authentication key, the PIN and the PUK
with the public device key to provide the encrypted
data. That is, the step of generating PIN and PUK may
be performed by the issuer system, which may also
perform the step of encrypting the user private key, the
public device authentication key, the PIN and the PUK
with the public device key to provide the encrypted
data. Further, the method may comprise the issuer sys-
tem encrypting the PIN and the PUK with a public mail-
ing key of a mailing system to provide encrypted perso-
nal data.

[0021] The method may comprise providing the en-
crypted personal data to the mailing system. This may
advantageously allow to securely provide PIN and PUK
to a mailing system, which may be responsible for pro-
viding PIN and PUK to the user. Providing the en-
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crypted personal data to the mailing system may the
issuer system providing the encrypted personal data to
the mailing system. In embodiments, wherein the is-
suer hardware security module encrypts PIN and the
PUK to provide encrypted personal data, providing the
encrypted personal data to the mailing system may
further comprise the issuer hardware security module
providing the encrypted personal data to the issuer sys-
tem.

[0022] The method may further comprise the mailing
system decrypting the encrypted personal data using a
private mailing key associated with the public mailing
key and providing PIN and PUK to a user. By providing
PIN and PUK through the mailing system they may
advantageously be provided to the user separate to
the user device further increasing security of the pro-
cess.

[0023] Providing the encrypted personal data to the
mailing system may further comprise providing at least
part of the user data to the mailing system, wherein the
at least part of the user data is indicative of name and
address of the respective user. In some embodiments,
the encrypted personal data may further comprise at
least part of the user data indicative of name and ad-
dress of the respective user.

[0024] The user device may be a smart card. A smart
card may typically be credit card sized and may com-
prise an integrated circuit chip. The smart card may for
example be capable of contactless communication an-
d/or wired communication through a respective card
reader. Alternatively the user device may for example
be a USB stick.

[0025] The method may further comprise the issuer
hardware security module generating an issuer key pair
comprising the public issuer key and the private issuer
key and providing the public issuer key to the provider
system. This may for example allow the issuer to
authenticate itself by means of a digital signature using
the private issuer key which can be verified using the
public issuer key. Alternatively, the method may further
comprise the issuer system generating an issuer key
pair comprising the public issuer key and the private
issuer key and providing the public issuer key to the
provider system. The issuer key pair may be an elliptic
curve key pair. The step of injecting the public issuer
key into the user device may be performed by the pro-
vider system.

[0026] The serial number may be generated and sub-
sequently injected into the user device by the provider
system. In other words, the provider system may gen-
erate the serial number for the user device and subse-
quently inject said serial number into the user device.
Alternatively, the serial number is generated by the
user device. The user device may for example ran-
domly generate the serial number. Generally the serial
number may be a numeric or alphanumeric code.
[0027] The device key pair may be an RSA key pair.
That is, the device key pair may allow for RSA encryp-
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tion and thus enable holders of the public device key to
encrypt data using RSA encryption such that only the
user device, which is in possession of the respective
private device key, can decrypt the encrypted data.
[0028] The issuer authentication key pair may be an
elliptic curve key pair. Generally, the issuer authentica-
tion key pair may particularly be suited for digital signa-
tures and corresponding verification thereof.

[0029] The user device may comprise a true random
number generator and wherein the device key pair an-
d/or the issuer authentication key pair are generated
using the true random number generator. This may ad-
vantageously allow the user device to generate random
and thus unknown and unpredictable keys.

[0030] The method may further comprise the issuer
system storing at least part of the device initialization
data. In particular, the issuer system may store the pub-
lic issuer authentication key, and optionally the public
device key and/or the serial number.

[0031] The device authentication key pair is an ellip-
tic curve key pair. Generally, the device authentication
key pair may particularly be suited for digital signatures
and corresponding verification thereof. The method
may further comprise the issuer system storing the pri-
vate device authentication key. The private device
authentication key may allow the issuer system to
authenticate itself with the user device through a digital
signature using the private device authentication key
which may be verified, e.g., by the user device, using
the public device authentication key. The issuer system
may comprise an issuer system hardware security
module and wherein the device authentication key pair
may be generated in the issuer system hardware se-
curity module. It will be understood that the issuer sys-
tem hardware security module may generally be differ-
ent to the issuer hardware security module. However, in
certain embodiments, the issuer system hardware se-
curity module and the issuer hardware security module
may be realized in a single hardware security module.
The method may further comprise the issuer system
storing the private device authentication key in the is-
suer system hardware security module.

[0032] The user private key may be calculated based
on a derivation element. Further, the issuer system may
comprise a seed and wherein the user private key is
calculated based on the derivation element and the
seed using a key derivation function. Alternatively, the
method may further comprise the issuer system provid-
ing the derivation element to the issuer hardware se-
curity module. The issuer hardware security module
may comprise a seed and the user private key may be
calculated based on the derivation element and the
seed using a key derivation function. The seed may
also be referred to as seed key or master key and the
key derivation function may generally be a crypto-
graphic algorithm that is designed to derive keys from
the seed based on the derivation element. The deriva-
tion element may be a derivation number, e.g., an in-
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dex. Alternatively, the derivation element may be a de-
rivation path. Generally, the derivation element may be
user-specific. That is, each user may be associated
with a different derivation element. In some cases, a
user may also be associated with more than one deri-
vation element. However, two unrelated users may not
be associated with the same derivation element.

[0033] The issuer system hardware security module
and the issuer hardware security module may be pro-
vided by a single hardware security module. Alterna-
tively and preferably, the issuer system hardware se-
curity module and the issuer hardware security module
may be separate modules. This may allow to increase
the overall security as there may be no direct commu-
nication between the issuer system hardware security
module and the issuer hardware security module. In
some embodiments, the issuer hardware security mod-
ule is comprised by the issuer system. In other words,
the issuer hardware security module may for example
be provided through hardware (and software) that is
comprised by the issuer system, e.g. through a PCle-
module. Alternatively, the issuer hardware security
module may for example be an external hardware se-
curity module that is connected to the issuer system in
order to allow communication therebetween. An exter-
nal hardware security module may be provided through
an external computing device comprising the issuer
hardware security module. An external hardware secur-
ity module may for example be a network hardware
security module.

[0034] The user private key may be an elliptic curve
key. Generally, the user private key may be configured
for digitally signing data, e.g. transaction data. For ex-
ample, the user private key may be a blockchain key.
[0035] The method may further comprise providing
the personalized user device to a user. Providing the
personalized user device to the user may comprise
may comprise the personalization system providing the
personalized user device to a shipping system and the
shipping system shipping the user device to the user. In
some embodiments, the shipping system may further
provide the PIN and the PUK to the user separate to
the user device. Providing PIN and PUK separate to
the user device, i.e., in a separate shipping, may in-
crease security as it reduces the risk of a malicious
third party gaining access to both, user device, and
PIN and PUK.

[0036] The method may comprise the issuer system
generating device data comprising the public device
key, and the public device authentication key. Addition-
ally or alternatively, the issuer system providing the
public device key, and the public device authentication
key to the issuer hardware security module may com-
prise the issuer system providing device data to the
issuer hardware security module, the device data com-
prising the public device key, and the public device
authentication key. The device data may further com-
prise the device initialization data and user data. The
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device data may further comprise the derivation ele-
ment.

[0037] The personalization device data may com-
prise the device initialization data. Additionally or alter-
natively, the personalization device data may comprise
the user data. The user data may comprise the user
name and the user address.

[0038] The method may further comprise the perso-
nalization system indicating name and/or serial number
on the user device. In particular, the method may com-
prise the personalization system printing name and/or
serial number on the user device. This may allow to
uniquely identify the user device among other user de-
vices.

[0039] The method may comprise initializing a plural-
ity of user devices, wherein a different device key pair,
a different issuer authentication key pair and a different
serial number is generated for each of the plurality of
user devices. That is, the method may generally com-
prise batch-processing of user devices, e.g., in packs of
N. Furthermore, the method may comprise the provider
system providing the plurality of initialized user device
to the personalization system. The device initialization
data may comprise the public device key and the public
issuer authentication key and optionally the serial num-
ber for each of the plurality of user devices. Further, the
method may comprise the issuer system generating a
different device authentication key pair for each of the
plurality of user devices.

[0040] The issuer system may provide the public de-
vice key, and the public device authentication key and
optionally a respective derivation element to the issuer
hardware security module for each of the plurality of
user devices. Again, the public device key and the pub-
lic device authentication key may typically be device-
specific, i.e., different for each user device and the de-
rivation element may be at least user-specific, i.e., dif-
ferent for each user, optionally also device-specific.
The device data may comprise the device initialization
data, user data, and the public device authentication
key and optionally a different derivation element for
each of the plurality of user devices.

[0041] The method may comprise calculating a user
private key for each of the plurality of user devices. In
other words, for each derivation element, a respective
user private key may be calculated, wherein user pri-
vate keys based on different derivation elements may
be different to one another.

[0042] The user private key, the public device
authentication key and optionally the PIN and the PUK,
may be encrypted separately for each of the plurality of
user devices. Further, the encrypted data may be digi-
tally signed separately for each of the plurality of user
devices.

[0043] The personalization device data may com-
prise the encrypted data and the signed encrypted data
and optionally the serial number for each of the plurality
of user devices. Further, the personalization device
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data may comprise the user data for each of the plural-
ity of user devices. Each of the encrypted data may be
injected into the respective user device identified
through the corresponding serial number.

[0044] The method may further comprise the issuer
hardware security module providing the encrypted data
and the signed encrypted data to the issuer system.
[0045] Providing initialization data to the issuer sys-
tem may comprise encrypting the initialization data and
providing the encrypted initialization data to the issuer
system and the issuer system decrypting the encrypted
initialization data to retrieve the initialization data. This
may advantageously increase security during provi-
sion, e.g., transmission, of the initialization data and
prevent unauthorised access. Such encryption and de-
cryption may for example be realized through an RSA
key pair, an elliptic curve key pair or symmetric keys.
[0046] Similarly, the issuer system providing device
data to the issuer hardware security module may com-
prise the issuer system encrypting the device data and
providing the encrypted device data to the issuer hard-
ware security module and the issuer hardware security
module decrypting the encrypted device data to re-
trieve the device data. Again, this may advantageously
increase security during provision, e.g., transmission,
of the device data and prevent unauthorised access.
Such encryption and decryption may for example be
realized through an RSA key pair, an elliptic curve key
pair or symmetric keys.

[0047] The issuer system providing personalization
device data to the personalization system may com-
prise the issuer system encrypting the personalization
device data and providing the encrypted personaliza-
tion device data to the personalization system and the
personalization system decrypting the encrypted perso-
nalization device data to retrieve the personalization
device data. Again, this may advantageously increase
security during provision, e.g., transmission, of the per-
sonalization device data and prevent unauthorised ac-
cess. Such encryption and decryption may for example
be realized through an RSA key pair, an elliptic curve
key pair or symmetric keys.

[0048] The issuer system providing personalization
device data to the user system may comprise the is-
suer system encrypting the personalization device data
and providing the encrypted personalization device
data to the user system and the user system decrypting
the encrypted personalization device data to retrieve
the personalization device data.

[0049] Initializing may further comprise storing the
public device key in the user device. Similarly, initializ-
ing may comprise storing the public issuer authentica-
tion key in the user device.

[0050] Furthermore, initializing may comprise the
user device providing the public issuer authentication
key to the provider system, the provider system digitally
signing the public issuer authentication key with a pri-
vate root key to provide a root-signed issuer authenti-
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cation key, the provider providing the root-signed issuer
authentication key to the user device, and the user de-
vice storing the root-signed issuer authentication key.
This may advantageously allow third parties to verify
that the user device and particularly the data thereon,
more particularly the issuer authentication key pair are
indeed provided through the provider system. That is,
the provider system assures that the issuer authentica-
tion key pair is validly generated by the user device
under supervision of the provider system and not by
any malicious third party. The method may further com-
prise the provider system providing the root-signed is-
suer authentication key to the issuer system or, alterna-
tively, the user system providing the root-signed issuer
authentication key to the issuer system. This may ad-
vantageously allow the issuer to also check the authen-
ticity/genuineness of the provided data and particularly
the public issuer authentication key. In such embodi-
ments, the initialization data may further comprise the
root-signed issuer authentication key.

[0051] The method may further comprise the user
device digitally signing the public device key with the
private issuer authentication key to provide a signed
device key, and storing the signed device key. This
may allow to also check authenticity of the device key
through a chain of authenticity since authenticity of the
issuer authentication key may be verified through the
root-signed issuer authentication key. Furthermore, the
method may comprise the provider system providing
the signed device key to the issuer system or, alterna-
tively, the user system providing the signed device key
to the issuer system. Again, this may also the issuer to
also check the authenticity/genuineness of the provided
data and particularly the public device key. In such em-
bodiments, the initialization data may further comprise
the signed device key.

[0052] Initializing may further comprise the user de-
vice providing the public device key to the provider sys-
tem, the provider system digitally signing the public de-
vice key with the private root key to provide a root-
signed device key, the provider providing the root-
signed device key to the user device, and the user
device storing the root-signed device key. Again, this
may advantageously allow third parties to verify that
the user device and particularly the data thereon, more
particularly the device key pair are indeed provided
through the provider system. That is, the provider sys-
tem assures that the device key pair is validly gener-
ated by the user device under supervision of the provi-
der system and not by any malicious third party. The
method may further comprise the provider system pro-
viding the root-signed device key to the issuer system
or, alternatively the user system providing the root-
signed device key to the issuer system. Again, this
may also the issuer to also check the authenticity/gen-
uineness of the provided data and particularly the pub-
lic device key. In such embodiments, the initialization
data may further comprise the root-signed device key.
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[0053] The method may further comprise the perso-
nalization system providing a public root key to the is-
suer system, wherein the public root key is associated
with the private root key. It will be understood that the
public root key being associated with the private root
key and more generally a public key being associated
to a private key, refers to these keys forming a respec-
tive key pair.

[0054] The method may further comprise the issuer
system digitally signing data prior to providing it to the
issuer hardware security module and the issuer hard-
ware security module verifying the digital signature.
That is, the issuer system may digitally sign data with a
respective private key prior to providing it to the issuer
HSM, which may advantageously allow the issuer HSM
to verify that the data has not (internally) been tem-
pered with, e.g., during transmission between the is-
suer system and the issuer HSM. Such a verification
would be based on verifying the digital signature based
on a respective public key. This may advantageously
allow to increase the overall security of the process.
[0055] In particular, the method may further comprise
the issuer system digitally signing the public device key,
the public device authentication key and optionally the
derivation element prior to providing them to the issuer
hardware security module and the issuer hardware se-
curity module verifying the digital signature. In other
words, the issuer system may digitally sign the public
device key, the public device authentication key and a
derivation element either separately or together with a
respective private key prior to providing it to the issuer
HSM, which may advantageously allow the issuer HSM
to verify that these have not (internally) been tempered
with, e.g., during transmission between the issuer sys-
tem and the issuer HSM. Such a verification would be
based on verifying the digital signature based on a re-
spective public key. This may advantageously allow to
increase the overall security of the process.

[0056] In another aspect, the present invention is di-
rected at a personalized user device comprising a pri-
vate device key, a private issuer authentication key, a
public issuer key, a serial number, a user private key, a
public device authentication key, a PIN, and a PUK.
The private device key may be an RSA key. The private
issuer authentication key may be an elliptic curve key.
The private issuer authentication key may be config-
ured to enable authentication of the user device
through a digital signature. The user private key may
be an elliptic curve key. The user private key may be
configured to digitally sign data elements, preferably
data elements relating to transactions in a blockchain.
The public device authentication key may be an elliptic
curve key. The public device authentication key may be
configured to validate a digital signature provided by an
owner of the corresponding private device authentica-
tion key. The public issuer key may be an elliptic curve
key. The public issuer key may be configured to vali-
date a digital signature provided by an owner of the
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corresponding private issuer key. The device may be a
smart card.

[0057] Further, the device may comprise a public de-
vice key associated with the private device key. The
device may comprise a public issuer authentication
key associated with the private issuer authentication
key. The device may further comprise a root-signed
device key, corresponding to a digital signature of the
public device key with a respective private root key
owned by a provider of the user device. The device
may further comprise a root-signed issuer authentica-
tion key, corresponding to a digital signature of the pub-
lic issuer authentication key with the respective private
root key owned by the provider of the user device. The
device may further comprise a signed device key, cor-
responding to a digital signature of the public device
key with the private issuer authentication key. The de-
vice may be issued using the method according to any
of the preceding method embodiments.

[0058] In yet another aspect, the present invention
relates to a system comprising a personalized user de-
vice as described above, and an issuer comprising an
issuer system and an issuer HSM, wherein the issuer
HSM comprises a private issuer key, and wherein the
issuer HSM and/or the issuer system comprises a pri-
vate issuer key, a public device key, a public issuer
authentication key, a private device authentication key,
and a user private key.

[0059] The private issuer key may be stored in the
issuer hardware security module. The private issuer
key may be associated with the public issuer key com-
prised by the personalized user device. The user pri-
vate key may be stored in the issuer hardware security
module. The private device authentication key may be
stored in the issuer hardware security module or an
issuer system hardware security module comprised by
the issuer system. The private device authentication
key may be associated with the public device authenti-
cation key comprised by the personalized user device.
The private device authentication key may be config-
ured to enable authentication of the issuer system an-
d/or issuer HSM through a digital signature. The private
issuer key may be configured to enable authentication
of the issuer system and/or issuer HSM through a digi-
tal signature.

[0060] Embodiments of the present invention will now
be described with reference to the accompanying draw-
ings. These embodiments should only exemplify, but
not limit, the present invention.

Fig. 1 depicts parties that may be involved in the
issuance process;

Fig. 2 depicts an exemplary embodiment of the pre-
sent invention;

Fig. 3 depicts steps relating to a check of authenti-
city/genuineness of user device data;

Fig. 4a  depicts an exemplary initialized user device;

Fig. 4b  depicts an exemplary personalized user de-
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vice; and

Fig. 5 depicts another exemplary embodiment of
the present invention.

[0061] Itis noted that not all the drawings carry all the

reference signs. Instead, in some of the drawings,
some of the reference signs have been omitted for the
sake of brevity and simplicity of the illustration. Embodi-
ments of the present invention will now be described
with reference to the accompanying drawings.

[0062] Reference will now be made to Fig. 1 depict-
ing parties that may be involved in the issuance pro-
cess of a personalized user device. In the following,
the present invention is discussed with respect to issu-
ance of a smart card as the user device. However, it will
be understood that this is purely for illustrative reasons
and that also other devices, e.g., a USB stick, may
serve as a respective user device that is issued in ac-
cordance to the present invention.

[0063] Generally, a user 500 may request a smart
card at an issuer 300, e.g., an institution such as a
bank. The issuer 300 may be in possession of card
initialization data relating to an initialized smart card
provided by a provider system 200, alternatively the
issuer 300 may request respective data from the provi-
der system 200 once needed. Generally, the provider
system 200 may initialize a blank smart card to provide
an initialized smart card and subsequently provide cor-
responding card initialization data to the issuer 300,
while the initialized smart card is provided to a perso-
nalization system 100. The issuer 300 may then pro-
vide personalization card data to the personalization
system 100, which may subsequently inject data into
the user device to provide the desired smart card. Sub-
sequently, the smart card may be provided to the user,
e.g., by means of a shipping system 400.

[0064] In some embodiments, a personal identifica-
tion number (PIN) and personal unblocking key (PUK)
for accessing the smart card may be provided by the
personalization system 100. In such a case, these may
subsequently also be provided to the shipping system
400, which may then send PIN and PUK to the user
500 separately to the smart card. Alternatively, PIN
and PUK may for example be provided through the
issuer 300, which may only provide these to the perso-
nalization system 100 for injection into the smart card in
an encrypted form and separately also to a mailing sys-
tem 600, preferably also encrypted. The mailing system
600 may then provide PIN and PUK to the user 500
separately to the smart card.

[0065] It will be understood that the personalization
system 100 may also be associated to the issuer, e.g.,
run by the issuer 300. However, preferably the perso-
nalization system 100 may be independent from the
issuer 300.

[0066] It will be understood that the above only
roughly outlines the underlying method and mainly
serves to illustrate parties involved in the process. The
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method will be discussed in more detail in the following.
[0067] Fig. 2 depicts an embodiment of a method
according to the present invention. More particularly,
Fig. 2 depicts 4 panels, each indicating steps that may
be performed by different apparatuses and/or entities.
The leftmost panel relates to steps performed by the
personalization system 100, the next panel to the right
relates to steps performed by the provider system 200,
the next panel to the right (i.e., third panel from the left)
relates to steps performed by an issuer system 310 and
the rightmost panel relates to steps performed by an
issuer hardware security module 350. Generally, the
issuer system 310 and the issuer hardware security
module 350 may be under control of the issuer 300.
The issuer system 310 may for example be an issuer
server 310. The issuer hardware security module 350
may be comprised by the issuer system 310, i.e., it may
be a secure portion within the issuer system 310. Alter-
natively, the issuer hardware security module 350 may
be an independent hardware security module in con-
nection with the issuer system 310, such that data can
be exchanged therebetween. For example, it may be
realized as a network hardware security module. More
generally, it should be noted that each of the card pro-
vider system 200, the personalization system 100 and
the issuer system 310 may typically comprise or be
implemented as a data processing system, e.g., as a
computer and preferably as a server which may com-
prise one or more hosts.

[0068] Very generally, an issuer 300 may provide a
respective provider system 200 with a public issuer
key 14, e.g., once it is decided that an issuer 300 would
like to use services of a certain provider running the
provider system 200. The public issuer key 14 may be
associated with a private issuer key 16 held by the
issuer 300, preferably in the issuer hardware security
module (HSM) 350. In particular, the issuer key pair 14,
16 may be generated in the issuer HSM 350 and the
private issuer key 16 may be safely kept within the
issuer HSM 350, while the public issuer key 14 may be
provided, e.g., transmitted, to external partners, parti-
cularly the provider system 200. It will be understood
that the public issuer key 14 may be provided via the
issuer system 310. That is, the issuer HSM 350 may
first provide the public issuer key 14 to the issuer server
310 and the issuer server 310 may provide the public
issuer key 14 to the provider system 200. For example,
the issuer HSM 350 may provide the public issuer key
14 to the issuer system 310 upon generation thereof,
and the issuer system 310 may store the public issuer
key 14 and provide it to the provider system 200 when-
ever required. This may advantageously allow the is-
suer system 310 to provide the public issuer key 14 to
a plurality of provider systems 200 (if required) without
the issuer HSM 350 being required to re-provide the
public issuer key 14 to the issuer server 310.

[0069] In step (A), the provider system 200 may initi-
alize a smart card 2 to provide an initialized smart card
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4. The smart card 2 (or user device 2) may be a blank
smart card 2, i.e., a smart card that does not yet com-
prise any data related to a specific purpose, particularly
no data relating to any issuer and/or user of said smart
card. However, it will be understood that the smart card
may already comprise a firmware, drivers and/or oper-
ating system.

[0070] For example, the smart card 2 may comprise
firmware provided to the smart card 2 by the provider
system 200. In other words, prior to initializing the
smart card 2, the provider system may load a respec-
tive firmware onto the smart card 2.

[0071] Initialization of the smart card 2 may comprise
generating a device key pair 6, 8 comprising a public
device key 6 and a private device key 8, wherein the
private device key 8 is stored in the smart card 2. Pre-
ferably, the private device key 8 may be stored in a
secure portion of the smart card 2. It is noted that pre-
ferably the smart card 2 itself as a whole may be con-
sidered a secure portion. In other words, a chip of the
smart card may be considered as a secure environ-
ment that is temper proof, i.e., data cannot be read
without proper credentials and allowance of the card
and computations cannot be observed from the out-
side. The private device key pair 8, 10 may for example
be an RSA key pair, preferably based on RSA-2048,
i.e., an RSA number with 2048 bits and 617 decimal
digits. Preferably, also the public device key 6 is stored
on the smart card 2.

[0072] Similarly, initialization of the smart card 2 com-
prises generating an issuer authentication key pair
comprising a public issuer authentication key 10 and a
private issuer authentication key 12, wherein the pri-
vate issuer authentication key 12 is also stored in the
smart card 2. Again, the private issuer authentication
key 12 may preferably be stored in the secure portion
of the smart card 2. Preferably, also the public issuer
authentication key 10 is stored in the smart card. The
issuer authentication key pair 10, 12 may for example
be an elliptic curve key pair, which may for example be
used for digital signing of data structures, e.g., in the
context of an elliptic curve digital signature algorithm
(ECDSA). The issuer authentication key pair 10, 12
may allow the smart card to authenticate with the issuer
300 through verification of a digital signature. That is,
while the private issuer authentication key 12 remains
within the smart card 2, the public issuer authentication
key 10 may generally be shared with the issuer 300,
e.g., within the issuer system 310. Thus, the smart card
2 may be authenticated by the issuer through provision
of a digital signature with the private issuer authentica-
tion key 12 that can be validated using the public issuer
authentication key 10.

[0073] Both the issuer authentication key pair 10, 12
and the device key pair 6, 8 may preferably be gener-
ated on the smart card 2, e.g., using a true random
number generator comprised by the smart card. This
may advantageously allow for the respective private
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keys 8, 12 to remain secret as they may not be known
outside of the smart card 2. In particular, this may pre-
vent the provider system 200 from getting any knowl-
edge about the private device key 8 and/or the private
issuer authentication key 12.

[0074] Furthermore, initialization of the user device 2
(e.g., smart card) may comprise generating a serial
number 18 and storing it on the user device 2 as well
as injecting the public issuer key 14 into the user device
2. The serial number may for example be generated by
the provider system 200 and injected into the user de-
vice 2 or it may be generated on the user device 2
itself, e.g., randomly.

[0075] Upon successful initialization, the provider
system 200 may provide, e.g., send, the initialized
smart card 4 in step (B) to the personalization system
100. It will be understood that the provider system 200
does not necessarily send the initialized smart card 4
on its own but instead for example prompts the initia-
lized smart card 4 to be send to the personalization
system 100.

[0076] In step (C), the provider system 200 may gen-
erate device initialization data 20. The device initializa-
tion data 20 may comprise the serial number 18, the
public device key 6 and the public issuer authentication
key 12. Subsequently, the provider system 200 may
provide the device initialization data 20 to the issuer
300 and particularly the issuer system 310 (step (D)). It
will be understood that providing data to another party
generally refers to making the data accessible to said
party. Thus, providing data may encompass sending
data, but also for example enabling the other party to
retrieve the data, e.g., via a download. That is, the data
may for example also be provided by means of file
transport protocol service (FTP), preferably by means
of SSH file transport protocol (SFTP). Furthermore,
providing the initialization data 20 to the issuer system
310 may comprise the provider system 200 encrypting
the initialization data 20 and providing the encrypted
initialization data to the issuer system 310 and the is-
suer system 310 decrypting the encrypted initialization
data to retrieve the initialization data 20. This may ad-
vantageously allow to increase the security of the pro-
tocol as it may prevent unauthorised access to the initi-
alization data 20.

[0077] The issuer system 310 may store at least part
of the device initialization data 20. In particular, the is-
suer system 310 may store the public issuer authenti-
cation key 12, and potentially also the serial number
and/or the public device key 6. Again, the public issuer
authentication key 10 may allow the user device 2 to
authenticate with the issuer 300 by means of a digital
signature using the private issuer authentication key 12
stored on the user device 2.

[0078] In a next step (E) the issuer system 310 may
generate a device authentication key pair 32, 34 com-
prising a public device authentication key 32 and a pri-
vate device authentication key 34. Preferably, the de-
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vice authentication key pair 32, 34 may be generated in
a hardware security module (HSM) of the issuer system
310, which may also be referred to as issuer system
HSM. Generally, said issuer system HSM may be se-
parate to the issuer HSM 350, even though both may
be comprised by the issuer system 310. In some embo-
diments the issuer system HSM and the issuer HSM
350 may be provided through a single HSM, however it
may be preferred for the issuer system HSM and the
issuer HSM 350 to be separate from each other. The
device authentication key pair 32, 34 may for example
be an elliptic curve key pair, which may for example be
used for digital signing of data structures, e.g., in the
context of an ECDSA. Similar to the issuer authentica-
tion key pair 10, 12, the device authentication key pair
32, 34 may allow the issuer 300 and particularly the
issuer system 310 to authenticate with the smart card
2 through verification of a digital signature.

[0079] In step (F), the issuer system 310 may gener-
ate device data 22. It will be understood that this step
may be optional. The device data 22 may comprise the
device initialization data 20, user data 34, the public
device authentication key 32 and a derivation element
38. The derivation element 38 may allow to derive a
corresponding private key from a respective seed,
which may be in possession of the issuer 300. In parti-
cular the seed may be safely kept within the issuer
HSM 350. Deriving a key from a seed based on a deri-
vation element may be achieved based on a key deri-
vation function. Generally, the derivation element 38
may be associated with the user, that is, each user
may be assigned a different derivation element 38. In
other words, the derivation element 38 is uniquely at-
tributed to a respective user, i.e., a client of the issuer
300. Each derivation may correspond to a deterministic
key, e.g., a deterministic blockchain key. Thus, each
user (i.e., client of the issuer 300) may be associated
in an immutable way to a respective derivation, e.g., by
means of the corresponding derivation element 38. A
user may in some instances be associated to multiple
derivations for multiple cards. The association of a user
to a derivation may be stored in a secure database of
the issuer 300, e.g., the issuer system 310. Thus, the
immutable association of a user with a respective client
may be given through said data base, e.g., by providing
an association between the user and a respective deri-
vation element 38 on which the derivation is based.
The derivation element 38 may for example be a deri-
vation number 38, such as a first order index of a deri-
vation path, or the derivation element 38 may for exam-
ple be a derivation path.

[0080] Subsequently, in a step (G), the issuer system
310 may provide at least the derivation element 38, the
public device authentication key 32, and the public de-
vice key 6 to the issuer hardware security module 350.
For example, the issuer system 310 may provide the
device data 22 to the issuer HSM 350, or simply pro-
vide the desired data, i.e., derivation element 38, public
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device authentication key 32 and public device key 6 to
the issuer HSM.

[0081] Again, in order to increase security of the pro-
cess, the issuer system may digitally sign data with a
respective private key prior to providing it to the issuer
HSM 350, which may advantageously allow the issuer
HSM 350 to verify that the data has not (internally)
been tempered with, e.g., during transmission between
the issuer system 310 and the issuer HSM 350. Such a
verification would be based on verifying the digital sig-
nature based on a respective public key.

[0082] The issuer hardware security module 350 may
in a step (l) calculate a user private key 42 based on
the derivation element 38 and the seed held by the
hardware security module 350. In other words, the user
private key 42 may be determined using the derivation
element 38, the seed, and a key derivation function.
For example, the user private key 42 may be deter-
mined from the seed and based on the derivation ele-
ment 38 in accordance with the BIP32 standard, i.e.,
the Bitcoin Improvement Proposal (BIP) 32 which re-
lates to hierarchical deterministic wallets. Thus, the
user private key 42 may for example be a blockchain
private key 42 of the user. The user private key 42 may
for example be an elliptic curve key, which may for ex-
ample be used for digital signing of data structures,
e.g., in the context of an elliptic curve digital signature
algorithm (ECDSA). For example, the user private key
may be based on the elliptic curve "secp256k1".

[0083] In a next step (K), the issuer hardware secur-
ity module 350 may encrypt the user private key 42 and
the public device authentication key 32 with the public
device key 6 to provide encrypted data 52. This may
ensure that the user private key 42 cannot be accessed
outside of the issuer hardware security module 350
without having access to the respective private device
key 8 which is held by the initialized smart card 4.
[0084] Furthermore, the issuer hardware security
module 350 may digitally sign the encrypted data 52
using the private issuer key 16 associated with the pub-
lic issuer key 14 that was injected into the smart card
during initialization thereof to provide signed encrypted
data 54 (step (L)). This may advantageously allow for
the issuer hardware security module 350 to authenti-
cate itself such that the smart card can validate the
origin of the encrypted data 52.

[0085] In a next step (M), the issuer server HSM 350
may provide the encrypted data 52 and the signed en-
crypted data 54 to the issuer system 310, for example,
the issuer server HSM 350 may send the data to the
issuer system 310 or the issuer system 310 may re-
trieve the data from the issuer server HSM 350. The
issuer system 310 may then generate personalization
device data 24 (step (N)), which may comprise at least
part of the device initialization data 20, preferably the
serial number 18 and optionally further device initializa-
tion data, the encrypted data 52 and the signed en-
crypted data 54. Optionally, the personalization device
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data 24 may also comprise the user data 36, which
may for example be advantageous for providing the
personalized user device 60 to the user and/or printing
the name of the user on the user device. The device
initialization data 20 and user data 36 may for example
still be stored in the issuer system 310 from previous
steps (cf. Steps (D) and (F) or be taken from the re-
spective device data 22 generated in step (F).

[0086] Subsequently, in step (O), the issuer system
310 may provide the personalization device data 24 to
the personalization system 100. Again, the personaliza-
tion device data 24 may for example be sent to the
personalization system 100, provided through (S)FTP
or by other means. Providing the personalization de-
vice data 24 to the personalization system 100 may
comprise an encryption and decryption step adding an
additional layer of security. That is, the issuer system
310 may encrypt the personalization device data 24
and provide the encrypted personalization device data
to the personalization system 100, which may in turn
decrypt the encrypted personalization device data to
retrieve the personalization device data 24.

[0087] In a step (P), the personalization system 100
may generate a personal identification number (PIN) 46
and a personal unblocking key (PUK) 48. These may
provide means for user authentication when accessing
the personalized smart card 60.

[0088] The personalization system 100 may then in a
next step (Q) inject the PIN 46, the PUK 48, the en-
crypted data 52 and the signed encrypted data 54 into
the initialized smart card 4 to provide the personalized
smart card. Again, since the personalization system
does not have access to the private device key 8, it
cannot decrypt the encrypted data 52 and thus cannot
access the user private key 42.

[0089] Finally, the personalized smart card 60 may
validate the signed encrypted data 54 using the public
issuer key 14 and when successful, decrypt the en-
crypted data 52 to retrieve the user private key 42 and
the public device authentication key 32. That is, the
personalized smart card 60 may first check the signa-
ture of the issuer HSM 350 by validating that the signed
encrypted data 54 was signed with the private issuer
key 16. This validation may be based on the public
issuer key 14 held by the personalized smart card 60.
Subsequently, the personalized smart card 60 may de-
crypt the encrypted data 52 using its private device key
8 that is only known to the smart card. Thus, the user
private key 42 is safely transferred to the smart card 2
without allowing any third party to access the user pri-
vate key 42, therefore preventing fraudulent use there-
of.

[0090] Thus, upon successful provision of the perso-
nalized smart card 60, the smart card comprises the
private device key 8, the private issuer authentication
key 12, the serial number, the public issuer key 14, the
PIN 46, the PUK 48, the public device authentication
key 32 and the user private key 42. At the same time,
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the issuer 300 is in possession of the private issuer key
16, the public device key 6, the public issuer authenti-
cation key 12, and the private device authentication key
34, wherein at least the private device authentication
key 34, and private issuer key 16 are held in hardware
security modules. More particularly, the user private
key 42 and the private issuer key 16 may be held in
the issuer HSM 350, while the private device authenti-
cation key 34 may be held in the issuer system HSM.
[0091] It will be understood that device initialization
data 20, device data 22, and/or personalization device
data 24 may comprise data relating to a plurality of user
devices. That is, data corresponding to a plurality of
user devices may be collected and combined in respec-
tive data files. This may advantageously increase effi-
ciency of the process as data exchange between par-
ties may not be required for each user device individu-
ally.

[0092] Preferably, the present method may further
comprise means for ensuring that the initialized user
device 4 and/or the personalized user device 60 is ac-
tually provided by the provider system 200. This may
advantageously allow to verify that the initialized and/or
personalized user device is genuine in that it was in-
deed initialized by the provider system 200 and thus
prevent third parties from faking the initialized user de-
vice and ensuring that respective keys were indeed
generated in a secure manner and are unknown to any
third party.

[0093] In particular, the provider system 200 may
possess a private root key 78 only known to the provi-
der, which may be utilized to digitally sign the public
device key 6 and/or the public issuer authentication
key 10. A key signed by the private root key 78 may be
considered to constitute a certificate, which may option-
ally also comprise information on the issuer of the certi-
ficate, i.e., the provider. Such a certificate may be con-
sidered a child certificate of a respective root certificate
comprising the public root key 76 and a signature of the
public root key 76 with the private root key, as well as
optionally some additional information. A third party
700 can confirm validity of the certificate by validating
the signature by means of the respective public root
key 76 associated with the private root key 78.

[0094] With reference to Fig. 3, upon or during initia-
lization of the user device 2 and particularly once the
device key pair 6, 8 and the issuer authentication key
pair 10, 12 are generated, the public device key 6 an-
d/or the public issuer authentication key 10 may be
provided to the provider system 200. The provider sys-
tem 200 may then digitally sign the public device key 6
and/or the public issuer authentication key 10 to pro-
vide a root-signed device key 7 and/or a root-signed
issuer authentication key 11, which may also be re-
ferred to as respective certificates 7, 11. The root-
singed key(s) 7, 11 may then be provided to the user
device 4, which may store them for later use. A third
party 700, e.g., the issuer 300 or any other party inter-
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acting with the user device 4, may now validate the
Genuity of the user device 2 by validating the signature
of one (or more) root-signed key(s) 7, 11. In other
words, a third party 700 may check the validity of at
least one certificate 7, 11. In particular, the user device
4 may provide a root-signed key 7, 11 and the respec-
tive public key 6, 10 to the third party 700, e.g., in reac-
tion to a respective challenge. The third party 700 may
then use the public root key 76, associated with the
private root key 78 that is only known to the provider
system 200, to verify the respective digital signature.
By verifying the digital signature, the origin of the data
on the user device 4 can be verified as only the provi-
der system 200 has access to the private root key 78.
Thus, by verifying at least one of the root-signed keys
7, 11, the third party 700 may convince itself of the
Genuity of the user device 4, and particularly the root-
signed keys 7, 11.

[0095] The provider system 200 may in some embo-
diments only digitally sign the public issuer authentica-
tion key 10 to provide the root-signed issuer authentica-
tion key 11. In such embodiments, instead of digitally
signing the public device key 6 with the private root key
78, the public device key 6 may be digitally signed with
the private issuer authentication key 12. This allows to
ensure authenticity (or genuineness) of the device key
pair 6, 8 through a respective chain of digital signa-
tures: The authenticity of the issuer authentication key
pair 10, 12 may be established via the root-signed is-
suer authentication key 11 and subsequently the
authenticity of the device key pair 6, 8 may be estab-
lished through verifying the digital signature of the pub-
lic device key 6 (i.e., the signed device key) with the
private issuer authentication key 12 for which the
authenticity is established through the root-signed is-
suer authentication key 11.

[0096] Thus, by means of the private root key 78 of
the provider system 200 authenticity (or genuineness)
of the data on the user device and particularly the keys
of the user device may be ensured, or respectively pro-
ven to third parties. In other words, through digital sig-
nature with the private root key 78 the provider system
200 indicates that the user device and particularly the
data on the user device and more particularly the
key(s) on the user device are genuine. This can be
verified by any third party 700 with access to the public
root key 76, which may for example be provided, e.g.,
made publicly available, by the provider system 200.
[0097] When root-signing at least one of the keys of
the initialized user device 4, the provider system 200
may further include the respective root-signed key 7,
11 in the provided device initialization data 20, thereby
allowing the issuer 300 and particularly the issuer sys-
tem 310 to verify Genuity of the transmitted data, parti-
cularly the public issuer authentication key 10 and/or
the public device key 6. For example, the provider sys-
tem 200 may digitally sign the public issuer authentica-
tion key 10 with the private root key 78 and provide the
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resulting root-signed issuer authentication key 11 to the
issuer 300, e.g., as part of the device initialization data
20. The issuer 300 and particularly the issuer system
310 may then verify authenticity of the public issuer
authentication key 10 through verification of the root-
signed issuer authentication key 11 using the public
root key 76. Similarly, genuineness/authenticity of the
public device key 6 may also be established via a root-
signed device key 7 or a public device key 6 digitally
signed with the private issuer authentication key 12 as
described above.

[0098] With reference to Fig. 4a, the initialized user
device 4 may generally comprise at least the private
device key 8, the private issuer authentication key 12,
the serial number 18, and the public issuer key 14.
Preferably, the user device 4 may further comprise the
public device key 6 and the public issuer authentication
key 10. Furthermore, the initialized user device 4 may
also comprise the root-signed authentication key 11.
Additionally, the user device 4 may comprise the root-
signed device key 7, or alternatively a digitally-signed
public device key (i.e., the signed device key; not
shown) which is signed with the private issuer authenti-
cation key 12.

[0099] While the device key pair 6, 8 and the issuer
authentication key pair 10, 12 may be generated by the
user device, the public issuer key 14 and the root-
signed key(s) 7, 11 are provided by the issuer system
200, e.g., these may be injected into the user device.
The serial number 18 may either be generated on the
user device or provided by the provider system 200.
[0100] With reference to Fig. 4b, the personalized
user device 60 may further comprise the user private
key 42, the public device authentication key 32, the PIN
46 and the PUK 48.

[0101] With respect to Fig. 5, another embodiment of
the present invention is described, wherein the PIN 46
and PUK 48 are not generated by the personalization
system 100, but instead are generated by the issuer
HSM 350. That is, generally, the method depicted in
Fig. 3 is similar to the method depicted in Fig 2. Parti-
cularly, it may be identical up to and including the cal-
culation of the user private key 42 by the issuer HSM
350 (step (1)).

[0102] However, prior to providing the encrypted data
52 in step (K), the issuer HSM 350 may generate the
PIN 46 and the PUK 48 (step (P1)). Subsequently, the
issuer HSM 350 may encrypt the user private key 42,
the public device authentication key 32 and additionally
the PIN 46 and PUK 48 with the public device key 6 to
provide encrypted data 52 (step (K)). Thus, in compar-
ison to the embodiment discussed with respect to Fig. 2
the encrypted data additionally comprises PIN 46 and
PUK 48.

[0103] Similar to the above, in step (L) the issuer
HSM 350 may then digitally sign the encrypted data 52
using the private issuer key 16 to provide the signed
encrypted data 54. Again, the public issuer key 14 may
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be injected into the smart card (i.e., user device) during
initialization (step A). Thus, authentication of the issuer
HSM 350 may be ensured since the private issuer key
16 is only known to the issuer HSM 350, thus allowing
the smart card to validate the origin of the encrypted
data 52 upon injection thereof.

[0104] In addition, the issuer HSM 350 may encrypt
PIN 46 and PUK 48 using a public key 72 of a mailing
system 600 to provide encrypted personal data 49
(step (P2)). The mailing system 600 may be responsi-
ble for providing PIN 46 and PUK 48 to the user 500.
Typically, such a mailing system 600 may for example
be provided by a mailing agency that will provide the
PIN 46 and PUK 48 to the user 500 vial mail (digitally or
on paper). Thus, the public key 72 may also be referred
to as public mailing key 72.

[0105] The encrypted personal data 49 may then be
provided to the mailing system 600, which is in posses-
sion of a private mailing key that forms a key pair with
the public mailing key 72. That is, the mailing system
600 may initially generate a mailing key pair comprising
the public mailing key 72 and the private mailing key
and subsequently provide the respective public mailing
key 72 to the issuer 300 to be injected into the issuer
HSM 350.

[0106] Thus, the mailing system 600 may decrypt the
encrypted personal data 49 using the private mailing
key and thus gain access to the PIN 46 and PUK 48.
Subsequently, the mailing system 600 may provide the
PIN 46 and PUK 48 to the user 500, e.g. vial mail or
digitally.

[0107] As discussed above, the issuer HSM 350 may
in a next step (M) provide the encrypted data 52 and
the signed encrypted data 54 to the issuer system 310.
Subsequently in step (N) the issuer system 310 may
generate personalization device data 24, which may
comprise at least part of the device initialization data
20, preferably at least the serial number 18, the en-
crypted data 52 and the signed encrypted data 54, op-
tionally also the user data 36. Subsequently, in step
(O), the issuer system 310 may provide the personali-
zation device data 24 to the personalization system
100.

[0108] Once received by the personalization system
100, the encrypted data 52 and the signed encrypted
data 54 may be injected into the initialized smart card 4
(i.e., the initialized user device 4) to provide the perso-
nalized smart card 60 (step (Q)).

[0109] Using the public issuer key 14, the persona-
lized smart card 60 may validate the signed encrypted
data 54 and thus ensure that the data originates from
the issuer HSM 350. When successful, the smart card
may decrypt the encrypted data to retrieve the private
issuer key 42, the public device authorization key 32,
the PIN 46 and the PUK 48. That is, the smart card may
first check the signature of the issuer HSM 350 by vali-
dating that the signed encrypted data 54 was signed
with the private issuer key 16. This validation may be



25 EP 4 422 119 B1 26

based on the public issuer key 14 injected into the
smart card during initialization (cf. step (A)). Subse-
quently, the smart card may decrypt the encrypted data
52 using its private device key 8 that is only known to
the smart card. Thus, the user private key 42 is safely
transferred to the smart card 2 without allowing any
third party to access the user private key 42, therefore
preventing fraudulent use thereof.

[0110] In addition, this embodiment allows for pre-
venting the personalization system to gain access to
PIN 46 and PUK 48. That is, since PIN 46 and PUK 48
are not generated by the personalization system 100
but by the issuer HSM 350 and provided to the user
via a mailing system 600, an additional layer of security
may be added. In particular, it may be prevented that a
malicious individual with access to the personalization
system 100 may gain knowledge of PIN 46 and PUK
48, while also having access to the personalized smart
card 60. That is, since the mailing system 600 provides
the PIN 46 and PUK 48 to the user 500 separately to
the personalized smart card 60 and without ever having
access to the personalized smart card 60 itself, no
party other than the user 500 will be in the possession
of PIN 46 and/or PUK 48, and the personalized smart
card 60. Thus, an additional layer of security may be
provided.

[0111] In another embodiment, the method may not
rely on a personalization system 100 but instead the
user 500 and more particularly a user system may re-
ceive the initialized user device 4. The user and/or user
system may receive the initialized user device 4 from
the provider system 200, from the issuer 300 or a third
party, e.g., an intermediary such as a shop. Subse-
quently, the user system may extract at least some of
the data present on the initialized user device 4 from
said initialized user device 4. In that regard, the user
system may comprise at least one user end device
such as a smartphone, laptop, workstation or other sui-
table device. The extracted data may comprise the
public device key 4 and the public issuer authentication
key 12.

[0112] Once the user system has extracted the data,
the user may authenticate himself with the issuer 300
and particularly the issuer system 310. Such an
authentication may preferably be performed via the
user system. For example authentication may use the
same or a different user end device comprised by the
user system. In other words, the user may authenticate
himself with the issuer system 310 using the user sys-
tem, preferably a user end device comprised thereby.
Upon successful authentication, the user system may
transmit at least a portion of the data extracted from the
initialized user device 4 to the issuer system 310. In
other words, the user system may transmit, e.g., send,
initialization data 20 to the issuer system 310. More
particularly, the user system may transmit initialization
data 20 comprising the issuer authentication key 12
and the public device key 6 to the issuer system 310.
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Transmitting the initialization data 20 may for example
be performed using the same user end device as for
extracting the data, but it may also use a different user
end device comprised by the user system.

[0113] The issuer system 310 and issuer HSM 350
may then perform the steps (E) to (M) as described with
above with reference to Figs. 2 and 5. Furthermore, the
issuer system may also generate the personalization
data 24 (cf. step (N) above), however the personaliza-
tion data 24 may not necessarily comprise the serial
number. That is, the personalization data 24 may at
least comprise the encrypted data 52 and the signed
encrypted data 54. Once the issuer system 310 has
generated the personalization data 24 (step (N)), the
personalization data is transmitted to the user system,
e.g., the user end device that also transmitted the initi-
alization data. The user system may then inject the en-
crypted data 52 and the signed encrypted data 54 into
the initialized user device 4 to provide the personalized
user device 60. As described above, the personalized
user device 60 may validate the signed encrypted data
54 using the public issuer key 14 and when successful,
decrypt the encrypted data 52 to retrieve the user pri-
vate key 42 and the public device authentication key
32.

[0114] The user system may comprise at least one
user end device. In some embodiments the user sys-
tem may comprise a single user end device, alterna-
tively the user system may comprise a plurality of user
end devices.

[0115] PIN 46 and PUK 48 may either be chosen by
the user 500 and injected into the user device via the
user system or alternatively, be randomly generated by
the issuer and particularly the issuer HSM as for exam-
ple described with reference to Fig 5, i.e., the PIN 46
and PUK may be comprised by the encrypted data 52.

[0116] As discussed, in some embodiments the is-
suer HSM 350 may be comprised by the issuer system
310 and in some embodiments the issuer system HSM
and the issuer HSM 350 may even be provided through
a single HSM. Furthermore, in some embodiments of
the present invention, the issuer system 310 performs
all previously described steps associated with the is-
suer system 310, the issuer HSM 350 and the issuer
system HSM. That is, the method may be performed
without using an HSM. However, embodiments com-
prising an issuer HSM 350 performing at least some of
the method steps may be preferred owing to an in-
creased security.

[0117] While in the above embodiments, the user pri-
vate key 42 is determined based on a derivation ele-
ment 38 it will be understood that in other embodi-
ments, the user private key may be determined without
use of a derivation element 38, e.g., randomly gener-
ated using a true random number generator.

[0118] The present invention may for example be uti-
lized by a bank acting as issuer 300 that wishes to
provide personalized user devices 60, e.g., persona-



27 EP 4 422 119 B1 28

lized smart cards 60, to a user 500. Thus, the issuer
300 may contract a provider of such user devices 2,
which may run a provider system 200. Furthermore,
the issuer 300 may provide the provider system 200
with the public issuer key 14. In particular, the issuer
300 may generate an issuer key pair 14, 16 within an
HSM, preferably within the issuer HSM 350, i.e., an
HSM owned by the issuer, e.g., the bank. This public
issuer key 14 will be injected in each user device pro-
vided for the respective issuer 300 to allow the smart
card to verify encrypted data 52 provided by the issuer
HSM 350.

[0119] The provider may for example sell user de-
vices 2 in packs of N to the issuer 300, it will be under-
stood that N may also be equal to 1. That is, the provi-
der may also sell single user devices, i.e., packs of 1
user device.

[0120] The user devices 2 may be initialized by the
provider system 200. That is, every user device 2 may
be provided with a respective serial number, e.g., an
alphanumeric serial number. The serial number 18
may for example be generated by the provider system
200 and injected into the user device 2 or it may be
generated on the user device 2 itself, e.g., randomly.
Additionally, the user device may generate a device
key pair comprising a public device key 6 and a private
device key 8. For example, the user device may during
initialization thereof be prompted to generate the re-
spective device key pair, e.g., through usage of a firm-
ware on the user device. In particular, the user device
may be equipped with a true random number generator
that may be utilized to generate the respective device
key pair 6, 8. The device key pair 6, 8 may be an RSA
key pair, preferably based on RSA-2048, i.e., an RSA
number with 2048 bits and 617 decimal digits. The pri-
vate device key 8 may remain within the user device 2,
while the public device key 6 may be shared with other
entities, e.g., the issuer 300 and particularly the issuer
system 310 and/or the issuer HSM 350. This may allow
the issuer 300 (or anyone else in possession of the
public device key 6) to provide encrypted data to the
user device 2 that can only be decrypted using the
private device key 6 that remains within the initialized
user device 4 or the personalized user device 60, re-
spectively.

[0121] Additionally, the user device may generate an
issuer authentication key pair comprising a public is-
suer authentication key 10 and a private issuer authen-
tication key 12. For example, the user device may dur-
ing initialization thereof be prompted to generate the
respective issuer authentication key pair, e.g., through
usage of a firmware on the user device. Again, the true
random number generator may be utilized to generate
the respective issuer authentication key pair 10, 12.
The issuer authentication key pair 10, 12 may for ex-
ample be an elliptic curve key pair, which may for ex-
ample be used for digital signing of data structures,
e.g., in the context of an elliptic curve digital signature
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algorithm (ECDSA). For example, the issuer authenti-
cation key pair 10, 12 may be based on the elliptic
curve "secp256r1". The issuer authentication key pair
10, 12 may allow the user device to authenticate with
the issuer 300 through verification of a digital signature.
That is, while the private issuer authentication key 12
may remain within the user device 2, the public issuer
authentication key 10 may generally be shared with the
issuer 300, e.g., within the issuer system 310. Thus,
the initialized user device 4 or respectively the perso-
nalized user device 60 may be authenticated by the
issuer 300 through provision of a digital signature with
the private issuer authentication key 12 that can be
validated using the public issuer authentication key 10.
[0122] These user device(s) 2 may not necessarily
be provided to the issuer 300 itself but instead to a
personalization system 100, e.g., to a personalization
bureau running a personalization system 100. How-
ever, in some instances the personalization system
100 may for example also be run by the issuer 300,
albeit being separate to the issuer system 310 and the
issuer HSM 350.

[0123] The issuer 300 may however receive respec-
tive initialization data 20 that may be generated by the
provider system 200 and subsequently be provided to
the issuer 300, e.g., it may be send to the issuer or for
example be provided as a downloadable file for exam-
ple via FTP/SFTP. The initialization data 20 may com-
prise serial number, public device key 6 and public is-
suer authentication key 12 associated with user de-
vices of the device pack. In other words, the issuer 300
may be provided with initialization data 20 correspond-
ing to all user devices comprised in a device pack.
Again, this may also be a single user device in which
case the issuer 300 may be provided with separate
initialization data 20 for each user device.

[0124] In some cases, initializing the user device 2
may further comprise generating a genuineness check
element for a checking genuineness of a user device 2.
In such cases the initialization data 20 may further
comprise said genuineness check element. In particu-
lar, the provider system 200 may use a private root key
78 to digitally sign the public issuer authentication key
10 and/or the public device key 6 to provide respective
root-signed keys 7, 11, which may also be referred to
as certificates and which may provide a genuineness
check element. Such a root-signed key 7, 11 may allow
third parties to confirm genuineness/authenticity of the
device and particularly the respective keys as de-
scribed above.

[0125] Furthermore, if the user devices are sold in
packs, each pack may also be associated with a device
pack serial number, which may be included in the initi-
alization data 20, e.g., in a header of a respective file.
[0126] Generally, the initialization data 20 may for ex-
ample be provided as a file, e.g. a csv-file. In some
instances, the respective file may further already com-
prise additional spaces for further information, e.g., in-
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formation relating to the user 500 that may for example
be added through the issuer 300.

[0127] Once the issuer 300 and preferably the issuer
system 310 receives the initialization data 20, the num-
ber of available user devices may be increased. In
other words, the stock of available user device may be
increased. Generally, user devices may be used in
packs and on a first in - first out basis. That is, first all
user devices of a respective pack may be used before
user devices of another pack are used.

[0128] For issuing a user device, the issuance sys-
tem 310 may first check whether use of a certain initi-
alization-data file has been started. Or, respectively, if
use of a corresponding device pack has been started.
In other words, the issuer system 310 may identify the
initialization data 20, or respectively the device pack
that is currently used (or next to be used). Once identi-
fied, the issuer system 310 may then iterate through
the initialization data 20 to identify a free user device,
i.e., an initialized user device 4 that has not been is-
sued. This may for example be the first user device 4
within the initialization data 20 that has not been is-
sued.

[0129] The issuer system 310, which may for exam-
ple comprise at least one server, may then generate a
device authentication key pair, i.e., a unique pair of
keys that may enable the issuer system 310 to authen-
ticate itself to the user device, e.g., through verification
of a digital signature. This may allow for a 2-factor
authorization. Generally, the device authentication key
pair may comprise a public device authentication key
32 and a private device authentication key 34, wherein
the private authentication key 34 remains with the is-
suer 300. The device authentication key pair 32, 34
may for example be an elliptic curve key pair, which
may for example be used for digital signing of data
structures, e.g., in the context of an elliptic curve digital
signature algorithm (ECDSA). For example, the device
authentication key pair 32, 34 may be based on the
elliptic curve "secp256r1". Preferably, the device
authentication key pair 32, 34 may be generated in a
HSM of the issuer system 310. The HSM of the issuer
system 310 may comprise a true random number gen-
erator which may be utilized to generate the device
authentication key pair 32, 34. A different device
authentication key pair may be generated for each user
device.

[0130] The issuer system 310 may then add user
data 36, e.g., name and shipping address of the user
500 requesting the user device, a derivation element 38
for deriving a user private key 42 from a seed, and the
respective public device authentication key 32 to the
initialization data 20, thereby (at least partially) gener-
ating respective device data 22. The issuer system 310
may for example amend the initialization data 20, e.g.,
the initialization-data file, or create new data, e.g., a
new device-data file. Thus, the device data 22 may
comprise all information comprised in the initialization
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data 20 and additionally the user data 36, the derivation
element 38, and the public device authentication key 32
for the respective user devices, e.g., for each of the
devices in a pack.

[0131] The issuer system 310 may then check
whether all devices within the initialization data 20,
e.g., the initialization-data file, have been used. In other
words, the issuer system 310 may check whether all
devices comprised in a respective device pack have
been used.

[0132] Subsequently, the issuer system 310 may iter-
ate over the device data 22 and provide, e.g., send,
derivation element 38, public device key 6 and public
device authentication key 32 associated with the same
user device to the issuer HSM 350. That is, the issuer
system 310 may only provide respective data to the
issuer HSM 350 when all devices of a device pack have
been used. Alternatively, the issuer system 310 may
provide these data for each device or a subgroup of
devices in a device pack to the issuer HSM 350. Pre-
ferably, the data transmitted to the issuer HSM 350
may be secured, e.g., through encryption thereof.
[0133] Again, in order to increase security of the pro-
cess, the issuer system may digitally sign data with a
respective private key prior to providing it to the issuer
HSM 350, which may advantageously allow the issuer
HSM 350 to verify that the data has not (internally)
been tempered with, e.g., during transmission between
the issuer system 310 and the issuer HSM 350. Such a
verification would be based on verifying the digital sig-
nature based on a respective public key.

[0134] Alternatively, particularly if the issuer HSM
350 is external to the issuer server, the device data 22
may be provided to the issuer HSM 350, particularly the
computing device comprising the issuer HSM 350
(thereby providing derivation element 38, public device
key 6 and public device authentication key 32), which
may in turn iterate over the device data 22 and inject
the respective derivation element 38, public device key
6 and public issuer authentication key into the issuer
HSM 350.

[0135] Subsequently, the issuer HSM 350 may calcu-
late a user private key 42 for the corresponding user
device based on the derivation element 38 and a re-
spective seed comprised by the issuer HSM 350. The
user private key 42 may for example be a blockchain
private key 42. For example, the user private key may
be derived as a child key based on BIP 32. Subse-
quently, the issuer HSM 350 may encrypt the user pri-
vate key 42 together with the public device authentica-
tion key 32 using the respective public device key 6.
Thus, the issuer HSM 350 may provide encrypted data
52 separately for each user device. This may advanta-
geously allow to prevent any unauthorized access to
the user private key 42 as decryption of the encrypted
data 52 is only possible when possessing the respec-
tive private device key 8. Thus, the encrypted data 52 is
unambiguously associated to a specific user device.
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[0136] Again in some embodiments of the present
invention, the issuer HSM may further generate PIN 46
and PUK 48 for accessing the personalized user device
60, in which case also PIN 46 and PUK 48 may be
comprised by the encrypted data 52. That is, the issuer
HSM 350 may encrypt PIN 46 and PUK 48 together
with the user private key 42 and the public device
authentication key 32.

[0137] Furthermore, the issuer HSM 350 may utilize
the private issuer key 16 to digitally sign the encrypted
data 52 and thereby provide the signed encrypted data
54. The private issuer key 16 is associated with the
public issuer key 13 injected into each user device 2
during initialization and thus allowing each user device
to validate the digital signature and thereby authenti-
cate the origin of the encrypted data 52.

[0138] The issuer HSM 350 may provide the en-
crypted data 52 and the signed encrypted data 54 to
the issuer server 310. Once these are provided for a
set of derivation element 38, public device key 6 and
public device authentication key 32, the issuer HSM
350 may be provided with the next set corresponding
to another device and similarly provide respective en-
crypted data 52 and signed encrypted data 54.

[0139] The issuer system 310 may further provide
personalization device data 24 to the personalization
system. The personalization device data 24 may for
example be provided via FTP/SFTP or send directly to
the personalization system 100. The personalization
device data 24 may comprise at least part of the initiali-
zation data 20, e.g. the serial number, the encrypted
data 52 and the signed encrypted data 54, and option-
ally the user data 36. Again, the personalization device
data 24 may thus comprise data relating to all user
devices comprised in a device pack, or alternatively, a
subgroup of the user devices comprised in a device
pack, such as a single user device.

[0140] When receiving the personalization device
data, the personalization system 100 may identify the
device pack corresponding to the personalization de-
vice data 24. In some embodiments, an employee of
the personalization bureau running the personalization
system may identify the respective device pack. Identi-
fying the respective device pack may for example be
performed based on the device pack serial number,
which may be comprised by the personalization device
data, e.g., in the header of a personalization device
data file.

[0141] The personalization system 100 may match a
user device and the respective data in the personaliza-
tion device data, e.g., based on the serial number of the
initialized user device 4. In some embodiments, the
personalization system 100 may further generate a
PIN 46 and PUK 48. In such cases the personalization
system 100 may then inject PIN 46, PUK 48, the en-
crypted data 52 and the signed encrypted data 54 into
the initialized user device 4 to provide the personalized
user device 60.
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[0142] In embodiments, wherein PIN 46 and PUK 48
are generated by the issuer HSM 350, the personaliza-
tion system 100 may simply inject the encrypted data
52 and the signed encrypted data 54 into the initialized
user device 4 to provide the personalized user device
60.

[0143] The personalized user device 60 may then va-
lidate the signed encrypted data 54 based on the public
issuer key 14 and upon success, decrypt the encrypted
data using the private device key 8. Thereby the perso-
nalized user device 60 may retrieve the user private
key 42 and the public device authentication key 32, as
well as in respective embodiments PIN 46 and PUK 48.
[0144] The personalization system 100 may further
indicate user name and serial number on the user de-
vice 60, e.g., print them onto the personalized user
device 60. Optionally, the personalization system 100
may then provide result data indicating a result of the
personalization with respect to a user device’s serial
number. This may advantageously allow to check
whether the personalization was successful and/or for
which user device there may have been issues.

[0145] Furthermore, the personalization system may
provide shipping data, which may comprise serial num-
ber, user name and shipping address of a respective
user 500. Furthermore, the shipping data may also
comprise PIN 46 and PUK 48, if they were generated
by the personalization system 100. Again, the shipping
data may comprise data relating to a single user device
or a plurality of user devices, e.g., each user device of
a device pack.

[0146] The shipping data (and optionally result data)
may then be provided to (e.g., send to) the shipping
system 400, which may in turn iterate over the shipping
data and ship the respective user device preferably
with an accompanying letter. In cases, where PIN and
PUK have been generated by the personalization sys-
tem 100, PIN and PUK may as well be send to the user
by the shipping system 400, wherein PIN and PUK may
preferably be send with a letter separate to shipment of
the user device.

[0147] Finally, the shipping system may indicate to
the issuer 300 that the user device has been shipped.
[0148] In embodiments, wherein PIN 46 and PUK 48
are generated by the issuer HSM 350, PIN 46 and PUK
48 may additionally be encrypted by the issuer HSM
350 using a public mailing key 72 provided by a mailing
system 600, e.g., a mailing agent 600 that may provide,
e.g., mail, PIN 46 and PUK 48 to the user separately.
That is, the issuer HSM 350 may encrypt PIN 46 and
PUK 48 together to generate encrypted personal data
49 utilizing a public mailing key 72, which is associated
with a private mailing key held by the mailing system
600. Subsequently, the encrypted personal data 49
may be provided to the mailing system 600. To add an
additional layer of security, the issuer HSM 350 may
digitally sign the encrypted personal data 49 prior to
providing it to the mailing system, for example with the
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private issuer key 16. This may advantageously enable
the mailing system 600 to authenticate the origin of the
digitally signed encrypted personal data 49.

[0149] The mailing system 600 may then decrypt the
encrypted personal data 49 utilizing a private mailing
key associated with the public mailing key 72 to retrieve
PIN 46 and PUK 48. In some embodiments, the en-
crypted personal data 49 may further also comprise at
least part of the user data 36, particularly name and
address of the user 500 associated with the respective
PIN 46 and PUK 48. Alternatively, name and address of
the respective user 500 may be provided alongside the
encrypted personal data 49 in such a way that unam-
biguously relates PIN 46 and PUN 48 to a respective
name and address. The mailing system 600 may then
provide PIN 46 and PUK 48 to the respective user, e.g.,
mail a respective letter comprising the relevant informa-
tion to the user 500. Furthermore, the mailing system
600 may inform the issuer 300 once PIN 46 and PUK
48 have been provided to the user 500.

[0150] Whenever a relative term, such as "about",
"substantially" or "approximately" is used in this specifi-
cation, such a term should also be construed to also
include the exact term. That is, e.g., "substantially
straight" should be construed to also include "(exactly)
straight".

[0151] Whenever steps were recited in the above or
also in the appended claims, it should be noted that the
order in which the steps are recited in this text may be
accidental. That is, unless otherwise specified or un-
less clear to the skilled person, the order in which steps
are recited may be accidental. That is, when the pre-
sent document states, e.g., that a method comprises
steps (A) and (B), this does not necessarily mean that
step (A) precedes step (B), but it is also possible that
step (A) is performed (at least partly) simultaneously
with step (B) or that step (B) precedes step (A).
Furthermore, when a step (X) is said to precede an-
other step (Z), this does not imply that there is no step
between steps (X) and (Z). That is, step (X) preceding
step (Z) encompasses the situation that step (X) is per-
formed directly before step (Z), but also the situation
that (X) is performed before one or more steps
(Y1), ..., followed by step (Z). Corresponding consid-
erations apply when terms like "after" or "before" are
used.

[0152] While in the above, a preferred embodiment
has been described with reference to the accompany-
ing drawings, the skilled person will understand that
this embodiment was provided for illustrative purpose
only and should by no means be construed to limit the
scope of the present invention, which is defined by the
claims.

Claims

1. A method for issuance of a personalized user de-
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vice (60), wherein the method comprises

initializing a user device (2) to provide an initi-
alized user device (4), wherein initializing com-
prises

generating a device key pair comprising a
public device key (6) and a private device
key (8) and storing the private device key
(8) in the user device (2);

generating an issuer authentication key
pair comprising a public issuer authentica-
tion key (10) and a private issuer authenti-
cation key (12) and storing the private is-
suer authentication key in the user device
(2), wherein the issuer authentication key
pair allows the user device (2) to authenti-
cate with an issuer system (310) through
verification of a digital signature;
generating a serial number and storing the
serial number in the user device (2); and
injecting a public issuer key (14) into the
user device (2);

wherein the user device (2) comprises a
true random number generator and
wherein the device key pair (6, 8) and the
issuer authentication key pair (10, 12) are
generated using the true random number
generator;

providing device initialization data (20) to the
issuer system (310), wherein the device initia-
lization data (20) comprises the public device
key (6) and the public issuer authentication
key (12);

the issuer system (310) generating a device
authentication key pair comprising a public de-
vice authentication key (32) and a private de-
vice authentication key (34), wherein the de-
vice authentication key pair (32, 34) allows the
issuer system (310) to authenticate with the
user device (2) through verification of a digital
signature;

calculating, by the issuer system (310), a user
private key (42) configured to digitally sign
data elements;

encrypting, by the issuer system (310), the
user private key (42) and the public device
authentication key (32) with the public device
key (6) to provide encrypted data (52);

digitally signing, by the issuer system (310),
the encrypted data (52) using a private issuer
key (16) associated with the public issuer key
(14) to provide signed encrypted data (54);

the issuer system (310) providing personaliza-
tion device data (24), wherein the personaliza-
tion device data (24) comprises the encrypted
data (52) and the signed encrypted data (54);
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injecting the encrypted data (52) and the
signed encrypted data (54) into the initialized
user device (4) to provide the personalized
user device (60); and

the personalized user device (60) validating
the signed encrypted data (54) using the public
issuer key (14) and when successful decrypt-
ing the encrypted data (52) to retrieve the user
private key (42) and the public device authen-
tication key (32).

2. The method according to the preceding claim,

wherein the method comprises

the issuer system (310) providing the public
device key (6), and the public device authenti-
cation key (32) to an issuer hardware security
module (350);

the issuer hardware security module (350) cal-
culating the user private key (42);

the issuer hardware security module (350) en-
crypting the user private key (42) and the pub-
lic device authentication key (32) with the pub-
lic device key (6) to provide encrypted data
(52); and

the issuer hardware security module (350) di-
gitally signing the encrypted data (52) using a
private issuer key (16) associated with the
public issuer key (14) to provide signed en-
crypted data (54).

3. The method according to any of the preceding

claims, wherein the method comprises

a provider system (200) providing the initia-
lized user device (4) to a personalization sys-
tem (100);

the provider system (200) providing the device
initialization data (20) to the issuer system
(310), wherein the device initialization data
(20) further comprises the serial number;

the issuer system (310) providing the persona-
lization device data (24) to the personalization
system (100), wherein the personalization de-
vice data (24) further comprises the serial
number; and

the personalization system (100) injecting the
encrypted data (52) and the signed encrypted
data (54) into the initialized user device (4) to
provide the personalized user device (60).

The method according to any of the preceding
claims, wherein the device key pair and the issuer
authentication key pair are generated by the user
device.

The method according to any of the preceding
claims, wherein the user device is a smart card.
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The method according to any of the preceding
claims, wherein the user private key (42) is calcu-
lated based on a derivation element (38).

The method according to the preceding claim with
the features of claim 6, whereir the method further
comprises the issuer system (310) providing the
derivation element (38) to the issuer hardware se-
curity module (350); and

wherein the issuer hardware security module com-
prises a seed and wherein the user private key (42)
is calculated based on the derivation element (38)
and the seed using a key derivation function.

The method according to any of the preceding
claims with the features of claim 3, wherein the
method further comprises

the personalization system (100) generating a
PIN (46) and a PUK (48); and

the personalization system (100) injecting the
PIN (46) and the PUK (48) into the initialized
user device (4) or the personalized user device
(60).

The method according to any of claims 1 to 7,
wherein the method further comprises generating
a PIN (46) and a PUK (48); and

wherein the step of encrypting the user private key
(42) and the public device authentication key (32)
with the public device key (6) to provide encrypted
data (52) comprises encrypting the user private
key (42), the public device authentication key (32),
the PIN (46) and the PUK (48) with the public de-
vice key (6) to provide the encrypted data (52).

The method according to any of the preceding
claims, wherein initializing further comprises

the user device providing the public issuer
authentication key (10) to the provider system
(200);

the provider system (200) digitally signing the
public issuer authentication key (10) with a pri-
vate root key to provide a root-signed issuer
authentication key (11);

the provider providing the root-signed issuer
authentication key to the user device; and

the user device storing the root-signed issuer
authentication key (11).

The method according to the preceding claim,
wherein the method further comprises the user de-
vice

digitally signing the public device key (6) with
the private issuer authentication key (12) to
provide a signed device key; and
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storing the signed device key.

12. The method according to any of the preceding

claims, wherein initializing further comprises

The user device providing the public device
key (6) to the provider system (200);

the provider system digitally signing the public
device key (6) with a private root key (78) to
provide a root-signed device key (7);

the provider providing the root-signed device
key (7) to the user device; and

the user device storing the root-signed device
key (7).

13. The method according to any of the preceding

claims, wherein the method further comprises pro-
viding the personalized user device (60) to a user
(500).

Patentanspriiche

1.

Verfahren zur Ausgabe einer personalisierten Be-
nutzervorrichtung (60), wobei das Verfahren um-
fasst: Initialisieren einer Benutzervorrichtung (2),
um eine initialisierte Benutzervorrichtung (4) bereit-
zustellen, wobei das Initialisieren umfasst: Erzeu-
gen eines Vorrichtungsschllisselpaars, das einen
offentlichen Vorrichtungsschlissel (6) und einen
privaten Vorrichtungsschlissel (8) umfasst, und
Speichern des privaten Vorrichtungsschlissels (8)
in der Benutzervorrichtung (2); Erzeugen eines He-
rausgeber-Authentifizierungsschlisselpaars, das
einen offentlichen Herausgeber-Authentifizierungs-
schlussel (10) und einen privaten Herausgeber-Au-
thentifizierungsschlissel (12) umfasst, und Spei-
chern des privaten Herausgeber-Authentifizie-
rungsschlissels in der Benutzervorrichtung (2),
wobei es das Herausgeber-Authentifizierungs-
schliisselpaar der Benutzervorrichtung (2) ermdog-
licht, sich gegeniiber einem Herausgebersystem
(310) durch Verifizierung einer digitalen Signatur
zu authentifizieren; Erzeugen einer Seriennummer
und Speichern der Seriennummer in der Benutzer-
vorrichtung (2); und Einbringen eines 6ffentlichen
Herausgeberschlissels (14) in die Benutzervor-
richtung (2); wobei die Benutzervorrichtung (2) ei-
nen echten Zufallszahlengenerator umfasst und
wobei das Vorrichtungsschlisselpaar (6, 8) und
das Herausgeber-Authentifizierungsschlisselpaar
(10, 12) unter Verwendung des echten Zufallszah-
lengenerators erzeugt werden; Bereitstellen von
Vorrichtungsinitialisierungsdaten (20) an das He-
rausgebersystem (310), wobei die Vorrichtungsini-
tialisierungsdaten (20) den offentlichen Vorrich-
tungsschlissel (6) und den 6ffentlichen Herausge-
ber-Authentifizierungsschlissel (12) umfassen; Er-
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zeugen, durch das Herausgebersystem (310), ei-
nes Vorrichtungs-Authentifizierungsschlissel-
paars, das einen 6ffentlichen Vorrichtungs-Authen-
tifizierungsschlissel (32) und einen privaten Vor-
richtungs-Authentifizierungsschlissel (34)
umfasst, wobei es das Vorrichtungs-Authentifizie-
rungsschlisselpaar (32, 34) dem Herausgebersys-
tem (310) ermdglicht, sich gegenlber der Benut-
zervorrichtung (2) durch Verifizierung einer digita-
len Signatur zu authentifizieren; Berechnen, durch
das Herausgebersystem (310), eines privaten Be-
nutzerschlissels (42), der dazu konfiguriert ist, Da-
tenelemente digital zu signieren; Verschlisseln,
durch das Herausgebersystem (310), des privaten
Benutzerschlissels (42) und des offentlichen Vor-
richtungs-Authentifizierungsschlissels (32) mit
dem offentlichen Vorrichtungsschlissel (6), um
verschliisselte Daten (52) bereitzustellen; digitales
Signieren, durch das Herausgebersystem (310),
der verschlisselten Daten (52) unter Verwendung
eines privaten Herausgeberschlissels (16), der
dem offentlichen Herausgeberschlissel (14) zuge-
ordnet ist, um signierte verschlisselte Daten (54)
bereitzustellen; Bereitstellen, durch das Herausge-
bersystem (310), von Personalisierungs-Vorrich-
tungsdaten (24), wobei die Personalisierungs-Vor-
richtungsdaten (24) die verschlisselten Daten (52)
und die signierten verschlisselten Daten (54) um-
fassen; Einbringen der verschlisselten Daten (52)
und der signierten verschlisselten Daten (54) in
die initialisierte Benutzervorrichtung (4), um die
personalisierte Benutzervorrichtung (60) bereitzu-
stellen; und Validieren, durch die personalisierte
Benutzervorrichtung (60), der signierten verschlis-
selten Daten (54) unter Verwendung des offentli-
chen Herausgeberschliissels (14) und, im Erfolgs-
fall, Entschlusseln der verschlisselten Daten (52),
um den privaten Benutzerschlissel (42) und den
offentlichen Vorrichtungs-Authentifizierungsschlis-
sel (32) abzurufen.

Verfahren nach dem vorhergehenden Anspruch,
wobei das Verfahren umfasst:

Bereitstellen, durch das Herausgebersystem
(310), des offentlichen Vorrichtungsschlissels
(6) und des offentlichen Vorrichtungs-Authenti-
fizierungsschlissels (32) an ein Herausgeber-
Hardware-Sicherheitsmodul (350); Berechnen
des privaten Benutzerschliissels (42) durch
das Herausgeber-Hardware-Sicherheitsmodul
(350);

Verschlisseln, durch das Herausgeber-Hard-
ware-Sicherheitsmodul (350), des privaten Be-
nutzerschlissels (42) und des offentlichen
Vorrichtungs-Authentifizierungsschliissels (32)
mit dem 6ffentlichen Vorrichtungsschlissel (6),
um verschllsselte Daten (52) bereitzustellen;
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und digitales Signieren, durch das Herausge-
ber-Hardware-Sicherheitsmodul  (350), der
verschlisselten Daten (52) unter Verwendung
eines privaten Herausgeberschlissels (16),
der dem offentlichen Herausgeberschliissel
(14) zugeordnet ist, um signierte verschlisse-
Ite Daten (54) bereitzustellen.

Verfahren nach einem der vorhergehenden An-
spriiche, wobei das Verfahren umfasst: Bereitstel-
len, durch ein Anbietersystem (200), der initialisier-
ten Benutzervorrichtung (4) an ein Personalisie-
rungssystem (100); Bereitstellen, durch das Anbie-
tersystem (200), der Vorrichtungsinitialisierungsda-
ten (20) an das Herausgebersystem (310), wobei
die Vorrichtungsinitialisierungsdaten (20) ferner die
Seriennummer umfassen; Bereitstellen, durch das
Herausgebersystem (310), der Personalisierungs-
Vorrichtungsdaten (24) an das Personalisierungs-
system (100), wobei die Personalisierungs-Vorrich-
tungsdaten (24) ferner die Seriennummer umfas-
sen; und Einbringen, durch das Personalisierungs-
system (100), der verschlisselten Daten (52) und
der signierten verschlusselten Daten (54) in die ini-
tialisierte Benutzervorrichtung (4), um die perso-
nalisierte Benutzervorrichtung (60) bereitzustellen.

Verfahren nach einem der vorhergehenden An-
spriche, wobei das Vorrichtungsschlisselpaar
und das Herausgeber-Authentifizierungsschlissel-
paar durch die Benutzervorrichtung erzeugt wer-
den.

Verfahren nach einem der vorhergehenden An-
spruche, wobei die Benutzervorrichtung eine Chip-
karte ist.

Verfahren nach einem der vorhergehenden An-
spriiche, wobei der private Benutzerschllssel (42)
basierend auf einem Ableitungselement (38) be-
rechnet wird.

Verfahren nach dem vorhergehenden Anspruch
mit den Merkmalen des Anspruchs 6, wobei das
Verfahren ferner umfasst: Bereitstellen, durch das
Herausgebersystem (310), des Ableitungsele-
ments (38) an das Herausgeber-Hardware-Sicher-
heitsmodul (350); und wobei das Herausgeber-
Hardware-Sicherheitsmodul einen Seed umfasst
und wobei der private Benutzerschlissel (42) ba-
sierend auf dem Ableitungselement (38) und dem
Seed unter Verwendung einer Schlisselablei-
tungsfunktion berechnet wird.

Verfahren nach einem der vorhergehenden An-
spriiche mit den Merkmalen des Anspruchs 3, wo-
bei das Verfahren ferner umfasst: Erzeugen, durch
das Personalisierungssystem (100), einer PIN (46)
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und einer PUK (48); und Einbringen, durch das
Personalisierungssystem (100), der PIN (46) und
der PUK (48) in die initialisierte Benutzervorrich-
tung (4) oder die personalisierte Benutzervorrich-
tung (60).

Verfahren nach einem der Anspriiche 1 bis 7, wo-
bei das Verfahren ferner umfasst: Erzeugen einer
PIN (46) und einer PUK (48); und wobei der Schritt
des Verschlisselns des privaten Benutzerschlis-
sels (42) und des Offentlichen Vorrichtungs-Au-
thentifizierungsschlussels (32) mit dem o6ffentlichen
Vorrichtungsschlissel (6), um verschlisselte Da-
ten (52) bereitzustellen, das Verschliisseln des pri-
vaten Benutzerschlissels (42), des offentlichen
Vorrichtungs-Authentifizierungsschlissels (32), der
PIN (46) und der PUK (48) mit dem O&ffentlichen
Vorrichtungsschlissel (6) umfasst, um die ver-
schllisselten Daten (52) bereitzustellen.

Verfahren nach einem der vorhergehenden An-
spriiche, wobei das Initialisieren ferner umfasst:
Bereitstellen, durch die Benutzervorrichtung, des
offentlichen Herausgeber-Authentifizierungs-
schllssels (10) an das Anbietersystem (200); digi-
tales Signieren, durch das Anbietersystem (200),
des offentlichen Herausgeber-Authentifizierungs-
schlissels (10) mit einem privaten Root-Schlissel,
um einen Root-signierten Herausgeber-Authentifi-
zierungsschlissel (11) bereitzustellen; Bereitstel-
len, durch den Anbieter, des Root-signierten He-
rausgeber-Authentifizierungsschllssels an die Be-
nutzervorrichtung; und Speichern, durch die Benut-
zervorrichtung, des Root-signierten Herausgeber-
Authentifizierungsschlissels (11).

Verfahren nach dem vorhergehenden Anspruch,
wobei die Benutzervorrichtung den o6ffentlichen
Vorrichtungsschlissel (6) mit dem privaten He-
rausgeber-Authentifizierungsschlissel (12) digital
signiert, um einen signierten Vorrichtungsschlissel
bereitzustellen; und den signierten Vorrichtungs-
schllssel speichert.

Verfahren nach einem der vorhergehenden An-
spriiche, wobei das Initialisieren ferner umfasst:
Bereitstellen, durch die Benutzervorrichtung, des
offentlichen Vorrichtungsschlissels (6) an das An-
bietersystem (200); digitales Signieren, durch das
Anbietersystem, des offentlichen Vorrichtungs-
schlissels (6) mit einem privaten Root-Schlissel
(78), um einen Root-signierten Vorrichtungsschlis-
sel (7) bereitzustellen; Bereitstellen, durch den An-
bieter, des Root-signierten Vorrichtungsschlissels
(7) an die Benutzervorrichtung; und Speichern,
durch die Benutzervorrichtung, des Root-signierten
Vorrichtungsschlissels (7).
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13. Verfahren nach einem der vorhergehenden An-

spriiche, wobei das Verfahren ferner das Bereit-
stellen der personalisierten Benutzervorrichtung
(60) an einen Benutzer (500) umfasst.

Revendications

Procédé d’émission d’'un dispositif utilisateur per-
sonnalisé (60), le procédé comprenant : l'initialisa-
tion d’'un dispositif utilisateur (2) pour fournir un
dispositif utilisateur initialisé (4), [linitialisation
comprenant : la génération d’'une paire de clés de
dispositif comprenant une clé publique de dispositif
(6) et une clé privée de dispositif (8) et le stockage
de la clé privée de dispositif (8) dans le dispositif
utilisateur (2) ; la génération d’'une paire de clés
d’authentification d’émetteur comprenant une clé
publique d’authentification d’émetteur (10) et une
clé privée d’authentification d’émetteur (12) et le
stockage de la clé privée d’authentification d’émet-
teur dans le dispositif utilisateur (2), la paire de clés
d’authentification d’émetteur permettant au dispo-
sitif utilisateur (2) de s’authentifier aupres d'un sys-
teme émetteur (310) par vérification d’'une signa-
ture numérique ; la génération d’'un numéro de sé-
rie et le stockage du numéro de série dans le dis-
positif utilisateur (2) ; et l'injection d’'une clé pu-
blique d’émetteur (14) dans le dispositif utilisateur
(2) ; dans lequel le dispositif utilisateur (2)
comprend un générateur de vrais nombres aléatoi-
res et dans lequel la paire de clés de dispositif (6,
8) et la paire de clés d’authentification d’émetteur
(10, 12) sont générées au moyen du générateur de
vrais nombres aléatoires ; la fourniture de données
d’initialisation de dispositif (20) au systéme émet-
teur (310), les données d’initialisation de dispositif
(20) comprenant la clé publique de dispositif (6) et
la clé publique d’authentification d’émetteur (12) ;
la génération, par le systéeme émetteur (310), d'une
paire de clés d’authentification de dispositif
comprenant une clé publique d’authentification de
dispositif (32) et une clé privée d’authentification
de dispositif (34), la paire de clés d’authentification
de dispositif (32, 34) permettant au systeme émet-
teur (310) de s’authentifier auprés du dispositif uti-
lisateur (2) par vérification d’'une signature numeé-
rique ; le calcul, par le systeme émetteur (310),
d’'une clé privée d'utilisateur (42) configurée pour
signer numériquement des éléments de données ;
le chiffrement, par le systéme émetteur (310), de la
clé privée d'utilisateur (42) et de la clé publique
d’authentification de dispositif (32) avec la clé pu-
blique de dispositif (6) pour fournir des données
chiffrées (52) ; la signature numérique, par le sys-
teme émetteur (310), des données chiffrées (52)
au moyen d’'une clé privée d’émetteur (16) asso-
ciée a la clé publique d’émetteur (14) pour fournir
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des données chiffrées signées (54) ; la fourniture,
par le systéme émetteur (310), de données de dis-
positif de personnalisation (24), les données de
dispositif de personnalisation (24) comprenant les
données chiffrées (52) et les données chiffrées si-
gnées (54) ; l'injection des données chiffrées (52)
et des données chiffrées signées (54) dans le dis-
positif utilisateur initialisé (4) pour fournir le dispo-
sitif utilisateur personnalisé (60) ; et la validation,
par le dispositif utilisateur personnalisé (60), des
données chiffrées signées (54) au moyen de la clé
publique d’émetteur (14) et, en cas de succes, le
déchiffrement des données chiffrées (52) pour ré-
cupérer la clé privée d'utilisateur (42) et la clé pu-
blique d’authentification de dispositif (32).

Procédé selon la revendication précédente, le pro-
cédé comprenant : la fourniture, par le systéme
émetteur (310), de la clé publique de dispositif (6)
et de la clé publique d’authentification de dispositif
(32) a un module de sécurité matériel d’émetteur
(350) ; le calcul de la clé privée d'utilisateur (42)
par le module de sécurité matériel d’émetteur
(350) ; le chiffrement, par le module de sécurité
matériel d’émetteur (350), de la clé privée d'utilisa-
teur (42) et de la clé publique d’authentification de
dispositif (32) avec la clé publique de dispositif (6)
pour fournir des données chiffrées (52) ; et la si-
gnature numérique, par le module de sécurité ma-
tériel d’émetteur (350), des données chiffrées (52)
au moyen d'une clé privée d’émetteur (16) asso-
ciée a la clé publique d’émetteur (14) pour fournir
des données chiffrées signées (54).

Procédé selon l'une quelconque des revendica-
tions précédentes, le procédé comprenant : la four-
niture, par un systéme de fournisseur (200), du
dispositif utilisateur initialisé (4) a un systéme de
personnalisation (100) ; la fourniture, par le sys-
téme de fournisseur (200), des données d'initialisa-
tion de dispositif (20) au systeme émetteur (310),
les données d'initialisation de dispositif (20)
comprenant en outre le numéro de série ; la fourni-
ture, par le systéme émetteur (310), des données
de dispositif de personnalisation (24) au systéme
de personnalisation (100), les données de disposi-
tif de personnalisation (24) comprenant en outre le
numeéro de série ; et I'injection, par le systéme de
personnalisation (100), des données chiffrées (52)
et des données chiffrées signées (54) dans le dis-
positif utilisateur initialisé (4) pour fournir le dispo-
sitif utilisateur personnalisé (60).

Procédé selon l'une quelconque des revendica-
tions précédentes, dans lequel la paire de clés de
dispositif et la paire de clés d’authentification d’é-
metteur sont générées par le dispositif utilisateur.
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Procédé selon l'une quelconque des revendica-
tions précédentes, dans lequel le dispositif utilisa-
teur est une carte a puce.

Procédé selon l'une quelconque des revendica-
tions précédentes, dans lequel la clé privée d'utili-
sateur (42) est calculée sur la base d’'un élément
de dérivation (38).

Procédé selon la revendication précédente avec
les caractéristiques de la revendication 6, le pro-
cédé comprenant en outre la fourniture, par le sys-
teme émetteur (310), de I'élément de dérivation
(38) au module de sécurité matériel d’émetteur
(350) ; et dans lequel le module de sécurité maté-
riel d’émetteur comprend une graine et dans lequel
la clé privée d'utilisateur (42) est calculée sur la
base de I'élément de dérivation (38) et de la graine
au moyen d’une fonction de dérivation de clé.

Procédé selon I'une quelconque des revendica-
tions précédentes avec les caractéristiques de la
revendication 3, le procédé comprenant en outre :
la génération, par le systeme de personnalisation
(100), d’'un PIN (46) et d'un PUK (48) ; et I'injection,
par le systéme de personnalisation (100), du PIN
(46) et du PUK (48) dans le dispositif utilisateur
initialisé (4) ou le dispositif utilisateur personnalisé
(60).

Procédé selon l'une quelconque des revendica-
tions 1 a 7, le procédé comprenant en outre : la
génération d’'un PIN (46) et d'un PUK (48) ; et dans
lequel I'étape de chiffrement de la clé privée d'utili-
sateur (42) et de la clé publique d’authentification
de dispositif (32) avec la clé publique de dispositif
(6) pour fournir des données chiffrées (52)
comprend le chiffrement de la clé privée d'utilisa-
teur (42), de la clé publique d’authentification de
dispositif (32), du PIN (46) et du PUK (48) avec la
clé publique de dispositif (6) pour fournir les don-
nées chiffrées (52).

Procédé selon l'une quelconque des revendica-
tions précédentes, dans lequel [linitialisation
comprend en outre : la fourniture, par le dispositif
utilisateur, de la clé publique d’authentification d’é-
metteur (10) au systeme de fournisseur (200) ; la
signature numérique, par le systéme de fournis-
seur (200), de la clé publique d’authentification d’é-
metteur (10) avec une clé racine privée pour fournir
une clé d’authentification d’émetteur signée par la
clé racine (11) ; la fourniture, par le fournisseur, de
la clé d’authentification d’émetteur signée par la clé
racine au dispositif utilisateur ; et le stockage, par
le dispositif utilisateur, de la clé d’authentification
d’émetteur signée par la clé racine (11).
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Procédé selon la revendication précédente, le pro-
cédé comprenant en outre, par le dispositif utilisa-
teur : la signature numérique de la clé publique de
dispositif (6) avec la clé privée d’authentification
d’émetteur (12) pour fournir une clé de dispositif
signée ; et le stockage de la clé de dispositif si-
gnée.

Procédé selon l'une quelconque des revendica-
tions précédentes, dans lequel [initialisation
comprend en outre : la fourniture, par le dispositif
utilisateur, de la clé publique de dispositif (6) au
systéme de fournisseur (200) ; la signature numé-
rique, par le systéeme de fournisseur, de la clé pu-
blique de dispositif (6) avec une clé racine privée
(78) pour fournir une clé de dispositif signée par la
clé racine (7) ; la fourniture, par le fournisseur, de
la clé de dispositif signée par la clé racine (7) au
dispositif utilisateur ; et le stockage, par le dispositif
utilisateur, de la clé de dispositif signée par la clé
racine (7).

Procédé selon I'une quelconque des revendica-
tions précédentes, le procédé comprenant en outre
la fourniture du dispositif utilisateur personnalisé
(60) a un utilisateur (500).
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