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DEVICES, SYSTEMS, AND METHODS FOR
PERFORMING A DIGITAL SIGNATURE

The present invention relates generally to cryptography
and in particular to digital signing. More particularly, the
present invention relates to a method for digitally signing a
data element, such as a transaction.

Digital signature functionalities may be of particular
interest for blockchain technologies. Blockchain technology
has seen a spurt of growth in recent years. It has been used
in healthcare, public service, financial services, and even
video games. Among its most prominent uses have been
cryptocurrencies, such as Bitcoin and Ethereum, and non
fungible tokens, or NFTs, for proving ownership of various
digital assets, such as digital art prints. Cryptocurrencies
offer high security, accountability, and anonymity for trans-
actions. Similarly, NFTs allow possession and trade of
digital assets with a proof of authenticity linked to them. For
example, an artist may put up their digital work for sale, with
a proof of it being their original work, using an NFT which
they may upload to a blockchain. The NFT may then be
traded on the blockchain network with each transaction
being recorded in a ledger of the blockchain. Thus, owner-
ship of the “original” digital asset may be verified. Despite
their attractive features however, neither has adoption of
cryptocurrencies been as widespread as that of paper-based
currencies, nor are digital assets as widely traded as physical
ones.

One possible reason for this may be that each blockchain
technology uses its own language, execution platform, and
encryption system. Blockchains typically operate by distrib-
uting copies of a ledger to various ‘nodes’ in a network and
any new transaction (for e.g., transferring a defined amount
in the Bitcoin network) has to be verified and updated in the
copy of the ledger (the Bitcoin ledger in the example cited
above) at each node.

The verification process may comprise two steps. In a first
step, proposed transactions may typically be signed digitally
using an asymmetric encryption protocol, wherein the gen-
erator of the transaction uses their private key (accessible
only to them) to digitally sign a transaction. For example,
with regard to Bitcoin, the private key is Elliptic Curve
(curve P256k1) Cryptography based, and provides control
(and therefore ownership) to all the bitcoins associated with
this private key, as well as allows for digitally signing
transactions.

In a second step, the digitally signed transaction may then
be verified by a plurality of the nodes using a public key, of
the Bitcoin blockchain for example, accessible to everyone.
Once a threshold number of nodes (which may depend on
the size of the transaction) verifies a particular transaction,
it can be included in an immutable block in the blockchain.
The above procedure applies not only to transactions of
cryptocurrencies but also to transactions related to NFTs.

Some popular asymmetric encryption schemes used are
the Rivest-Shamir-Adleman (RSA) scheme designed by
Ron Rivest, Adi Shamir and Leonard Adleman and Elliptic
Curve Cryptography (ECC) designed by Neal Koblitz and
Victor S. Miller independently. Digital signature algorithms
are typically based on these asymmetric encryption
schemes. A variant of digital signature algorithms based on
elliptic curve cryptography is the Elliptic Curve Digital
Signature Algorithm (ECDSA).

Each blockchain may use its own algorithm to generate
private and public keys, and keys that may be used on one
blockchain may not be used on another, depending on the
level of security and the execution platform supported by the

blockchain. For example, a transaction signed by an
Ethereum blockchain private key may only be verified by an
Ethereum blockchain public key and thus may not be
suitable for verification by a public key of the Bitcoin
blockchain.

While the presently known technology for signing trans-
actions (or, more generally, a data element) may be sufficient
in some regards, there are certain drawbacks and limitations.
In particular, if a user intends to use more than one block-
chain based network (e.g., the Ethereum and the Bitcoin
network), they are typically required to have access to
private keys of both networks, which is far from optimal as
regards simplicity and ease of use. Embodiments of the
present invention seek to overcome or at least alleviate the
shortcomings and disadvantages of the prior art.

In a first aspect, the present invention relates to a data
processing device for performing a digital signature,
wherein the data processing device comprises a secure
portion, wherein the secure portion comprises a private data
processing device key and/or wherein the secure portion
comprises a seed configured to generate at least one pair of
a private data processing device key and a public data
processing device key, an authorization protocol, wherein
the data processing device is configured to digitally sign a
data element with a private data processing device key in the
secure portion in response to a successful completion of the
authorization protocol. For example, the data processing
device keys may correspond to the Bitcoin network in case
the data processing device is used to sign a digital transac-
tion from Ethereum to Bitcoin.

In certain embodiments, the private data processing key
may never be extracted from the data processing device and
the data processing device may be provided with a mecha-
nism to self-destruct in case a limited number of failed
attempts are made to tamper with the private data processing
device key.

The authorization protocol may be used to restrict access
to the digital signing functionality of the data processing
device.

The authorization protocol may comprise the data pro-
cessing device comprising M public keys, wherein M is a
natural number, an N of M scheme, wherein N is a natural
number not exceeding M. The data processing device may
be configured to digitally sign a data element with a private
data processing device key in the secure portion in response
to receiving at least N versions of the data element, wherein
each of the N versions is signed by a distinct private key
corresponding to one of the M public keys.

For example, the M public keys may be the public keys
of an Ethereum smart contract that may have been signed
between M users. Each of those M users may hold their own
private keys corresponding to the M public keys provided to
the data processing device.

The secure portion of the data processing device may
comprise the M public keys.

The secure portion may further comprise the N of M
scheme.

M may be greater than 1. N may also be greater than 1.
Preferably, N is strictly greater than 1 to allow for greater
security. For example, if M is 3, N may be 2. Thus, access
to digital signing functionality of the data processing device
may only be possible if the owners of 2 private keys
corresponding to the 2 public keys intend to sign the data
element. This would disallow misuse of the data processing
device by, for example, 1 malicious person.

The data processing device may be a card. This may allow
it to be carried with ease and be simple to use.
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Receiving the data element may also be a requirement for
digitally signing the data element. This may also help to
improve security. It may further be a necessary input for
verification of the digital signatures by N of M private keys
described above. Additionally, in some embodiments, it may
not be possible to use the versions of the signed data element
to retrieve the unsigned data element, and the unsigned data
element may be needed to sign on it with the private data
processing device key.

The data processing device may be configured to, in
response to receiving the at least N versions of the data
element, verify the at least N versions of the data element by
using at least N of the M public keys, and to digitally sign
the data element with the private data processing device key
in the secure portion after a successful verification. Thus, a
digital signature functionality of the data processing device
may only be accessed after confirmation of the identity of N
of M owners of the private keys corresponding to the M
public keys stored in the data processing device and may add
to the security of the data processing device.

The secure portion may comprise the seed, and the data
processing device may be configured to receive a key
derivation parameter. The secure portion may be further
configured to generate a pair of a private data processing
device key and a public data processing device key based on
the key derivation parameter. This may be particularly
advantageous if a backup device is provided for the data
processing device. The key derivation parameter may then
be used to sign a data element with a particular key using the
backup device in case the data processing device is lost or
malfunctions.

The data processing device may be configured to send the
data element digitally signed with the private data process-
ing device key.

In embodiments, the data processing device may also be
configured to send the public data processing device key. For
example, when the public data processing device key is used
to sign a data element that may correspond to a transaction
between two blockchains, e.g., from Ethereum to Bitcoin,
the public data processing device key may be used to verify
the authenticity of the transaction on the Bitcoin blockchain.

The data processing device may comprise a device iden-
tification code, and the successful completion of the autho-
rization protocol may comprise receiving an identification
code and comparing the identification code to the device
identification code. This may provide for a simpler autho-
rization protocol making it easier to use the data processing
device. As may be appreciated, such a protocol may also
make the data processing device more liable to misuse in
case the device identification code is revealed. Thus, the
authorization protocol comprising an N of M scheme as
described above may be preferred.

The secure portion may comprise the device identification
code and comparing the identification code to the device
identification code may be performed in the secure portion.

The secure portion may further comprise the private data
processing device key, and the data processing device may
comprise a public data processing device key corresponding
to the private data processing device key.

The secure portion may comprise the public data process-
ing device key.

The secure portion may comprise the authorization pro-
tocol.

For example, embodiments of the present technology
(where it should be understood that this relates to the
described methods, devices, and systems) may be used for
non fungible tokens (“NFT”) on a blockchain. An NFT may

be used to identify ownership of a specific digital asset,

generally via a digest (hash) of this specific asset that is

recorded on the table of a smart contract on a blockchain,

jointly with the owner’s public key (or a blockchain account

with a public key). Thus, a digital “original” is created and

only the owner of the public key can assign/move the

ownership of the digest to another account or public key. It

will thus be understood that NFT is the basis for collectibles

on blockchain.

In embodiments of the present technology, as described,

an identification code (e.g., a personal identification number,

PIN) may be used to authorize a functionality of a data

processing device, e.g., a card. On the data processing

device, and more particularly in the secure portion of the

data processing device, e.g., a pair of a public and private

key is generated.

That is, in such embodiments, the private key is “on the

chip & hidden forever”.

This may also be combined with the creation of a backup

device, e.g., by means of a Diffie Hellman protocol, wherein

the backup device generally corresponds to the data pro-
cessing device. Thus, one can achieve provable uniqueness
of a pair of card (one for backup).

Afterward, a digital asset can be transferred to the extract-
able public key (or the account linked to it) of the cards for
ownership. Thus, the holder of both devices (i.e., the data
processing device and the backup deice) owns the asset. It
will be understood that the code inside the data processing
device (e.g., card) and its authenticity may be verified by a
factory certificate.

The data processing device may be further configured to,
when digitally signing the data element, register this digital
signing.

The data processing device may be configured to register
this digital signing in the secure portion.

The data processing device may be configured to change
a counter when digitally signing the data element. The
counter may be in the secure portion.

The data processing device described above may further
comprise a log file configured to register the digital signing.
The secure portion may comprise the log file. The log file
may register the digital signing along with the counter
number. The log file may be useful for verification purposes,
for example to prevent misuse. In such a case, it may be
useful to have a log of transactions that have been already
been made using the data processing device. Alternatively, it
may be advantageous to have the data processing device
insured. In this case, it may have to be proved that the data
processing device has not been used until the time of
insurance, for which purpose the log file may also be used.

In other words, the data processing device (e.g., the secure
element) may have a tamper proof log file with a list of
signed transactions, along with their corresponding counter
number for further verification. Thus, e.g., it can be proven
that the data device has not been used before.

The data processing device may comprise a true random
number generator, and the true random number generator
may be used to generate the private data processing device
key and/or the seed in the data processing device. The true
random number generator may comprise a random process
inherent to the data processing device, for example, a
quantum mechanical process, such as shot noise in elec-
tronic circuits, that may be amplified and sampled at various
intervals to determine a sequence of bits (based on the noise
crossing a threshold, for example) from which a seed may be
generated. It may further comprise any of thermal noise,
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avalanche noise, atmospheric noise, vacuum energy fluctua-
tions, or any other sources of random noise.

Alternatively, random input may further be provided to
the data processing device that may be used together with
the inherent random process, such as thermal fluctuations,
present in the data processing device to generate the private
data processing device key and/or the seed. By using a
source of randomness inherent to the data processing device
the uniqueness of the generated seed may be ensured.

Such an implementation may be used to provide a proof
of uniqueness. In other words, the seed and/or the private
data processing device key (which may also be referred to as
the unique key) may generated inside the chip. If the chip
has such a “true randomness” functionality, it can be dem-
onstrated together with a code review that the key and/or the
seed generated inside the chip is unique and was never
extracted. In addition, entropy(randomness) can be injected
inside the chip via random characters, to add to the internal
randomness generation of the secure micro controller at the
moment of seed generation.

Thus one can generate a unique key that you can prove
nobody has ever seen. Furthermore, a backup of this key
may be generated, e.g., by using a Diffie Hellman secret
exchange, and a shared secret before, e.g., to prevent a man
in the middle attack.

The data processing device may be configured to provide
data stored in the secure portion by means of a cryptographic
information exchange protocol only a limited number of
times, wherein the limited number is preferably 1. The
cryptographic information exchange protocol may be a
Diffie-Hellmann information exchange protocol, further
preferably an Elliptic Curve Diffie-Hellman information
exchange protocol.

That is, the data processing device (i.e., the “original”
device) may be designed by code on the secure element to
only perform a backup once. Thus, it can be ensured that
only one copy or “clone” of the data processing device may
be generated.

The counter may be signature type specific.
The counter being signature type specific means that the

data processing device may perform a first type of signatures
that lead to the counter being increased, and a second type
of signatures that do not lead to an increase of the counter.
For example, the differentiation between the types of sig-
natures may be the lengths of the data elements to be signed.
More particularly, e.g., signing a data element exceeding a
certain size (e.g., 40 byte) may lead to an increase of the
counter, while signing a data element not exceeding this size
may not lead to an increase of the counter.

Such a signature type specific counter may be beneficial,
e.g., due to the following. Certain functionalities (e.g.,
signing a transaction for a certain blockchain) may require
certain data elements to be signed. For example, a block-
chain may require data elements with a size of 42 bytes to
be signed. The counter being signature type specific may in
particular allow such signatures to be counted, while other
signatures, e.g., signing a data element having only 10 bytes,
will not be counted. Thus, when the counter is equal 0, this
indicates that the data processing device was not used to sign
a data element applicable to the blockchain. At the same
time, a signature type specific counter still allows to test the
functionality of the data processing device for signing by
means of test data elements that will not lead to an increase
in the counter. Thus, the signing functionality of the data
processing device can be tested, while the counter remains
at 0, to thereby still indicate that the data processing device
was not used to sign a transaction for the blockchain.

The data processing device may comprise a factory cer-
tificate.

The data processing device may comprise a clone indi-
cator, wherein the clone indicator indicates whether another
data processing device with corresponding functionality was
generated. This provides an additional security features, as
one may determine whether a child or parent data processing
device exists with corresponding functionality.

The secure portion may comprise the clone indicator.
In a second aspect, the present invention relates to a

system comprising the data processing device as discussed
before and a backup device comprising a backup secure
portion, wherein the backup secure portion comprises the
private data processing device key and/or the seed, the
authorization protocol, and wherein the backup device is
configured to digitally sign a data element with a private data
processing device key in the backup secure portion in
response to successful completion of the authorization pro-
tocol. A backup device may be helpful in case the data
processing device gets lost or damaged.

The data processing device of the system as described
above may comprise M public keys, and the N of M scheme,
wherein the backup device may be configured to digitally
sign a data element with the private data processing device
key in the backup secure portion in response to receiving at
least N versions of the data element, wherein each of the N
versions is signed by a distinct private key corresponding to
one of the M public keys.

The private data processing device key and/or the seed
and the authorization protocol may be provided to the
backup secure portion by a cryptographic information
exchange protocol, preferably by a Diffie-Hellmann infor-
mation exchange protocol, further preferably by an Elliptic
Curve Diffie-Hellman information exchange protocol. The
information exchange protocol may be used to generate a
shared private key prior to the exchange of information. For
example, the data processing device and the backup device
may each comprise the shared private key, and information
may be exchanged after symmetric encryption such that the
shared private key may be used to both encrypt the data
before sending it from the secure portion of the data pro-
cessing device and decrypt the data after receiving it in the
secure portion of the backup device. This may help to secure
the information exchange against any men in the middle
attacks.

The backup device may further comprise any of the
features of the data processing device described above.

In particular, the data processing device may comprise a
device identification code as described above and the backup
secure portion may also comprise the device identification
code.

The backup secure portion may also comprise the autho-
rization protocol.

The backup device may be configured not to provide data
stored in the backup secure portion by means of a crypto-
graphic information exchange protocol. In other words, the
backup device may have its “copying” or “cloning” func-
tionality disabled.

In particular in combination with a data processing device
that only allows data in its secure portion to be provided
once, this may guarantee that the combination of the data
processing device and the backup device is unique and no
further copies can be generated.

In a third aspect, the present invention relates to a method
of initializing a data processing device, wherein the method
comprises providing the data processing device, wherein the
data processing device comprises a secure portion, wherein
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the secure portion comprises a private data processing
device key and/or wherein the secure portion comprises a
seed configured to generate at least one pair of a private data
processing device key and a public data processing device
key, providing an authorization protocol to the data process-
ing device, configuring the data processing device to digi-
tally sign a data element with a private data processing
device key in the secure portion in response to a successful
completion of the authorization protocol.

The method may further comprise providing M public
keys to the data processing device, wherein M is a natural
number, providing an N of M scheme to the data processing
device, wherein N is a natural number not exceeding M,
configuring the data processing device to digitally sign a
data element with a private data processing device key in the
secure portion in response to receiving at least N versions of
the data element, wherein each of the N versions is signed
by a distinct private key corresponding to one of the M
public keys.

The data processing device may digitally sign the data
element only when it receives the data element as well.

The method may further comprise the data processing
device verifying the at least N versions of the data element
by using at least N of the M public keys, and digitally
signing the data element with the private data processing
device key in the secure portion after a successful verifica-
tion, in response to receiving the at least N versions of the
data element.

The secure portion may comprise the seed, and the
method may comprise providing a key derivation parameter
to the data processing device and the secure portion gener-
ating a pair of a private data processing device key and a
public data processing device key based on the key deriva-
tion parameter.

The method may further comprise sending the data ele-
ment digitally signed with the private data processing device
key.

The method may further comprise sending the public data
processing device key.

The method may comprise providing a device identifica-
tion code to the data processing device, and configuring the
data processing device to, in response to receiving an
identification code, compare the identification code to the
device identification code, and successfully complete the
authorization protocol when the identification code matches
the device identification code.

The device identification code may be provided to the
secure portion, and the data processing device may be
configured to perform the comparison in the secure portion.

The authorization protocol may be provided to the secure
portion.

The method may further comprise configuring the data
processing device to when digitally signing the data ele-
ment, register this digital signing, preferably in the secure
portion.

The method may further comprise configuring the data
processing device to change a counter when digitally signing
the data element, wherein the counter preferably is in the
secure portion.

The method may further comprises registering the digital
signing in a log file, wherein the log file preferably is in the
secure portion.

The method may further comprise providing a random
input to the data processing device.

The method may further comprise the data processing
device generating the private data processing device key
and/or the seed using the true random number generator.

The method may also comprise configuring the data
processing device to provide data stored in the secure
portion by means of a cryptographic information exchange
protocol only a limited number of times, wherein the limited
number is preferably 1.

In a fourth aspect, the present invention relates to a
method of generating a backup device, wherein the method
comprises providing a data processing device according as
discussed before, providing a second data processing device
comprising a backup secure portion, and providing the
private data processing device key and/or the seed, the
authorization protocol to the second data processing device
and thereby generating the backup device, and configuring
the backup device to digitally sign a data element with a
private data processing device key in the secure portion in
response to a successful completion of the authorization
protocol.

The method may further comprise providing the device
identification code to the backup secure portion.

The method may comprise providing the device identifi-
cation code to the backup secure portion by the crypto-
graphic information exchange protocol.

The method may further comprise configuring the backup
device to when digitally signing the data element, register
this digital signing, preferably in the backup secure portion.

The method may further comprise configuring the backup
device to change a counter when digitally signing the data
element, wherein the counter is preferably stored in the
backup secure portion.

The method may further comprise configuring the backup
device to register a digital signing in a log file, wherein the
log file is preferably stored in the backup secure portion.

The method may also comprise configuring the backup
device not to provide data stored in the backup secure
portion by means of a cryptographic information exchange
protocol.

In a fifth aspect, the present invention relates to a method,
wherein the method uses the data processing device as
discussed before, wherein the method comprises success-
fully completing the authorization protocol, in response
thereto, the data processing device digitally signing the data
element with a private data processing device key in the
backup secure portion.

The method may comprise signing at least each of N
versions of a data element with a distinct private key
corresponding to one of the M public keys, the data pro-
cessing unit receiving the at least N signed versions of the
data element, and in response thereto, the data processing
unit digitally signing the data element with a private data
processing device key in the secure portion.

In a sixth aspect, the present invention relates to a method,
wherein the method uses the system discussed before,
wherein the method comprises successfully completing the
authorization protocol on the backup device, in response
thereto, the backup device digitally signing the data element
with a private data processing device key in the backup
secure portion.

The method may further comprise signing at least each of
N versions of a data element with a distinct private key
corresponding to one of the M public keys, the backup
device receiving the at least N signed versions of the data
element, and in response thereto, the backup device digitally
signing the data element with a private data processing
device key in the backup secure portion.

The method may further comprise the backup device
verifying the at least N versions of the data element by using
at least N of the M public keys, and digitally signing the data

US 12,739,129 B2

7 8

5

10

15

20

25

30

35

40

45

50

55

60

65



element with the private data processing device key in the
backup secure portion after a successful verification, in
response to receiving the at least N versions of the data
element.

The backup secure portion may comprise the seed, and the
method may further comprise providing a key derivation
parameter to the backup device and the backup secure
portion generating a pair of a private data processing device
key and a public data processing device key based on the key
derivation parameter.

The method may further comprise sending the data ele-
ment digitally signed with the private data processing device
key.

The method may further comprise sending the public data
processing device key.

In a seventh aspect, the present invention relates to a
method for testing a prior use of a data processing device
described above or a prior use of a system described above.
The method comprises the data processing device outputting
data of the counter and/or outputting data of the log file, and
verifying whether there was a prior use of the data process-
ing device by means of the data of the counter and/or the
data of the log file.

This may be beneficial, e.g., in the following situation.
The public data processing device key may be linked to a
digital asset, e.g., an NFT or a unit of a cryptocurrency. It
will thus be understood that the data processing device with
its private data processing device key can be used to transfer
the respective digital asset. However, by means of the
counter or the log file, it may be determined whether such a
transaction occurred. E.g., in case the counter equals zero
and/or the log file does not have an entry indicating a
transaction, this indicates that the data processing device
was not used for a transaction, and (provided that no other
data processing device was used for that) that the digital
asset is still linked to the public data processing device key.

The method may further comprise the data processing
device outputting the factory certificate; and checking an
authenticity of the factory certificate. This may add a further
level of authenticity.

The method may further comprise the data processing
device outputting data of the clone indicator; and assessing
by means of the data of the clone indicator whether another
data processing device with corresponding functionality was
generated. It will be understood that this further adds to the
security of the described method. By means of the clone
indicator, it can be determined whether the data processing
device is a single data processing device or whether there
exists another data processing device (e.g., a backup data
processing device) with corresponding functionality. If the
data processing device is a single data processing device, it
may be sufficient to check the single data processing device
to be certain that a digital asset linked to the public data
processing device key has not been transferred. However, if
there is another data processing device with corresponding
functionality, one may also wish to check for the other data
processing device that it was not used to sign a transaction.

The method may further comprise the data processing
device outputting the public data processing device key.

The method may further comprise verifying whether a
digital asset belongs to the public data processing device
key.

The method may further comprise the data processing
device receiving a test data element, the data processing
device signing the test data element with the data processing
device private key and thus generating a signed test data
element, and the data processing device outputting the

signed test data element. Thus, it may be tested whether the
private data processing device key is functional.

The data processing device signing the test data element
may not lead to a change of the counter. Thus, it may be
possible to test the functionality of the private data process-
ing device key while the counter still indicates, e.g., that the
data processing device was not used to transfer a digital
asset.

Assessing whether another data processing device with
corresponding functionality was generated may yield a
positive result, and the method may further comprise the
backup data processing device outputting data of its counter
and/or outputting data of its log file, and verifying whether
there was a prior use of the backup data processing device
by means of the data of its counter and/or the data of its log
file.

The method may further comprise the backup data pro-
cessing device outputting its factory certificate; and check-
ing an authenticity of the factory certificate of the backup
data processing device.

The method may further comprise the backup data pro-
cessing device outputting data of its clone indicator; and
assessing by means of the data of the clone indicator of the
backup data processing device whether another data pro-
cessing device with corresponding functionality was gener-
ated.

The method may further comprise the backup data pro-
cessing device outputting the public data processing device
key.

The method may further comprise verifying whether the
public data processing device key output by the data pro-
cessing device is identical to the public data processing
device key output by the backup data processing device.

The method may further comprise the backup data pro-
cessing device receiving a testing data element, the backup
data processing device signing the testing data element with
the data processing device private key and thus generating a
signed testing data element, and the backup data processing
device outputting the signed testing data element.

The backup data processing device signing the testing
data element may not lead to a change of the counter of the
backup device.

That is, for the test of the backup data processing device,
considerations corresponding to the one discussed for the
data processing device may apply.

Below, device embodiments will be discussed. These
embodiments are abbreviated by the letter “D” followed by
a number. Whenever reference is herein made to device
embodiments, these embodiments are meant.

D1. A data processing device for performing a digital
signature, wherein the data processing device comprises

a secure portion, wherein the secure portion comprises a
private data processing device key and/or wherein the
secure portion comprises a seed configured to generate
at least one pair of a private data processing device key
and a public data processing device key,

an authorization protocol,
wherein the data processing device is configured to
digitally sign a data element with a private data process-

ing device key in the secure portion in response to a
successful completion of the authorization protocol.

D2. The data processing device according to the preced-
ing embodiment, wherein the data processing device com-
prises

M public keys, wherein M is a natural number,
an N of M scheme, wherein N is a natural number not

exceeding M,
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wherein the successful completion of the authorization

protocol comprises

receiving at least N versions of the data element,

wherein each of the N versions is signed by a distinct

private key corresponding to one of the M public

keys.

D3. The data processing device according to the preced-

ing embodiment,

wherein the secure portion comprises the M public keys.

D4. The data processing device according to any of the 2

preceding embodiments,

wherein the secure portion comprises the N of M scheme.

D5. The data processing device according to any of the 3

preceding embodiments, wherein M is greater than 1.

D6. The data processing device according to the preced-

ing embodiment, wherein N is greater than 1.

D7. The data processing device according to any of the

preceding embodiments, wherein the data processing device

is a card.

D8. The data processing device according to any of the

preceding embodiments, wherein receiving the data element
is also a requirement for digitally signing the data element.

D9. The data processing device according to any of the
preceding embodiments with the features of embodiment
D2,

wherein the data processing device is configured to
in response to receiving the at least N versions of the data

element, verify the at least N versions of the data
element by using at least N of the M public keys, and
to digitally sign the data element with the private data
processing device key in the secure portion after a
successful verification.

D10. The data processing device according to any of the
preceding embodiments, wherein the secure portion com-
prises the seed, and wherein the data processing device is
configured to receive a key derivation parameter and
wherein the secure portion is configured to generate a pair of
a private data processing device key and a public data
processing device key based on the key derivation param-
eter.

D11. The data processing device according to any of the
preceding embodiments, wherein the data processing device
is configured to send the data element digitally signed with
the private data processing device key.

D12. The data processing device according to any of the
preceding embodiments with the features of embodiment
D10, wherein the data processing device is configured to
send the public data processing device key.

D13. The data processing device according to any of the
preceding embodiments, wherein

the data processing device comprises a device identifica-
tion code, and

wherein the successful completion of the authorization
protocol comprises
receiving an identification code and comparing the

identification code to the device identification code.
D14. The data processing device according to the preced-

ing embodiment,
wherein the secure portion comprises the device identi-

fication code and wherein comparing the identification
code to the device identification code is performed in
the secure portion.

D15. The data processing device according to any of the
preceding embodiments,

wherein the secure portion comprises the private data
processing device key, and

wherein the data processing device comprises a public

data processing device key corresponding to the private

data processing device key.

D16. The data processing device according to the preced-

ing embodiment,

wherein the secure portion comprises the public data

processing device key.

D17. The data processing device according to any of the

preceding embodiments, wherein the secure portion com-

prises the authorization protocol.

D18. The data processing device according to any of the

preceding embodiments,

wherein the data processing device is further configured

to,

when digitally signing the data element, register this

digital signing.

D19. The data processing device according to the preced-

ing embodiment, wherein the data processing device is

configured to register this digital signing in the secure

portion.

D20. The data processing device according to any of the
preceding embodiments, wherein the data processing device
is configured to change a counter when digitally signing the
data element.

D21. The data processing device according to the preced-
ing embodiment, wherein the counter is in the secure por-
tion.

D22. The data processing device according to any of the
preceding embodiments and with the features of embodi-
ment D18, wherein the data processing device comprises a
log file configured to register the digital signing.

D23. The data processing device according to the preced-
ing embodiment, wherein the secure portion comprises the
log file.

D24. The data processing device according to any of the
2 preceding embodiments and with the features of embodi-
ment D20, wherein the log file registers the digital signing
along with the counter number.

D25. The data processing device according to any of the
preceding embodiments, wherein the data processing device
comprises a true random number generator, and wherein the
true random number generator is used to generate the private
data processing device key and/or the seed in the data
processing device.

D26. The data processing device according to the preced-
ing embodiment, wherein the true random number generator
is further provided with random input generated outside the
data processing device to generate the private data process-
ing device key and/or the seed.

D27. The data processing device according to any of the
preceding embodiments, wherein the data processing device
is configured to provide data stored in the secure portion by
means of a cryptographic information exchange protocol
only a limited number of times, wherein the limited number
is preferably 1.

D28. The data processing device according to any of the
preceding embodiments with the features of embodiment
D20, wherein the counter is signature type specific.

The counter being signature type specific means that the
data processing device may perform a first type of signatures
that lead to the counter being increased, and a second type
of signatures that do not lead to an increase of the counter.
For example, the differentiation between the types of sig-
natures may be the lengths of the data elements to be signed.
More particularly, e.g., signing a data element exceeding a
certain size (e.g., 40 byte) may lead to an increase of the
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counter, while signing a data element not exceeding this size
may not lead to an increase of the counter.

D29. The data processing device according to any of the
preceding embodiments, wherein the data processing device
comprises a factory certificate.

D30. The data processing device according to any of the
preceding embodiments, wherein the data processing device
comprises a clone indicator, wherein the clone indicator
indicates whether another data processing device with cor-
responding functionality was generated.

D31. The data processing device according to the preced-
ing embodiment, wherein the secure portion comprises the
clone indicator.

Below, system embodiments will be discussed. These
embodiments are abbreviated by the letter “S” followed by
a number. Whenever reference is herein made to system
embodiments, these embodiments are meant.

S1. A system comprising the data processing device
according to any of the preceding device embodiments and
a backup device comprising a backup secure portion,
wherein the backup secure portion comprises

the private data processing device key and/or the seed,
the authorization protocol,
wherein the backup device is configured to
digitally sign a data element with a private data process-

ing device key in the backup secure portion in response
to a successful completion of the authorization proto-
col.

S2. The system according to the preceding embodiment,
wherein the data processing device is according to any of the
preceding device embodiments with the features of embodi-
ments D2, D3, and D4,

wherein the backup secure portion comprises
the M public keys, and
the N of M scheme,

and wherein the successful completion of the authoriza-
tion protocol comprises
receiving at least N versions of the data element,

wherein each of the N versions is signed by a distinct
private key corresponding to one of the M public
keys.

S3. The system according to any of the preceding system
embodiments, wherein the private data processing device
key and/or the seed, and the authorization protocol are
provided to the backup secure portion by a cryptographic
information exchange protocol, preferably by a Diffie-Hell-
mann information exchange protocol, further preferably by
an Elliptic Curve Diffie-Hellman information exchange pro-
tocol.

S4. The system according to the preceding embodiment
and with the features of embodiment S2, wherein the M
public keys, and the N of M scheme are provided to the
backup secure portion by the cryptographic information
exchange protocol.

S5. The system according to any of the preceding embodi-
ments, wherein the data processing device is according to
any of the preceding device embodiments with the features
of embodiment D14, wherein the backup secure portion
comprises the device identification code.

S6. The system according to the preceding embodiment
and with the features of embodiment S3, wherein the device
identification code is provided to the backup secure portion
by the cryptographic information exchange protocol.

S7. The system according to any of the preceding system
embodiments, wherein the data processing device is accord-
ing to embodiment D17, wherein the backup secure portion
comprises the authorization protocol.

S8. The system according to the preceding embodiment
and with the features of embodiment S3, wherein the autho-
rization protocol is provided to the backup secure portion by
the cryptographic information exchange protocol.

S9. The system according to any of the preceding system
embodiments, wherein the backup device comprises the
features described according to any of the preceding device
embodiments.

S10. The system according to any of the preceding
embodiments, wherein the backup device is configured not
to provide data stored in the backup secure portion by means
of a cryptographic information exchange protocol.

Below, method embodiments will be discussed. These
embodiments are abbreviated by the letter “M” followed by
a number. Whenever reference is herein made to method
embodiments, these embodiments are meant.

M1. A method of initializing a data process device,
wherein the method comprises

providing the data processing device, wherein the data
processing device comprises a secure portion, wherein
the secure portion comprises a private data processing
device key and/or wherein the secure portion comprises
a seed configured to generate at least one pair of a
private data processing device key and a public data
processing device key,

providing an authorization protocol to the data processing
device,

configuring the data processing device to
digitally sign a data element with a private data pro-

cessing device key in the secure portion in response
to a successful completion of the authorization pro-
tocol.

M2. The method according to the preceding embodiment,
wherein the method comprises

providing M public keys to the data processing device,
wherein M is a natural number,

providing an N of M scheme to the data processing
device, wherein N is a natural number not exceeding
M,

wherein the successful completion of the authorization
protocol comprises
receiving at least N versions of the data element,

wherein each of the N versions is signed by a distinct
private key corresponding to one of the M public
keys.

M3. The method according to the preceding embodiment,
wherein the M public keys are provided to the secure
portion.

M4. The method according to any of the preceding
method embodiments with the features of embodiment M2,
wherein the N of M scheme is provided to the secure portion.

M5. The method according to any of the preceding
method embodiments with the features of embodiment M2,
wherein M is greater than 1.

M6. The method according to any of the preceding
method embodiments with the features of embodiment M2,
wherein N is greater than 1.

M7. The method according to any of the preceding
method embodiments, wherein the data processing device is
a card.

M8. The method according to any of the preceding
method embodiments, wherein the method further com-
prises the data processing device digitally signing the data
element only when it receives the data element as well.

M9. The method according to any of the preceding
method embodiments with the features of embodiment M2,
wherein the method comprises the data processing device
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verifying the at least N versions of the data element by using
at least N of the M public keys, and digitally signing the data
element with the private data processing device key in the
secure portion after a successful verification, in response to
receiving the at least N versions of the data element.

M10. The method according to any of the preceding
method embodiments, wherein the secure portion comprises
the seed, and wherein the method comprises providing a key
derivation parameter to the data processing device and
wherein the secure portion generates a pair of a private data
processing device key and a public data processing device
key based on the key derivation parameter.

M11. The method according to any of the preceding
method embodiments, wherein the method further com-
prises sending the data element digitally signed with the
private data processing device key.

M12. The method according to the penultimate embodi-
ment, wherein the method further comprises sending the
public data processing device key.

M13. The method according to any of the preceding
method embodiments, wherein the method comprises pro-
viding a device identification code to the data processing
device, and configuring the data processing device to, in
response to receiving an identification code, compare the
identification code to the device identification code, and
successfully complete the authorization protocol when the
identification code matches the device identification code.

M14. The method according to the preceding embodi-
ment, wherein the device identification code is provided to
the secure portion, and wherein the data processing device
is configured to perform the comparison in the secure
portion.

M15. The method according to any of the preceding
method embodiments, wherein the authorization protocol is
provided to the secure portion.

M16. The method according to any of the preceding
method embodiments, wherein the method further com-
prises configuring the data processing device to when digi-
tally signing the data element, register this digital signing,
preferably in the secure portion.

M17. The method according to any of the preceding
method embodiments, wherein the method further com-
prises configuring the data processing device to change a
counter when digitally signing the data element, wherein the
counter preferably is in the secure portion.

M18. The method according to any of the preceding
method embodiments and with the features of embodiment
M16, wherein the method further comprises registering the
digital signing in a log file, wherein the log file preferably is
in the secure portion.

M19. The method according to any of the preceding
method embodiments, wherein the method further com-
prises providing a random input to the data processing
device.

M20. The method according to any of the preceding
method embodiments, wherein the data processing device
has the features of embodiment D25, and wherein the
method further comprises the data processing device gen-
erating the private data processing device key and/or the
seed using the true random number generator.

M21. The method according to any of the preceding
method embodiments, wherein the method comprises

configuring the data processing device to provide data
stored in the secure portion by means of a crypto-
graphic information exchange protocol only a limited
number of times, wherein the limited number is pref-
erably 1.

N1. A method of generating a backup device, wherein the

method comprises

providing a data processing device according to any of the

preceding device embodiments,

providing a second data processing device comprising a

backup secure portion, and

providing the private data processing device key and/or

the seed, the authorization protocol, to the second data

processing device and thereby generating the backup

device, and

configuring the backup device to

digitally sign a data element with a private data pro-

cessing device key in the backup secure portion in

response to a successful completion of the authori-

zation protocol.

N2. The method according to the preceding embodiment,

wherein the private data processing device key and/or the

seed are provided to the backup secure portion by a cryp-

tographic information exchange protocol, preferably by a

Diffie-Hellmann information exchange protocol, further

preferably by an Elliptic Curve Diffie-Hellman information

exchange protocol.

N3. The method according to any of the 2 preceding

embodiments, wherein the provided data processing device

is according to any of the preceding device embodiments

with the features of embodiments D2, D3, and D4,

wherein the method further comprises providing the M

public keys, and the N of M scheme to the second data

processing device, and

configuring the backup data device to digitally sign a data

element with a private data processing device key in the

secure portion in response to

receiving at least N versions of the data element, wherein

each of the N versions is signed by a distinct private

key corresponding to one of the M public keys.

N4. The method according to the preceding embodiment

and with the features of embodiment N2, wherein the M

public keys, and the N of M scheme are provided to the

backup secure portion by the cryptographic information

exchange protocol.

N5. The method according to any of the 4 preceding

embodiments, wherein the provided data processing device

is according to any of the preceding device embodiments

with the features of embodiment D17,

and wherein the method comprises providing the autho-

rization protocol to the backup secure portion.

N6. The method according to the preceding embodiment

and with the features of embodiment N2, wherein the

authorization protocol is provided to the backup secure

portion by the cryptographic information exchange protocol.

N7. The method according to any of the 6 preceding

embodiments, wherein the provided data processing device

is according to any of the preceding device embodiments

with the features of embodiment D14,

and wherein the method comprises providing the device

identification code to the backup secure portion.

N8. The method according to the preceding embodiment

and with the features of embodiment N2, wherein the device

identification code is provided to the backup secure portion

by the cryptographic information exchange protocol.

N9. The method according to any of the preceding 8
embodiments, wherein the provided data processing device
is according to any of the preceding device embodiments
with the features of embodiment D18,
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wherein the method further comprises configuring the
backup device to when digitally signing the data ele-
ment, register this digital signing, preferably in the
backup secure portion.

N10. The method according to any of the preceding 9
embodiments, wherein the provided data processing device
is according to any of the preceding device embodiments
with the features of embodiment D20,

wherein the method further comprises configuring the
backup device to change a counter when digitally
signing the data element, wherein the counter is pref-
erably stored in the backup secure portion.

N11. The method according to any of the preceding 10
embodiments, wherein the provided data processing device
is according to any of the preceding device embodiments
with the features of embodiment D23,

wherein the method further comprises configuring the
backup device to register a digital signing in a log file,
wherein the log file is preferably stored in the backup
secure portion.

N12. The method according to any of the preceding 11
embodiments, wherein the method further comprises

configuring the backup device not to provide data stored
in the backup secure portion by means of a crypto-
graphic information exchange protocol.

O1. A method, wherein the method uses the data process-
ing device according to any of the preceding device embodi-
ments, wherein the method comprises

successfully completing the authorization protocol,
in response thereto, the data processing unit digitally

signing the data element with a private data processing
device key in the secure portion.

O2. The method according to the preceding embodiment,
wherein the method comprises

signing at least each of N versions of a data element with
a distinct private key corresponding to one of the M
public keys,

the data processing unit receiving the at least N signed
versions of the data element.

O3. A method, wherein the method uses the system
according to any of the preceding system embodiments,
wherein the method comprises

successfully completing the authorization protocol on the
backup device,

in response thereto, the backup device digitally signing
the data element with a private data processing device
key in the backup secure portion.

O4. The method according to the preceding embodiment,
wherein the method comprises
signing at least each of N versions of a data element with

a distinct private key corresponding to one of the M
public keys,

the backup device receiving the at least N signed versions
of the data element.

O5. The method according to the preceding embodiment,
wherein the method further comprises

the backup device verifying the at least N versions of the
data element by using at least N of the M public keys,
and digitally signing the data element with the private
data processing device key in the backup secure portion
after a successful verification,

in response to receiving the at least N versions of the data
element.

O6. The method according to any of the 2 preceding
embodiments, wherein the backup secure portion comprises
the seed, and wherein the method further comprises provid-
ing a key derivation parameter to the backup device and

wherein the backup secure portion generates a pair of a

private data processing device key and a public data pro-

cessing device key based on the key derivation parameter.

O7. The method according to any of the 6 preceding

method embodiments, wherein the method further com-

prises sending the data element digitally signed with the

private data processing device key.

O8. The method according to any of the 7 preceding

embodiments, wherein the method further comprises send-

ing the public data processing device key.

Below, testing method embodiments will be discussed.

These embodiments are abbreviated by the letter “T” fol-

lowed by a number. Whenever reference is herein made to

testing method embodiments, these embodiments are meant.

T1. A method for testing a prior use of a data processing

device according to any of the preceding device embodi-

ments or a prior use of a system according to any of the

preceding system embodiments,

wherein the data processing device comprises the features

of embodiment D20 and/or the features of embodiment

D22, wherein the method comprises
the data processing device outputting data of the counter

and/or outputting data of the log file, and
verifying whether there was a prior use of the data

processing device by means of the data of the counter
and/or the data of the log file.

T2. The method according to the preceding embodiment,
wherein the data processing device comprises the features of
embodiment D29, wherein the method further comprises

the data processing device outputting the factory certifi-
cate; and

checking an authenticity of the factory certificate.
T3. The method according to any of the 2 preceding

embodiments, wherein the data processing device comprises
the features of embodiment D30, wherein the method further
comprises

the data processing device outputting data of the clone
indicator; and

assessing by means of the data of the clone indicator
whether another data processing device with corre-
sponding functionality was generated.

T4. The method according to any of the 3 preceding
embodiments, wherein the method further comprises

the data processing device outputting the public data
processing device key.

T5. The method according to the preceding embodiment,
wherein the method further comprises verifying whether a
digital asset belongs to the public data processing device
key.

T6. The method according to any of the 5 preceding
embodiments, wherein the method further comprises

the data processing device receiving a test data element,
the data processing device signing the test data element

with the data processing device private key and thus
generating a signed test data element, and

the data processing device outputting the signed test data
element.

T7. The method according to the preceding embodiment,
wherein the data processing device comprises the features of
embodiment D28,

wherein the data processing device signing the test data
element does not lead to a change of the counter.

T8. The method according to any of the 7 preceding
embodiments with the features of embodiment T3, wherein
the backup device comprises the features of embodiment
D20 and/or the features of embodiment D23,
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wherein assessing whether another data processing device

with corresponding functionality was generated yields

a positive result,

wherein the method further comprises

the backup data processing device outputting data of its

counter and/or outputting data of its log file, and

verifying whether there was a prior use of the backup data

processing device by means of the data of its counter

and/or the data of its log file.

It should be understood that when it is herein stated, that

the backup device comprises the features of embodiment,

e.g., D20, this indicates that the back up device comprises

corresponding features. More particularly, D20 indicates

that the data processing device is configured to change a

counter when digitally signing the data element. The backup

device comprising these features thus means that the backup

device is configured to change a counter when digitally

signing the data element. Corresponding considerations also

apply to other embodiments.

T9. The method according to the preceding embodiment,

wherein the backup data processing device comprises the
features of embodiment D29, wherein the method further
comprises

the backup data processing device outputting its factory
certificate; and

checking an authenticity of the factory certificate of the
backup data processing device.

T10. The method according to any of the 2 preceding
embodiments, wherein the backup data processing device
comprises the features of embodiment D30, wherein the
method further comprises

the backup data processing device outputting data of its
clone indicator; and

assessing by means of the data of the clone indicator of
the backup data processing device whether another data
processing device with corresponding functionality
was generated.

T11. The method according to any of the 3 preceding
embodiments, wherein the method further comprises

the backup data processing device outputting the public
data processing device key.

T12. The method according to the preceding embodiment
and with the features of embodiment T3, wherein the
method further comprises

verifying whether the public data processing device key
output by the data processing device is identical to the
public data processing device key output by the backup
data processing device.

T13. The method according to any of the 5 preceding
embodiments, wherein the method further comprises

the backup data processing device receiving a testing data
element,

the backup data processing device signing the testing data
element with the data processing device private key and
thus generating a signed testing data element, and

the backup data processing device outputting the signed
testing data element.

T14. The method according to the preceding embodiment,
wherein the backup data processing device comprises the
features of embodiment D28,

wherein the backup data processing device signing the
testing data element does not lead to a change of the
counter of the backup device.

T15. The method according to any of embodiments T1 to
T14, wherein the method is a computer implemented
method.

Embodiments of the present technology will now be
described with reference to the accompanying figures.

FIG. 1 depicts an initialization of a data processing device
with M public keys, an N of M scheme, and a private and
public data processing device key;

FIG. 2 depicts signing of N versions of a data element
using N distinct private keys corresponding to the N public
keys;

FIG. 3 depicts the data processing device verifying the N
signed elements;

FIG. 4 depicts the data processing device digitally signing
the data element using the private data processing device
key;

FIG. 5 depicts a data processing device according to
another embodiment of the present technology;

FIG. 6 depicts the data processing device of FIG. 5
digitally signing a data element using the private data
processing device key upon successful completion of an
authorization protocol;

FIG. 7 depicts the data processing device further com-
prising a log file of digital signings and a counter; and

FIGS. 8 and 9 depict a method to test whether a data
processing device has already been used to sign a data
element.

FIG. 1 depicts one embodiment of a system 10 of the
present technology, where there are M pairs of public keys
101, 102, 10M and private keys 121, 122, ( . . . ) 12M. In
particular, in embodiment 10, M is 3. Each pair of public and
private key may be associated with a user or owner 141,
142, . . . 14M. Thus, in the example depicted in FIG. 1, there
are 3 pairs of public keys and private keys.

More particularly, there may be keys 101 and 121 forming
a first key pair, keys 102 and 122 forming a second key pair
and keys 10M, 12M forming a third key pair. For example,
each of these key pairs may be associated with a first
functionality, e.g., they may be associated with a smart
contract and/or blockchain relating to Ethereum. In the
depicted embodiments, a key filled with black color indi-
cates a private key (see, e.g., keys 121, 122, 12M, and 321)
and a “white” key indicates a public key (see, e.g., keys 101,
102, 10M, and 301).

Furthermore, in the discussed system 10, a data process-
ing device 800 is provided. For example, the data processing
device may be a card. The data processing device comprises
a secure portion 300. In the depicted embodiment, all the
discussed functionalities are realized in the secure portion
300, which is why the secure portion 300 substantially
coincides with the data processing device 800. However, it
should be understood that it is also possible that at least
some functionalities of the data processing device 800 are
realized outside of the secure portion 300.

FIG. 1 depicts a first step, wherein the data processing
device 800 may be initialized. The initialization may com-
prise providing the M public keys 101, 102, ( . . . ) 10M of
the described key pairs to the data processing device 800,
and providing a number N, wherein N is not greater than M,
to the data processing device. This scheme is depicted by the
label 200 in FIG. 1. In embodiments, the scheme 200 may
be provided in the secure portion 300 of the data processing
device 800.

For example, where M is 3, N may be 2. N indicates the
number of signatures by the key pairs 101, 121, 102,
122, ( . . . ) 10M, 12M necessary to access functionalities of
the data processing device 800. As may be appreciated by a
person skilled in the art, N and M are both natural numbers,
and N may not exceed M. Furthermore, it may be advanta-
geous to have N greater than 1.
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After initialization, the data processing device 800 may be

used to perform a signature functionality.

As a mere example, it will be described how the data

processing device can be used to perform a signature of a

Bitcoin transaction. To sign such a transaction, again a pair

of a private key 321 and a public key 301 may be used.

This key pair is present on the data processing device 800.

More particularly, the private key 321 and optionally also

the public key 301 is present in the secure portion 300 of the

data processing device 800. Alternatively, the secure portion

300 may only comprise the private key 321 and no corre-

sponding public key 301 (not shown). The private key 321

may not be extracted from the secure portion 300. The public

key 301 may, on the other hand, be extracted from the secure

portion 300 once functionalities of the data processing

device 800 are enabled.

FIG. 2 depicts a second step of the method, that may

comprise digitally signing each of a plurality of versions of

the data element 500 with one each of a plurality of the

private keys 121, 122, ( . . . ) 12M and providing the plurality

of signed versions of the data element 500 to the data
processing device 800. Preferably, the plurality of signed
versions of the data element 500 may be provided to the
secure portion 300 of the data processing device 800.
Further preferably, the data element 500 may be a hash
relating to a transaction, for example, a Bitcoin transaction.
Providing a hash may have the advantage that its length (in
terms of bits) is fixed.

As described above, for the embodiment depicted in FIG.
2, functionalities of the data processing device 800 may only
be enabled when a defined number N of signatures (in the
example: 2) is provided to the data processing device 800.
More particularly, to enable functionalities, the data element
500 (e.g., the hash of the Bitcoin transaction) may be
provided to the secure portion 300 of the data processing
device 800, and at least N versions of the data element 500
digitally signed with different of the private keys 121, 122,
( . . . ) 12M.

For example, the data element 500 (which will be called
“data”), a version of the data element signed with key 121
(which is labelled 501) and a version of the data element
signed with 122 (which is labeled 502) can be provided to
the secure portion 300 of the data processing device 800.
This is depicted in FIG. 2, where a subset N of M is chosen
which in this case is a subset 2 of 3. The chosen subset of
private keys 121, 122, ( . . . ) 12M, which in this case is 121
and 122 are used to digitally sign copies of the data element
500. The signed copies are labelled 501 and 502 in FIG. 2.
As described above, the digitally signed data elements 501
and 502 may correspond to one blockchain, for example
Ethereum (depicted with a 6-sided star).

FIG. 3 depicts a further step, that may be called a
verification step, according to one embodiment of the pres-
ent technology, wherein the digitally signed elements 501
and 502 are provided to the secure portion 300 of the data
processing device 800. The data element 500 may also be
provided to the secure portion 300 in this step. In the secure
portion 300 of the data processing device 800, the signed
versions 501 and 502 can be verified by using the public
keys 101 and 102 and the data element 500.

When the correspondingly verified data elements 501,
502 correspond to the data element 500, this is indicative of
2 owners (namely the owners of keys 121 and 122) having
agreed to enable the functionalities of the data processing
device 800. In line with the N out of M agreement scheme
200 described above, this may trigger functionalities of the

data processing device 800 and more particularly of the

secure portion 300 of the data processing device 800.

FIG. 4 depicts a further step, that may be called a signing

step. Once verification of the signed elements 501, 502 is

completed, in response thereto, the secure portion 300 of the

data processing device 800 may sign the data element 500

with its private key 321 to thereby generate a signed data

element 600.

As described in the above example, this signed data

element 600 is signed with a private key 321 of the Bitcoin

network (depicted by a 7-sided star), and can be verified by

the respective public key 301, which may also be extracted

from the data processing device 800.

In embodiments, the key pair 301, 321 may be generated

in the secure portion 300 of the data processing device 800.

For example, the secure element 300 may have a random

source of entropy to generate a seed, which may also be

referred to as a pseudo random seed. Based on this seed,

which may also be referred to as the private master key, a

plurality of key pairs 301, 321 ( . . . ), 30S, 32S can be

derived by a key derivation function. A key derivation
parameter may then be additionally supplied to the secure
portion 300 of the data processing device 800 to generate a
particular set of keys.

The secure portion 300 may comprise computational
processing means. For example, the secure portion 300 of
the data processing device 800 may comprise a tamperproof
secure microcontroller, such as, a NXP SmartMX secure
microcontroller family, e.g., the NXP SmartMX3 P71D321.
The use of secure microcontrollers may be particularly
advantageous for increasing the security of transactions (i.e.,
data communications) between the secure portion 300 and
an external device (for e.g., when sending out the signed
data element 600 or the public key 301) or an unsecure
portion of the data processing device 800 (for e.g., when
receiving the signed elements 501 or 502). A secure micro-
controller may facilitate hiding the private key 321 even in
case of malware presence. Further, the secure microcon-
troller may be configured to mitigate side channel attack to
discover the private key 321, may be sandboxed from the
rest of the data processing device 800, and may be brute
force resistant (e.g., self-destroys after a limited number of
failed verifications).

Preferably, the secure portion 300 may provide hardware
and software protection for maintaining the secrecy of the
private key 321 (and any other data that may be stored in the
secure portion 300). The secure portion 300 may comprise
one or more secure microcontrollers and one or more secure
memory components. Further, the data processing device
800 may comprise further components external to the secure
portion 300. These can for example be, a general processor,
general microcontroller, general memory devices and I/O
interfaces. Said components may facilitate receiving and
sending data to/from an external device or storing data such
as the public keys 101, 102, ( . . . ) 10M.

It will be appreciated that the technology described above
allows inter blockchain operability. More particularly, the
users can use their key pairs of a first blockchain network
(e.g., the Ethereum network in the above example) to
authorize transactions in a second blockchain network (in
the above example, in the Bitcoin network). By requiring at
least N of M signatures to verify a transaction, it may help
decentralize the method of digitally signing inter blockchain
transactions. Further, by keeping the private (master) key
321 in a secure portion that may never be accessed by an
external device, it may allow the method to also be trustless.
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In the embodiment 10 described above, it will be under-

stood that only the data processing device 800, and more

particularly the secure portion 300 thereof, comprises the

private key 321, which may thus never be visible.

Thus, when only the above discussed data processing

device 800 is provided, and the private key 321 is required,

this requires the use of the discussed data processing device

800. However, in case the data processing device 800 is lost

or damaged, in the embodiment described above, there is no

means of performing such a functionality. This may have

severe consequences, e.g., in case the private key 321 is

necessary to access, e.g., a Bitcoin account.

To overcome such problems, embodiments of the present

technology also relate to “cloning” the data processing

device 800 and more particularly the secure portion 300

thereof.

In such embodiments, the secure portion 300 of the data

processing device 800 comprises the M public keys 101, 102

( . . . ), 10M, the rule 200 relating to the N of M accessing

scheme, and the private key 321 with or without its public

key 301, or alternatively a seed, the so-called pseudo ran-
dom seed or private master key.

This information may be cloned to another data process-
ing device 800b, which will be referred to as a backup
device. More particularly, it may be cloned to a secure
portion 300b of the backup device 800b. In this regard, it is
noted that the information may only be transferred to the
secure portion of the backup device 800b, without being
visible in the open.

More particularly, an information exchange protocol,
such as the Diffie-Hellmann exchange protocol, more par-
ticularly the Elliptic Curve Diffie-Hellmann exchange pro-
tocol may be used to clone the information from the secure
portion 300 in the data processing device 800 to the secure
portion 300b in the backup device 800b.

The information exchange protocol may only allow all
data described above, i.e., the M public keys 101, ( . . . ),
10M, the rule 200 relating to the N of M accessing scheme,
and the seed to be exchanged together, but may prohibit that
only a part of the data is exchanged (without the other data).

If, for example, the protocol would allow that only the
seed and the public keys 101, ( . . . ), 10M be transferred
(without requiring transfer of the rule 200 relating to the N
of M accessing scheme), another accessing scheme could be
implemented on the backup device 800b. For example, in
such a scenario, a 1 of M accessing scheme could be
implemented, which would allow a single user to enable the
functionalities of the backup device 800b, which would be
detrimental to safety.

Both the original data processing device 800 and the
backup device 800b may be originally implemented with a
shared secret (which may also be referred to as shared
encryption secret, shared signature secret or factory shared
secret). This may prevent an emulated card to simulate the
backup device 800b, and it may thus be prevented that an
emulated card can extract information (e.g., the seed or a
hidden key) from the secure portion 300 of the data pro-
cessing device 800.

To validate the data exchange protocol, the original data
processing device 800 and the backup device 800b may
exchange a signature of each other’s content (or a hash
thereof), and the exactitude of the exchanged information
may then be validated. In particular, the backup device 800b
may be implemented to only enable its functionality if the
exactitude of information compared to the original data
processing device 800 has been validated.

Thus, the backup device 800b may be an exact clone of
the data processing device 800, such that also the backup
device 800b can be used, e.g., in case the data processing
device 800 is lost or damaged.

Typically, when sending a data element 500 to be signed
to the data processing device 800 (or to the backup device),
a key derivation parameter may also be sent together with
the data element 500. For example, the key derivation
parameter may be “use the third key pair generated by the
seed”. Thus, by having the identical information stored in
the secure portion 300b (and by means of the key derivation
parameter), the original data processing device 800 and the
backup device 800b would return the same signature if
provided with the same request.

In the above, particular embodiments of the present
technology have been described with reference to FIGS. 1 to
4. However, it should be understood that these embodiments
were merely exemplary and should not limit the scope of the
present invention. For example, while in the above, an
authorization protocol employing an N of M scheme and
using M public keys was described, this authorization pro-
tocol was a mere example and also other authorization
protocols can be used, as will be discussed below in con-
junction with FIGS. 4 and 5.

FIG. 5 depicts another exemplary data processing device
800 according to embodiments of the present technology.
Again, the data processing device 800 may be a card. The
data processing device 800 comprises a secure portion 300.

Similar to the data processing device 800 discussed
above, the data processing device 800 comprises a pair of a
private data processing device key 321 and a public data
processing device key 301 in the secure portion 300. Fur-
thermore, the secure portion 300 also comprises an autho-
rization protocol 250. The authorization protocol 250 stores
data and/or instructions relating to authorizing a function-
ality of the secure portion 300 and in particular a signing
functionality in the secure portion 300.

In the embodiments discussed before, the authorization
protocol 250 included the N of M scheme 200 and the
private keys 101 to 10M.

However, the authorization protocol 250 may also be
realized differently. For example, in the embodiment
depicted in FIG. 5, the authorization protocol 250 may
include a device identification code (which may also be
referred to as a device PIN). For example, the device
identification code may be an alphanumerical string.

With regard to FIG. 6, similar to the embodiments dis-
cussed above, a data element 500 may again be provided to
the data processing device 10 and more particularly to the
secure portion 300 thereof. However, in the embodiments of
FIGS. 5 and 6, a signing of the data element 500 may be
triggered by a user entering an identification code 700 (e.g.,
a PIN).

Once this identification code 700 has been entered,
assessed in the secure portion 300. More particularly, it is
compared to the device identification code. If the two match,
this indicates a successful authorization, i.e., a successful
completion of the authorization protocol.

In response thereto, the data element 500 is signed by
means of the private key 321, and thus a signed data element
600 is generated, which can then be output.

Furthermore, additional functionalities may be realized in
the data processing device 800, and more particularly in the
secure portion 300 thereof, as depicted in FIG. 7. It should
be understood that the functionality discussed in conjunction
with FIG. 7 is independent on the exact realization of the
authorization protocol 250. For example, it may be used
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with an authorization protocol using an N of M scheme 200

and M public keys 101 to 10M as discussed above in

conjunction with FIGS. 1 to 4, but also in conjunction with

the authorization protocol 250 based on a device identifica-

tion code as discussed in conjunction with FIGS. 5 and 6.

According to one potential additional functionality, a log

file 920 for digital signatures is provided. The log file 920

may also be referred to as signature database or register. In

the register, whenever a digital signature is performed by the

device, details of this digital signature (e.g., the signed

hashes) are stored, i.e., registered in the log file 920.

Additionally, or alternatively, the secure portion 300 may

comprise a counter 940. This counter may be changed (and

more particularly increased by 1) whenever a digital signa-

ture is performed by means of the data processing device

800. The log file may additionally record the number on the

counter with details of each digital signature recorded.

That is, in embodiments of the present technology, trans-

action logging and counters can be used. That is, the

following functionality can be added to the data processing

device 800 (e.g., the card): the data processing device can,
e.g., register all the last 100 signed hashes. This opens up the
possibility to verify the use of the card in the future.

Thus, it can be verified if and how the data processing
device 800 was used. In particular, unintended use or
hacking can also be documented, thereby increasing the
security of the data processing device 800. More particu-
larly, proof can be established that the card was not used for
a specific transaction.

Furthermore, also a signature counter 940 can be imple-
mented. This may be a simple way of storing and docu-
mented if and how often the data processing device 800 has
been used.

For example, the transaction logging mechanism and/or
counter mechanism of signed transactions to prove the past
use of the hidden key, may also be applied in case of
providing an insurance contract by an insurance company in
case of the unlikely use of the “ever hidden” key by, e.g.,
side channel attack on the chip. For the insurance to cover
a damage, the chip would have to be provided to be able to
check the past transactions. By means of the transaction
logger 920 and/or counter 940, it can thus be proven that the
chip was not used to sign, such that an insurance may cover
a potential damage.

Such functionalities may be of particular interest for non
fungible tokens (“NFT”). For example, consider that a data
processing device 800 and a corresponding backup device
have been generated, and both of them have the respective
data processing device private key 321 stored in their secure
portion 300, wherein this data processing device private key
321 can be used to sign a data element to indicate (or
transfer) ownership of an NFT.

In such a case, if both the data processing device and the
backup device have a signature counter equaling 0, one can
be confident that the NFT is still linked to the data process-
ing device and no transaction of it has been performed by
means of the data processing device. Without such a counter
and register, it would be possible to receive the data pro-
cessing device and the backup device, but a malicious agent
may have used one of the data processing devices before
transfer of ownership of the devices to generate a signed data
element (indicative of a transaction of the NFT), and then
publish this data element (i.e., finalize the transaction) later,
such that the NFT would no longer be linked to the data
processing device and the backup device. This is not pos-
sible if a register 920 and/or a counter 940 is provided in the

secure portion 300 of the data processing device 800, such
that these embodiments add to the security of the data
processing device 800.

As described above for one embodiment of the data
processing device 800 depicted in FIG. 1, a backup device
800b may also be provided for the data processing device
800 according to the embodiments depicted in FIGS. 5 to 7.

More particularly, the backup device 800b may be a clone
of the data processing device 800 according to any of the
embodiments described above. For example, in the embodi-
ment depicted in FIG. 5, where the data processing device
800 comprises a secure portion 300 and an authorization
protocol 250 and a pair of a public data processing device
key 301 and private data processing device key 321 in the
secure portion 300, the backup device 800b may also
comprise a backup secure portion 300b and a backup
authorization protocol 250b and a pair of public data pro-
cessing device key 301b and private data processing device
key 321b in the backup secure portion 300b.

Additionally, the backup device 300b may comprises
features of the embodiment depicted in FIG. 7, where the
backup device 300b may comprise a backup secure portion
300b with an authorization protocol 250b according to any
of the embodiments depicted in FIG. 1 or FIG. 5, and a
backup log file 920b and a backup counter 940b may be
further provided in the backup secure portion 300b.

The backup device 800b may be generated from the data
processing device 800 by using a secure information
exchange protocol, such that no information is visible in the
open. For example, information may be exchanged using a
protocol such as the Diffie-Hellmann exchange protocol, or
more particularly the Elliptic Curve Diffie-Hellmann
exchange protocol.

The information exchange protocol may further only
allow all of the data comprised by the data processing device
800, for example the authorization protocol 250 and the pair
of private and public data processing device keys 301, 321
to be exchanged, but may prohibit exchange of only a part
of the data (without the other data).

In the above, it has already been described that embodi-
ments of the present technology can be used to verify
whether the data processing device 800 has already been
used to sign a transaction. This will further be described with
reference to FIGS. 8 and 9.

FIG. 8 again depicts the data processing device 800, e.g.,
smart card, and it will be understood that like reference
numerals in this Figure denote like features as discussed
with reference to the other figures.

As discussed, the data processing device 800 comprises a
secure portion 300, and the secure portion 300 comprises a
public data processing device key 301 and a private data
processing device key 321. The secure portion 300 may
further comprise an authorization protocol 250 as discussed,
as well as a log file 920 and a counter 940.

Furthermore, the secure portion 300 also comprises a
clone or backup indication 960. This clone indication 960
indicates whether another data processing device with cor-
responding functionality was generated. For example, it
indicates whether a backup device of the data processing
device 800 has been generated, i.e., whether the data pro-
cessing device 800 has been “cloned”.

It will be understood that in case a backup device of a data
processing device 800 has been generated, the clone indi-
cator will be positive for both the data processing device 800
and the backup data processing device. Furthermore, the
clone indicator may also indicate the relation of the respec-
tive device with its clone. That is, in the above described
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case, the clone indicator for the data processing device 800
may indicate that a clone of the data processing device 800
was generated, i.e., that the data processing device is the
“parent” in this relationship, and the clone indicator of the
backup data processing device may indicate that it is the
“child” in this relationship.

Further still, the data processing device 800 may also
comprise a factory certificate 980, i.e., a certificate provided
to the card 800 at its generation and/or initialization.

As an example for the functionality, it will be understood
that the data processing device 800 and particularly the
private data processing device key 321 may, e.g., indicate
ownership of an NFT. Further, the data processing device
800 can also be used to transfer ownership of the NFT, when
signing a respective transaction by means of the private data
processing device key 321.

Thus, it may be of interest to be able to determine whether
the data processing device 321 has already been used, or
whether it has not yet been used to sign a respective
transaction. In case it is determined that it has not been used,
this indicates that the NFT is still linked to the data pro-
cessing device 321.

For example, the counter 940 may be used for this
determination. In particular, it should be understood that the
counter 940 may be signature type specific. That is, the
counter 940 may only increase by 1 in case of specific
signatures of the private data processing device key 321, but
may not increase in case of other signatures. For example,
consider that a certain blockchain requires transactions to be
of a certain size, e.g., 42 byte. The counter may then increase
if a data element of this size is signed, but not in case a data
element of a smaller size, e.g., 8, 10, or 12 byte is signed.

A verification of the data processing device 800 may
comprise different steps, as depicted in FIGS. 8 and 9.
According to a step (A), the factory certificate 980 may be
output and it may be checked whether the certificate 980 is
authentic, i.e., signed with a correct key.

Furthermore, according to step (B), the clone indication
960 may be output, i.e., it may be determined whether the
data processing device 800 is a single data processing device
800 or whether a backup of this device exists.

According to step (C), the public data processing device
key 321 may be output.

With reference to FIG. 9, in a step (D), it may be
determined whether the private data processing device key
321 is functional, i.e., whether it can sign a test data element
990. More particularly, the test data element 990 can be
provided to the secure portion 300 and it can be signed here
by means of the private data processing device key 321 to
generate a signed test data element 992, which can then be
output. In the above, it has been described that the counter
940 may be signature type specific. This is particularly used
in step (D). In this regard, it is noted that the test data
element 990 is of such a type (e.g., size) that the signature
in step (D) will not lead to an increase of the counter 940.
Overall, step (D) thus allows checking the functionality of
the private data processing device key 321 without this
leading to an increase in the counter 940.

In a step (E), the log file 920 and/or the counter 940 are
read out, and it is thus checked whether the data processing
device 800 has been used for a signature. For example, in
case the counter is at 0 and/or the log file indicates that no
signature has been performed, this indicates that the data
processing device 800 has not been used for a signature. If,
conversely, the counter is not at 0 (e.g., at 1) and/or there is
a signature stored in the log file, this indicates that the data
processing device 800 has been used for a signature.

In a further step (F) (not depicted), it may be checked by
means of the public data processing device key 301 output
in step (C) whether a digital asset belongs to the public data
processing device key 301. If this step is successful, this
indicates that the corresponding private data processing
device key 321 can in fact be used to sign a transaction to
shift ownership of the NFT.

In the above, it has in particular been described that in step
(B), the clone indication 960 is output.

If this output indicates that data processing device 800 has
not been cloned, i.e., that the data processing device 800 is
a single data processing device without a clone, the above
described method may be complete.

However, in case this output indicates that the data
processing device 800 has been cloned, at least some of the
steps (A) to (E) may also be performed for the clone, i.e., for
the backup data processing device corresponding to the data
processing device 800.

In particular, the step (E) may also be performed for the
backup data processing device, which will also just be
referred to as backup in the below for sake of simplicity.
That is, also for the backup, the log file 920 and/or counter
940 may be read out. In case the log file 920 is empty and/or
the counter 940 of the backup is 0 (and this also applies to
the data processing device 800), this indicates that neither
the data processing device 800 nor the backup have been
used for a signature, e.g., to transfer ownership of an NFT.

Furthermore, also any one of steps (A), (B), (C), and/or
(D), i.e., any one of the step relating to outputting and
checking the authenticity of the certificate (step A), the step
of checking the clone status (B), the step of checking
outputting the public key (C) and/or the check of the
functionality of the private key by means of a test data
element (D) may be performed for the backup data process-
ing device.

Furthermore, for the backup data processing device, the
step (F) may be omitted. Instead, the public data processing
device key output by the backup data processing device may
be compared to the public data processing device key output
by the data processing device 800.

Overall, the method described with reference to FIGS. 8
and 9 thus provide an approach to determine whether the
data processing device 800 has been used for particular
signatures, and thus to indicate whether a transaction of a
data element of interest associated therewith (e.g., a block in
a blockchain indicating ownership of an NFT) has been
performed.

If this test is negative, this indicates that the data pro-
cessing device 800 (together with the backup data process-
ing device in case of a cloned data processing device 800)
indicates ownership of the NFT.

While in the above, it has been described that embodi-
ments of the present technology can be used to verify that a
data processing device 800 (and optionally its backup) have
not been used to sign a transaction relating to a data block
indicating ownership of an NFT, the skilled person will
understand that this is only exemplary and that the embodi-
ments of the present invention are not limited to NFTs.

Instead, embodiments of the present technology can also
be used to fungible tokens, e.g., for prepaid card applica-
tions.

Again, also in such a scenario, the method described with
reference to FIGS. 8 and 9 may be used to verify that the data
processing device 800 (and optionally its clone) have not
been used for signatures, to thus verify that the data pro-
cessing device 800 (and optionally its backup) is/are still
associated with the ownership of the respective data blocks.
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Whenever steps were recited in the above or also in the
appended claims, it should be noted that the order in which
the steps are recited in this text may be accidental. That is,
unless otherwise specified or unless clear to the skilled
person, the order in which steps are recited may be acci-
dental. That is, when the present document states, e.g., that
a method comprises steps (A) and (B), this does not neces-
sarily mean that step (A) precedes step (B), but it is also
possible that step (A) is performed (at least partly) simul-
taneously with step (B) or that step (B) precedes step (A).
Furthermore, when a step (X) is said to precede another step
(Z), this does not imply that there is no step between steps
(X) and (Z). That is, step (X) preceding step (Z) encom-
passes the situation that step (X) is performed directly before
step (Z), but also the situation that (X) is performed before
one or more steps (Y1), . . . , followed by step (Z).
Corresponding considerations apply when terms like “after”
or “before” are used.

While in the above, preferred embodiments have been
described with reference to the accompanying drawings, the
skilled person will understand that these embodiments were
provided for illustrative purpose only and should by no
means be construed to limit the scope of the present inven-
tion, which is defined by the claims.

The invention claimed is:
1. A data processing device for performing a digital

signature, wherein the data processing device comprises:
a secure portion, wherein the secure portion comprises:

a private data processing device key, and/or
a seed configured to generate at least one pair of the

private data processing device key and a public data
processing device key;

wherein the secure portion further comprises M public
keys, wherein M is a natural number greater than 1;

an N of M scheme, wherein N is a natural number not
exceeding M; and

an authorization protocol;
wherein the data processing device is configured to:

digitally sign a data element with the private data
processing device key in the secure portion in
response to a successful completion of the authori-
zation protocol, wherein the authorization protocol
comprises:
receiving the data element;
receiving at least N versions of the data element,

wherein each of the N versions is signed by a
distinct private key corresponding to one of the M
public keys; and

in response to receiving the at least N versions of the
data element, verifying the at least N versions of
the data element by using at least N of the M
public keys; and

send the data element digitally signed with the private
data processing device key.

2. The data processing device according to claim 1,
wherein the secure portion comprises the N of M scheme.

3. The data processing device according to claim 1,
wherein the secure portion comprises the seed, and wherein
the data processing device is configured to receive a key
derivation parameter and wherein the secure portion is
configured to generate the pair of the private data processing
device key and the public data processing device key based
on the key derivation parameter.

4. The data processing device according to claim 3,
wherein the data processing device is configured to send the
public data processing device key.

5. The data processing device according to claim 1,

wherein:

the secure portion comprises the authorization protocol;

the data processing device comprises a device identifica-

tion code; and

the successful completion of the authorization protocol

comprises receiving an identification code and com-

paring the identification code to the device identifica-

tion code.

6. The data processing device according to claim 1,

wherein the data processing device is further configured to,

when digitally signing the data element, register the digital

signing, and wherein the data processing device comprises

a log file configured to register the digital signing.

7. The data processing device according to claim 1,

wherein the data processing device is configured to change

a counter when digitally signing the data element, wherein

the counter is signature type specific.

8. The data processing device according to claim 1,

wherein the data processing device is a card.

9. The data processing device according to claim 1,
wherein the data processing device comprises a clone indi-
cator, wherein the clone indicator indicates whether another
data processing device with corresponding functionality was
generated.

10. A method of initializing a data processing device,
wherein the method comprises:

providing the data processing device, wherein the data
processing device comprises a secure portion, wherein
the secure portion comprises:
a private data processing device key, and/or
a seed configured to generate at least one pair of the

private data processing device key and a public data
processing device key;

providing an authorization protocol to the data processing
device;

providing M public keys to the secure portion of the data
processing device, wherein M is a natural number
greater than 1;

providing an N of M scheme to the data processing
device, wherein N is a natural number not exceeding
M;

configuring the data processing device to digitally sign a
data element with a private data processing device key
in the secure portion in response to a successful
completion of the authorization protocol, wherein the
successful completion of the authorization protocol
comprises:
receiving the data element;
receiving at least N versions of the data element,

wherein each of the N versions is signed by a distinct
private key corresponding to one of the M public
keys; and

verifying, in response to receiving the at least N ver-
sions of the data element, the at least N versions of
the data element by using at least N of the M public
keys; and

sending the data element digitally signed with the private
data processing device key.

11. A system comprising:
a data processing device comprising:

a secure portion, wherein the secure portion comprises:
a private data processing device key, and/or
a seed configured to generate at least one pair of the

private data processing device key and a public
data processing device key;
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wherein the secure portion further comprises M public
keys, wherein M is a natural number greater than 1;

an N of M scheme, wherein N is a natural number not
exceeding M; and

an authorization protocol;
wherein the data processing device is configured to:

digitally sign a data element with the private data
processing device key in the secure portion in
response to a successful completion of the autho-
rization protocol, wherein the authorization pro-
tocol comprises:
receiving the data element;
receiving at least N versions of the data element,

wherein each of the N versions is signed by a
distinct private key corresponding to one of the
M public keys; and

in response to receiving the at least N versions of
the data element, verifying the at least N ver-
sions of the data element by using at least N of
the M public keys; and

send the data element digitally signed with the
private data processing device key; and

a backup device comprising a backup secure portion,
wherein the backup secure portion comprises:
the private data processing device key and/or the seed;

and
the authorization protocol;
wherein the backup device is configured to digitally

sign the data element with the private data process-
ing device key in the backup secure portion in
response to the successful completion of the autho-
rization protocol.

12. The system according to claim 11, wherein the private
data processing device key and/or the seed, and the autho-
rization protocol are provided to the backup secure portion
by a cryptographic information exchange protocol.

13. A method of generating a backup device, wherein the
method comprises:

providing a data processing device, wherein the data
processing device comprises:
a secure portion, wherein the secure portion comprises:

a private data processing device key, and/or
a seed configured to generate at least one pair of the

private data processing device key and a public
data processing device key;

wherein the secure portion further comprises M public
keys, wherein M is a natural number greater than 1;

an N of M scheme, wherein N is a natural number not
exceeding M; and

an authorization protocol;
wherein the data processing device is configured to:

digitally sign a data element with a private data
processing device key in the secure portion in
response to a successful completion of the autho-
rization protocol, wherein the authorization pro-
tocol comprises:
receiving the data element;
receiving at least N versions of the data element,

wherein each of the N versions is signed by a
distinct private key corresponding to one of the
M public keys; and

in response to receiving the at least N versions of
the data element, verifying the at least N ver-
sions of the data element by using at least N of
the M public keys; and

send the data element digitally signed with the
private data processing device key;

providing a second data processing device comprising a
backup secure portion;

providing the private data processing device key and/or
the seed, the M public keys, the N of M scheme, and the
authorization protocol, to the second data processing
device and thereby generating the backup device; and

configuring the backup device to digitally sign the data
element with the private data processing device key in
the backup secure portion in response to the successful
completion of the authorization protocol.

14. A method for testing a prior use of a data processing
device comprising:

a secure portion, wherein the secure portion comprises:
a private data processing device key, and/or
a seed configured to generate at least one pair of the

private data processing device key and a public data
processing device key;

wherein the secure portion further comprises M public
keys, wherein M is a natural number greater than 1;

an N of M scheme, wherein N is a natural number not
exceeding M; and

an authorization protocol;
wherein the data processing device is configured to:

digitally sign a data element with a private data pro-
cessing device key in the secure portion in response
to a successful completion of the authorization pro-
tocol, wherein the authorization protocol comprises:
receiving the data element;
receiving at least N versions of the data element,

wherein each of the N versions is signed by a
distinct private key corresponding to one of the M
public keys; and

in response to receiving the at least N versions of the
data element, verifying the at least N versions of
the data element by using at least N of the M
public keys;

send the data element digitally signed with the private
data processing device key; and

when digitally signing the data element:
register the digital signing, and wherein the data

processing device comprises a log file configured
to register the digital signing; and/or

change a counter, wherein the counter is signature
type specific;

wherein the method comprises:
the data processing device outputting data of the coun-

ter and/or outputting data of the log file; and
verifying whether there was the prior use of the data

processing device by means of the data of the
counter and/or the data of the log file.

15. The method according to claim 14, wherein:
the data processing device comprises a clone indicator,

wherein the clone indicator indicates whether another
data processing device with corresponding functional-
ity was generated; and

the method further comprises:
the data processing device outputting data of the clone

indicator; and
assessing, by means of the data of the clone indicator,

whether another data processing device with corre-
sponding functionality was generated.

16. The method according to claim 14, wherein the
method further comprises:

the data processing device receiving a test data element;
the data processing device signing the test data element

with the data processing device private key and thus
generating a signed test data element; and
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the data processing device outputting the signed test data
element;

wherein the data processing device signing the test data
element does not lead to a change of the counter.

17. The method according to claim 14, wherein:
a backup data processing device is configured to change

a backup counter when digitally signing the data ele-
ment; and/or wherein the backup device is further
configured to, when digitally signing the data element,
register the digital signing, wherein the backup data
processing device comprises a backup log file config-
ured to register the digital signing;

assessing whether another data processing device with
corresponding functionality was generated yields a
positive result; and

the method further comprises:
the backup data processing device outputting data of

the backup counter and/or outputting data of the
backup log file; and

verifying whether there was a prior use of the backup
data processing device by means of the data of the
backup counter and/or the data of the backup log file.

∗ ∗ ∗ ∗ ∗
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